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DISCLAIMER:  This handout has been produced by the office of the Staff Judge Advocate, 66 ABW/JA, Hanscom AFB, MA 01731.  It is not meant to be a substitute for legal advice and it cannot be cited as legal authority.  Before taking any action, you should consult an attorney for guidance.

What Is Identity Theft?


Identity theft is fraud.  It is the taking of information about an individual—usually including the social security number—in order for the thief to represent himself or herself as that individual for fraudulent purposes, such as obtaining credit, stealing money from the victim’s bank accounts, purchasing items, renting an apartment, and much more.  The identity theft can even result in the victim being accused of a crime actually committed by the thief.

How Is Your Identity Stolen?


There are numerous ways that identity thieves obtain information about a victim in order to steal his/her identity.  Examples are:


- Stealing a wallet or purse


- Fishing credit card slips or loan or credit applications from the trash


- Mail theft


- Obtaining information from your friends and relatives

- Filing a change of address with the Post Office so the thief receives your mail

Steps To Prevent Or Minimize Identity Theft.  


Prevention starts in being aware at all times that a determined thief can piece together information about you from a number of sources.  You can do the following actions to prevent or minimize identity theft from happening to you. 

· Shred or destroy important papers and pre-approved credit applications and credit card slips; 

· Ask the salesperson to destroy carbons of your credit card transactions;

· Be aware of persons attempting to steal your account and PIN at ATMs;

· Do not put checks in the mail from your home mailbox;

· Monitor your mail delivery and the delivery of any new credit cards;

· Cancel unused credit cards;

· Do not use mother’s maiden name on your accounts, if possible;

· Empty your wallet of extra credit cards or social security numbers and other identifiers; 

· Do not put social security numbers on your checks or credit receipts, if possible;

· Do not give out personal information over the phone; 

· Monitor your bank statements and credit card billings closely; and, 

· Make an annual (or quarterly – the more often you check, the better) inquiry about your credit report.

What To Do If You’re A Victim.


If you have been a victim of identity fraud, here are some suggestions about what you should do:

- Contact the fraud departments of the three major credit bureaus, as well as your credit card companies and your banks.

- Close the affected accounts, if possible, and open new ones with passwords. (You do not have to cancel all your accounts, but notify the appropriate people and take their recommended actions to protect your unaffected accounts).

- File a report with the police and obtain a copy of the report in case the credit bureaus, card companies, or banks need proof.
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