GUIDELINES FOR SOFTWARE PUBLIC RELEASE CLEARANCE

The Directorate of Freedom of Information and Security Review, Assistant to the Secretary of Defense (PA), has provided the following software clearance guidelines.  Software has been determined to be information and is subject to the clearance requirement of DoDD 5230.9 and AFI 35-205, prior to its release to the public.

· Submitter must ensure that manuals and/or technical papers are provided to document the functions of the software.  The submitter must certify that the software does not contain material outside of that presented in the furnished documentation.  Without such certification, the software cannot be cleared.

· Submitter must also certify that the software owner will comply with any intellectual property rights restrictions.  With certification, the software may be cleared under the condition that intellectual property rights must be respected.

· Review by subject matter experts is essential to the clearance process.  The submitter should be advised that during the review process the software may be subject to decompiling, listing and analysis to verify certification statements and to assist subject matter experts.

· During the review process, reviewers must ensure compliance with local network instructions and intellectual property rights restrictions, before installing the submitter software.

· Software clearance should be completed at the lowest level of review able to competently evaluate the software and its public release affect.  Policy interpretation should be referred to the next higher level of authority.

This guidance should be shared with those in your organization that deal with software and its clearance.  Software clearance guidance will be revised and disseminated as policy evolves.

SOFTWARE RELEASE CHECKLIST
1. IDENTIFICATION. Provide complete identification of the software or data for public release.

a. Is this USAF equipment/software?  If not, discuss similarities to USAF equipment/software.

b. In what format will software be provided (i.e. object code or source code)?  If software will be provided in source code, why is source code required as opposed to object code only?  Keep in mind that sensitivities inherent in the release of source code include:

1. Compromise of USAF capabilities through software exploitation.

2. Development of countermeasures through software exploitation.

3. Loss of control over the capability of equipment proposed for transfer through software upgrade/modification.

4. Potential for third party transfer of software or upgrade/modification of similar third party equipment/software.

2. SOFTWARE SENSITIVITY

a. What is the security classification of the software and related date?

b. Is release of sensitive software or related technologies required?  Sensitive areas can include, but are not limited to:

1. Software incorporating advanced electromagnetic support measures (ESM), electronic countermeasures and/or electronic counter-countermeasures (ECM/ECCM) capabilities.

2. Defense mapping information, threat data, and intelligence or intelligence source data.

3. Target recognition and passive identification and ranging.

4. Embedded signal tracking techniques for ECM equipment.

5. Computer software, firmware or algorithms used for signal processing in national communications links.

c. Could release of software result in development of effective countermeasures to or exploitation of vulnerabilities of U.S. equipment?

3. PREVIOUS RELEASES. Has this software or data been previously released to the country and consignee, and by what method (also to other countries/consignees)?

4. STATE-OF-THE-ART. Does the proposed export involve the latest software state-of-art?

5. CRITICAL TECHNLOLGY.  What technologies listed on the Militarily Critical Technologies List (MCTL) will be transferred?

6. INTEROPERABILITY

a. Does the USAF want the equipment to be interoperable with other countries’ equipment in order to improve mutual defense?

b. To what extent does the software information need to be released to preserve interoperability? What specifically needs to be released to guarantee interoperability? 

7. REVERSE ENGINEERING. Are techniques being applied to hinder or prolong reverse engineering?  What is the best estimate of time required for reverse engineering by a technologically competent adversary?

