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INTRODUCTION:


This guide has been put together to answer the most frequently asked questions about Security and Policy Review.  We hope that you find it useful.  If you still have any questions, or if you have any suggestions to improve this guide, please submit them to ESC/PAM, 9 Eglin Street, Hanscom AFB, MA  01731-2118.

The goal of the Security & Policy Review Program is to clear the maximum amount of information with a minimum of delay.  We are committed to customer satisfaction.  Following the procedures set down in this guide will enable us to expedite your material for clearance.  


ESC’s POC for Security & Policy Review is Doris Richards, ESC/PAM, (617) 377-4065.

What is the Security & Policy Review Program?


Security & Policy Review is a service provided by Public Affairs personnel to insure that information released to the public is released quickly, unclassified, technically accurate, and conforms to established Air Force and DoD policies.


Established by the Secretary of Defense, Security & Policy Review is designed to protect the U.S. Government, Department of Defense (DoD) and individual DoD members.  It provides expert review of information proposed by DoD members or contractors for public release to ensure it does not contain classified material and does not conflict with established DoD or national policy.

Governing Directives

Executive Order 12356 as implemented DoD 5200.1-R - Information Security Program Regulation, June 1986 with Change 1.

DoD 5220.22R - Industrial Security Regulation, Dec 85

DoD 5220.22-M - Industrial Security Manual for Safeguarding Classified Information, Jan 91

DoD Directive 5230.9 - Clearance of DoD Information for Public Release, Apr  2, 1982

AFPD 31-4 - Information Security

AFI 35-101, 26 July 2001, Chapter 15, Security and Policy Review Program

AFI 35-101, 26 July 2001, Chapter 18, New Media and Public Affairs

DOD Regulation 5400.7 and AFMC Sup 1 - Air Force Freedom of Information Act Program

AFI 33-332 - Air Force Privacy Act Program

AFI 61-204 - Controlling the Distribution of classified and unclassified Scientific and Technical Information

Department of State International Traffic and Arms Regulations

DoD Militarily Critical Technologies List  (MCTL)

What must be cleared?  Information relating to the plans, policies, programs or operations of DoD or the US government proposed for public release.  Such as:

· Abstracts

· Technical Papers

· Viewgraphs for presentation

· Photos

· Speeches

· Videos

· Marketing Brochures

· News Releases

· Internal Newsletter articles

· Mission stories for publication in the Hansconian

· Material being placed on the INTERNET

What does not need

to be cleared?

· Classified Information *
· Business Correspondence
· Information destined for DoD Closed conferences*
· Basic Research (6.1 funded research by industry and universities and 6.2 funded research done on campus)
· Previously Cleared Material
*  NOTE:  This information is not cleared for public release because such information cannot be released publicly.  However, other procedures must be followed before such information is released.  (See applicable security classification guides for details.)

How to Submit

· Military and DoD Civilians

-- Submit 2 copies--10 workdays prior to clearance date needed (for local clearance)


-- Submit 11 copies--45-60 workdays prior to required clearance date 
(when higher level or additional review is required)

Material submitted for public release approval must be accompanied by a cover letter, signed by the 2-ltr or whom the 2-ltr designates and the OPSEC Manager, which includes:  (Sample Security and Policy Review Certification Letter available on line http://www.hanscom.af.mil/Esc-PA/security/sampltr.doc) 


-- Name, title, and organization of origination, author or speaker


-- Title of article, paper, abstract, etc.


-- Specifics of where, when and how the information is to be 

  
   publicly released


-- Earliest Suspense Date required


-- A Statement of certification that the information is unclassified, 
technically accurate, contains no militarily critical technology or 
proprietary informtation, is not subject to export control and is 
suitable for public release.

· Contractors

-- Submit 3 copies--15 workdays prior to clearance date needed 
 
   (for local clearance)


-- Submit 13 copies--45-60 workdays prior to required clearance 
 
   date (when higher level or additional review is required)

Material submitted for public release approval must be accompanied by a cover letter which includes:


-- Name, title, and organization of origination, author or speaker


-- Title of article, paper, abstract, etc.


-- Specifics of where, when and how the information is to be 
 
   
   publicly released


-- Earliest Suspense Date required


-- Contract Number under which material was generated


-- Name and Office Symbol of the Technical Monitor of the contract


-- A Statement of certification that the information is unclassified, 
 
   technically accurate, contains no militarily critical technology and contains no proprietary information.

Click here for sample letter: http://www.hanscom.af.mil/Esc-PA/security/request.doc 

How to Submit Visual Information Material

· Submitting still photographs and captions
-- 2 originals.  Only high-quality photocopies are accepted.  They must show enough detail to permit security and policy review.
· Full text paper (or detailed descriptions) must accompany briefing charts

· Video tapes (1/2-inch)


-- Must be accompanied by a script


-- 2 copies of video tape (3 if short  suspense)


-- If script was previously cleared, include date of clearance and 
 
   case number

· Speeches


-- Cover page must be signed or initialed by author or speaker 
 
   indicating approval of the text

The Review Process 

· Material is logged in and given a control number
· Reviewed to determine office(s) needed to coordinate
· Send out for coordination with 5-day suspense
· Evaluate comments and determine final position.
      Several Options:


-- Clear the Material without changes


-- Clear the Material with amendments or recommended changes


-- Forward the material for Higher Headquarters Review (see criteria 
 
   for material requiring higher level review)


-- Deny Clearance of the Material

NOTE:  Material cannot be submitted to a conference or released outside of government channels until it is cleared for public release.  Authority to clear material for public release rests with the Office of Public Affairs.

Material Requiring Higher

Level Review

· Originates, or is proposed for release, in the Washington, DC, metropolitan area.  This policy does not apply technical papers intended for presentation at conferences or meetings that do not fall under other categories of required submission.  When in doubt, submit.
· Is, or has the potential to become, and item of national or international interest.  All three- and four-star general officers and their civilian counterparts' written and oral public presentations are considered to be "of national and international interest.
· Affects national security policy or foreign relations.
· Is presented by a DoD employee who, by virtue of rank, position or expertise, would be considered an official DoD spokesperson.  All three- and four-star generals and civilian counterparts are considered official DoD representatives.
· Contains technical data, including data developed under contract or independently developed and controlled by the International Traffic in Arms Regulations (ITAR) that may be militarily critical and subject to limited distribution, but on which a distribution determination has not been made.
· New weapons or weapon systems, significant modifications or improvements to existing weapons or weapon systems, equipment, or techniques.

· Military operations, operations security, and significant exercises

· National command authorities; command, control, communications, computers and intelligence; information warfare or computer security.

· Military activities or applications in space, nuclear weapons, including weapon effects research; chemical and biological warfare issues; biological and toxic research, high-energy lasers and particle beam technology; arms control treaty implementation.

· Any other contemporary topic that is designated by the Directorate of Freedom of Information and Security Review, Department of defense.

Glossary of Terms

As Amended.  A required change.

Audiovisual.  The use of sound and visual  imagery displays to communicate information (motion pictures, television, still photograph, slides and film strips, radio, recordings, graphic illustrations, models, videotapes, and demonstrations).

Clearance.  Certification (in memorandum, letter, or by an official stamp) that the information has been reviewed by competent authority and is appropriate for public dissemination, after approval by the release authority.

Coordinator.  The technical expert/project official who is most familiar with the material and can identify material not suitable for release.

Distribution Limitation.  Unclassified technical data with military or space application is marked with a distribution statement to limit data access to government agencies, DoD components, contractors, and those eligible for export-control data.  A distribution statement marking is distinct from and in addition to a security and classification marking.  DoD Directive 5230.24, Distribution Statements on Technical Documents, March 18, 1987, provides explicit information on marking technical documents.  Following is a brief description of the various statements:

Statement “A”.  Approved for public release; distribution is unlimited.  Before a document can be marked Statement “A”, it must be processed for public release through Public Affairs Security Review channels.

Statement “B”.  Distribution authorized to US Government agencies only.

Statement “C”.  Distribution authorized to US Government agencies and their contractors.

Statement “D”.  Distribution authorized to DoD and DoD contractors only.

Statement “E”.  Distribution to DoD components only.

Statement “F”.  Further dissemination only as directed by (insert controlling DoD office)(date of determination) or higher DoD authority.  Normally used only on classified documents.

Statement “X”.    Distribution authorized to government agencies and private individuals or enterprises eligible to obtain export-controlled technical data.

Information.  Material in any form concerning the plans, policies, programs or operations of DoD or the US Government that is proposed for public release or that may be included in material likely to be released to the public.

International Traffic In Arms Regulations (ITAR).  These regulations prohibit the export of technical data relating to arms, ammunition, and implements of war contained in the Munitions List, without the approval of the Department of State.

Militarily Critical Technologies List (MCTL).  A list developed by the Department of Defense to identify those technologies whose export could increase the military capabilities of potential adversaries to the detriment of US National Security.

No Objection.  Information is releasable to the public.

Open Publication.  The release or dissemination of information outside official government channels.

Recommended.  A suggested change but not required.

Policy Review.  Review for possible conflict with established policies or programs of DoD or the US Government.

Public Domain.  That area owned by the public.  Information is in the public domain when it has been made available to the public.

Release.  (Noun) Information prepared for distribution to any medium that disseminates information or news to the public.  (Verb) the act of dissemination of information to any medium.

Security Review.  Review for security according to Executive Order 12356 as implemented by DoD 5200.1-R and AFPD 31-4.

Guide for Reviewer’s

Security and Policy Marking

Marking.  Inclusive brackets, in black pencil, identify the nonreleasable information.  Bracketed material must be removed before publication of the document.  The brackets signal a mandatory AMENDMENT.  Write substitute language above the brackets, in BLACK PENCIL.  For editorial changes, line through once in black pencil; DO NOT use brackets.

Amending.  Amendments require specific source citations and rationale, if any.  The coordinator must provide sufficient information to enable the review officer to sustain an amendment.  Such documentation eliminates time-consuming discussion with the coordinator.

Objection.  A coordinator may make overall objection to clearing a case.  An objection does not require marking on the document, but it does need detailed supporting justification.  A coordinator may make a total objection to public release, if a case requires extensive amendment or rewrite for security or policy concerns.

Editorial Review.  Editorial review is not a responsiblity of security review, but coordinators may edit for clarity and accuracy.  Editorial recommendations (deletions) are lined through once with black pencil; do not use brackets.  Enter suggested substitute wording with black pencil.

Other Coordination.  If an organization’s reviewer thinks the case needs to be seen by another organization, the reviewer should advise the security and policy review officer.  A call can save several days in the review process.
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