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1 General Descriptions (U)

(U) The Multi-Sensor Command and Control Aircraft (MC2A) (designated hereafter as the E-10A) is based on the consolidation of Command and Control (C2) and battle management (BM) functions and Intelligence, Surveillance and Reconnaissance (ISR).  The E-10A will operate in direct collaboration with other U.S. and coalition systems through the use of voice and “machine-to-machine” interfaces. E-10A will support both the planning and execution phases of contingency operations.  As a C2 and BM platform the E-10A will conduct combat operations functions in support of joint U.S. and multi-national (combined and/or coalition) operations during a major conflict including “forced-entry” phase, that require assured and persistent access to the battlespace.  The E-10A will be fully integrated with joint combat and ISR systems to achieve the highest predictive battlespace awareness.  Data exploitation will provide decision quality information that will support onboard decision analysis, increase battlespace awareness, and shorten the decision cycle required to support prosecution of Time-Critical-Targets (TCT). The E-10A shall operate in accordance with the Command and Control Constellation (C2C) Operational Architecture (S1T/BF). 

1.1 Requirements Allocations (U)

(U) This Technical Requirements Document (TRD) contains E-10A Incement 1 requirements. Each requirement (“shall”) identified in this document is allocated to Spiral 1 as either Threshold or Objective requirement.  Secondly, where appropriate, they are allocated as fully or partially met by the BMC2 provider.  Requirements that are process and/or work task related are designated as a “Task”. “Spare” is defined in this document as delivered unused capability. “Growth” requirements can be satisfied by the ability to add capability to the system with minimal changes.
1.1.1 Spiral 1 Threshold (U)

(U) Requirements allocated as Threshold in this document are those that must be satisfied by the Spiral 1 system.  These requirements are identified in this document with the notation “S1T”.

1.1.2 Spiral 1 Objective (U)

(U) Requirements allocated as Objective in this document are those that represent capabilities that are desired as part of the Spiral 1 system. These requirements are identified in this document with the notation “S1O”. Any Objective requirements subsequently identified for delivery in Spiral 1 will be re-designated Threshold (S1T) requirements at contract execution.

1.1.3 BMC2 Allocations (U)

(U) Allocations of requirements to the BMC2 provider are identified in this document. The System Integrator has overall responsibility for meeting the requirements defined herein. 

1.1.3.1 Full BMC2 Allocation (U)

(U) Requirements fully allocated to the BMC2 provider are those which will be primarily met by the BMC2 design and are annotated with a “BF”.  

1.1.3.2 Partial BMC2 Allocation (U)

(U) Requirements partially allocated to the BMC2 provider are those which will be met by a combination of BMC2, sensor, aircraft, and system level designs and are annotated with a “BP”.

1.2 System Design Flexibility (U)

(U) The E-10A System will use spiral development.  Future Spirals will add capability to the Spiral 1 System, and/or establish a new variant/s of the E-10A.  If there are E-10A variants, the major differences will be in the sensor suites.  Maximizing commonality between potential E-10A variants would be essential to minimize development and maintenance costs, and training impacts.  The E-10A shall be designed to permit maximum commonality between potential variants (S1T/BP).  The E-10A shall be designed to maximize the potential for meeting future spiral requirements on a single variant (S1T/BP).  The E-10A shall be designed to maintain maximum contiguous unmodified areas of the platform surface for future sensor and communication capabilities (S1T/BP).  Areas of particular interest to reserve for future capabilities include: the dorsal surface from the wing back to the tail, and the cheek areas forward of the wing.

(U) For the purpose of this TRD, the following definitions apply to all spare and growth requirements:


Ac= Installed asset capacity


Au= asset peak utilization measurements/calculations


Au(%)= (Au/Ac)*100


Installed spare= 100-Au(%)

(U) Growth requirements can be full or partially met by excess installed spare.

2 Reference Documents (U)

(U) Unless otherwise indicated, the version of the following documents to be followed is the latest version in effect at the time of Request for Proposal

	Reference
	Section

	· (U) C2C Operational Architecture Version 1.2
	1.0

	· (U) Multi-Sensor Command and Control Aircraft (MC2A) System Threat Assessment Report (STAR), NAIC-1574-3472-04, Dated November 2003. (STAR)
	3.3, 5.4.2.2.2.3,

	· (U) STANAG No. 5516
	3.6, 6.2

	· (U) IBS
	3.6

	· (U) STDI-0002
	3.6

	· (U) XML MTF Structure
	3.6

	· (U) Simple Object Access Protocol
	3.6

	· (U) STANAG No. 4545, Edition 1, Amendment 1, NATO Secondary Imagery Format NATO Military Agency for Standardization
	3.6

	· (U) MIL-STD-6040
	3.6

	· (U) STANAG No. 4607
	3.6

	· (U) STANAG No. 4609
	3.6

	· (U) STANAG No. 7023, Edition 3, Ratification Draft 2, Air Reconnaissance Primary Imagery Data Standard, NATO Military Agency for Standardization
	3.6

	· (U) STANAG No. 5500
	3.6

	· (U) MIL-STD-2500B, National Imagery Transmission Format (Version 2.1) for the National Imagery Transmission Format Standard, 22 August 1997.
	3.6, 6.4.2

	· (U) MIL-STD-2500B, Change Notice 1, National Imagery Trans mission Format (Version 2.1) for the National Imagery Transmission Format Standard, Change Notice 1, 2 October 1998.
	3.6, 6.4.2

	· (U) VMF-TIDP-TE, Department of Defense Interface Standard, Variable Message Format (VMF) Technical Interface Design Plan (Test Edition), Reissue 5, 18 January 2002
	3.7

	· (U) DoD Joint Technical Architecture, Version 4.1, 17 July 2002.
	5.2.5, 5.7.2

	· (U) DoD XML Registry, Version 3.1.0.3.  (http://diides.ncr.disa.mil/xmlreg/user/namespace_list.cfm).
	5.2.5

	· (U) Internet Activities Board (IAB) Standard 13; Domain Name System.
	5.3.3.1

	· (U) IETF RFC 1034; Domain names - concepts and facilities; P.V. Mockapetris; 1 November 1987.  (Updated by RFC1101, RFC1183, RFC1348, RFC1876, RFC1982, RFC2065, RFC2181, RFC2308, RFC2535) (Also STD0013) (Status: STANDARD).
	5.3.3.1

	· (U) IETF RFC 1035; Domain names - implementation and specification; P.V. Mockapetris; 1 November 1987.  (Updated by RFC1101, RFC1183, RFC1348, RFC1876, RFC1982, RFC1995, RFC1996, RFC2065, RFC2136, RFC2181, RFC2137, RFC2308, RFC2535, RFC2845, RFC3425) (Also STD0013) (Status: STANDARD).
	5.3.3.1

	· (U) ITU-I Recommendation H.323, Packet-Based Multimedia Communications Systems, November 2000.
	5.3.3.3

	· (U) IETF RFC 3261; SIP: Session Initiation Protocol; J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley, E. Schooler; June 2002.  (Obsoletes RFC2543) (Updated by RFC3265) (Status: PROPOSED STANDARD).
	5.3.3.3

	· (U) IETF RFC 3262; Reliability of Provisional Responses in Session Initiation Protocol (SIP); J. Rosenberg, H. Schulzrinne; June 2002.  (Obsoletes RFC2543) (Status: PROPOSED STANDARD).
	5.3.3.3

	· (U) IETF RFC 3263; Session Initiation Protocol (SIP): Locating SIP Servers; J. Rosenberg, H. Schulzrinne; June 2002.  (Obsoletes RFC2543) (Status: PROPOSED STANDARD).
	5.3.3.3

	· (U) IETF RFC 3264; An Offer/Answer Model with Session Description Protocol (SDP); J. Rosenberg, H. Schulzrinne; June 2002.  (Obsoletes RFC2543) (Status: PROPOSED STANDARD).
	5.3.3.3

	· (U) IETF RFC 3265; Session Initiation Protocol (SIP)-Specific Event Notification; A. B. Roach. June 2002.  (Obsoletes RFC2543) (Updates RFC3261) (Status: PROPOSED STANDARD).
	5.3.3.3

	· (U) ICAO ATN SARP; International Civil Aviation Organization Aeronautical Telecommunications Network SARP, Edition 3.
	5.4.1

	· (U) ITU-T Recommendation G.107; The E-Model, A Computational Model for Use in Transmission Planning; March 2003.
	5.4.2.1

	· (U) ITU-T Recommendation P. 561; In-Service non-Intrusive Measurement Device – Voice Service Measurements; July 2002.
	5.4.2.1

	· (U) ITU-T Recommendation P.862; Perceptual Evaluation of Speech Quality (PESQ), An Objective Method for End-to-End speech Quality Assessment of Narrowband Telephone Networks and Speech CODECs; February 2001.
	5.4.2.1

	· (U) MIL-STD-181-141B, HF Automatic Link Establishment (ALE).
	5.4.2.2.1.1.1.1

	· (U) JSLIRS-16; Joint Single Link Interface Requirements Specification – Link 16; April 2003.
	5.4.2.2.1.2.1.1

	· (U) MIL-STD-6016; Department of Defense, Interface Standard, Tactical Data Link (TDL) 16 Message Standard; Rev. A, 30 April 1999; Rev. B, 1 August 2002; Rev. C, circa 1 April 2003. 
	.5.4.2.2.1.2.1.1, 6.2, 6.4.3

	· (U) MIL-STD-188-220; Interoperability Standard for Digital Message Transfer Device Subsystems.
	5.4.2.2.1.2.1.2

	· (U) Joint STARS UHF SATCOM Protocol ICD.
	5.4.2.2.1.2.1.4

	· (U) MIL-STD-188-184; Interoperability and Performance Standard for the Data Control Waveform.
	5.4.2.2.1.2.1.4

	· (U) STANAG No. 5522; Military Agency for Standardization, Standardization Agreement, Tactical Data Link 22, Edition 1; August 2001.
	5.4.2.2.1.2.1.5

	· (U) MIL-STD-3011 ; Joint Range Extension Application Protocol Standard
	5.4.2.2.1.2.1.6

	· System Segment Specification for the Multifunctional Information Distribution System (MIDS) Low-Volume Terminal and Ancellary Equipment ; 30 April 2002.
	5.4.2.2.1.2.2.2

	· (U) Specification No. 7681990; Waveform Specification for the Common Data Link; Revision F, USAF ASC/RAJD; 2001
	5.4.2.2.2

	· (U) Advanced EHF (AEHF) Systems Specification, Revision L; 20 June 2003.  (SECRET)
	5.4.2.2.3.2

	· (U) FAB-T CTRD; Family of Advanced Beyond-Line-of-Sight Terminals (FAB-T) Contractor Technical Requirements Document, Version 1.3, 18 July 2002. (SECRET)
	5.4.2.2.3.3

	· (U) FAB-T System/Subsystem Specification No. TBD; System/Subsystem Specification for the Family of Advanced Beyond-Line-of-Sight Terminals (FAB-T) Program; 21 January 2003.
	5.4.2.2.3.3

	· (U) Guidelines for Implementation of Anti-Tamper Techniques in Weapon Systems Acquisition Programs, 3 May 2002
	5.5.1

	· (FOUO) Joint DoDIIS/Cryptologic SCI Information Systems Security Standards, Rev 3, 11 April 2003
	5.5.1

	· (FOUO) DCID 6/3, Protecting Sensitive Compartmented Information within Information Systems, 5 June 1999, including Annex E, Access by Foreign Nationals to Systems Processing Intelligence Information, 2 May 2002
	5.5.1

	· (U) DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), May 2000
	5.5.1

	· (U) DoD 5220.22-M-SUP-1, National Industrial Security Program Operating Manual (NISPOM) Supplement 1, February 1995
	5.5.1

	· (U) DoD Intelligence Information Systems (DoDIIS) Certification and Accreditation (C&A) Guide, April 2001
	5.5.1
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3 Mission Scenario/Environment (U)

3.1 Spiral 1 Deployment Configurations (U)

(U) For the Spiral 1 configuration, the E-10A will deploy as one of the Airborne Elements of the Theater Air Control System (AETACS).  AWACS provides the Airborne Early Warning (AEW) function; AWACS and/or E-10A provide the overall air battle management function, RIVET JOINT the Electronic Intelligence (ELINT) mission; and the E-10A provides the Ground Surveillance mission plus a focused AMTI mission acting as an adjunct sensor to the AWACS.   Both Joint STARS and Global Hawk and Predator UAVs will provide extended and adjunct GMTI, SAR, EO and IR Imagery, Video, and ESM sensor data directly to the E-10A aircraft. The E-10A shall be capable of simultaneous operation with the nodes defined in 3.2 while they share overlapping surveillance areas, without degradation of performance below the Acceptable Performance Levels defined in this document (S1T/BP).  The Spiral 1 Threshold E-10A system shall include architectural, design, and growth provisions for all capabilities identified as Spiral 1 Objective (S1T/BP).
3.2 Offboard ISR System Inputs/Load (U)

The following paragraph defines nominal loading conditions under which the system must meet timing and sizing, spare, growth, and throughput requirements of this specification. 
(U) C2ISR deployments will vary broadly with respect to numbers and types of airborne elements deployed, size and shape of geographical area involved, the mission, etc.  The System shall be capable of receiving, processing, exploiting, and displaying all data from its own sensor suite and processing elements, plus the maximum Appendix B information exchange (including 1 of each node identified in appendix B, 3 Global Hawks, and 2 Predators) that can be transferred via data link capabilities defined in section 5 of this TRD (S1T/BF): 

3.3 Threat Environment (U)
(U)  The E-10A shall meet the requirements defined herein while operating in the threat environment defined in the E-10A System Threat Analysis Report (STAR) (S1T/BP). 

3.4  System Operations (U)

(U) The E-10A system will be capable of conducting full mission airborne operations, flight-only (ferry) operations,  ground operations, and reduced mission operationsas defined below:

3.4.1 3.4.1   Full Mission Airborne Operations (U)

(U) The system shall be capable of transitioning from a fully powered down condition to a full operational capability of all platform aircraft equipment and PME, and ready for takeoff within 30 minutes (S1T/BP).   The system shall simultaneously support operations with all sensors, communications systems, processing and display components, and aircraft flight equipment in accordance with the performance defined herein (S1T/BP).  The system shall be capable of continued operations, with any equipments (sensors, communications, processing, display) not operating or disabled, fully supporting functions not requiring those equipments (S1T/BP). The system shall support operations with simulated and simulated plus live sensor and/or platform navigation data provided to mission operators in support of training and exercises (S1T/BP). 

(U) The E-10A shall provide ABM for operations of a minimum of 25 tactical missions/hour, 24 hours/day (S1T/BF).  A tactical mission consists of one sortie by either weapon delivery or supporting aircraft.

3.4.2 3.4.2 Flight-Only (Ferry) Operations (U)

(U) The system shall be capable of flight operations (i.e., startup, takeoff, flight, and landing of the aircraft) with a minimum flight crew (S1T).  The system shall be capable of transitioning from all power down to flight operations and takeoff within the time required by a commercial 767 (S1T).

3.4.3 3.4.3 Ground Operations (U)

(U) While on the ground, the system shall be capable of providing the functional capabilities defined in this TRD with the exception of those that require airborne operation of the primary MP-RTIP sensor (S1T/BP).   The E-10A system shall be capable of conducting these ground operations, without engines operating, employing off-board power and cooling (S1T/BP). The system shall be capable of conducting these ground operations, employing only on-board power generation and ECS capabilities, with no external power or ECS support (S1T/BP). 

3.4.4 Reduced Mission Airborne Operations (U)

(U)  For the purpose of this document, the E-10A minimum acceptable performance levels (APL)  for reduced airborne operations are defined in the following subsections.  Reduced-mission airborne operations APLs are the minimum capability that can be sustained by the E-10A vehicle without the need to return to base for repairs

3.4.4.1 E-10A Vehicle (U)

(U) The E-10A vehicle must maintain a capability to safely stay on station, in accordance with the FAA certified Minimum Equipment List (MEL) for this aircraft, and within the specified threshold mission duration, altitude, and performance parameters.  The E-10A vehicle must provide adequate ECS and power generation capability to support the reduced mission APL capabilities.
3.4.4.2 E-10A On-Board Sensor

The E-10A MP-RTIP sensor must be operational and meet APLs as defined in the MP-RTIP TRD.

3.4.4.3 E-10A Processing and Display

The system must maintain a capability to support all functional capabilities defined in sections 6 and 7, at up to 20% reduction in capacity.  In addition, the system must maintain a minimum of 80% of mission operator positions fully functional.

3.4.4.4 E-10A Communications

In addition to flight crew voice capabilities needed for flight safety, the system must maintain a minimum of the following external mission crew voice communications channel capabilities: (10 UHF, 1 VHF,1 HF).  Acceptable performance levels also include the systems ability to maintain the following minimum external data communications capabilities: Full wideband beyond-line-of-sight (WB BLOS) Airborne Wideband Ternminal (AWT) , 1 channel UHF SATCOM, 2 channels wideband line-of-sight (WB LOS) Multi-Platform Common Data Link (MP-CDL), and Joint Tactical Information Distribution System (JTIDS).  The system must maintain adequate internal and external network connectivity and services and voice intercomm capabilities to support the above minimum functional and performance capabilities.
3.5 Interoperability (U) 

(U) The E-10A will be interoperable in a wartime theater comprised of the many types of NATO, coalition, and US platforms.  The data and information exchange requirements (IERs) with remote platforms include the following top-level IERs:

· (U) Air Surveillance Information, 

· (U) General Broadcast Information, 

· (U) Ground Surveillance Information, 

· (U) ISR and AOC Products, 

· (U) Mission Management Information, 

· (U) PPLI Information, 

· (U) Sensor Control Requests and Commands

· (U) Theater Object Information, 

· (U) Weapons Control Information, 

· (U) Weapons Coordination Information. 

(U) All E-10A information available to external nodes/systems shall be available in XML format, in addition to formats specified in Appendix B (S1T/BF).  The contractor shall submit any new XML formats to the DoD XML Registry (S1T/BF/Task).
(U) The E-10A data formats shall conform to the standards in Table 1 (S1T/BF):

	Data Type
	US Standard and/or NATO Standard

	Tactical Data Exchange -  TADIL-J or LINK-16
	· MIL-STD-6016C, TADIL J Message Standards, circa April 2003

· STANAG No. 5516, Tactical Data Exchange – Link 16, Edition 2, NATO Standardisation Agency

	IBS Common Message Format  -  CMF-X (XML) and CMF-B (Binary)
	IBS Technical Interface Design Plan (TIDP)- Test Edition

	Ground Moving Target Indicator Format - GMTI
	STANAG No. 4607, NATO GMTI Format, Edition 1, Ratification Draft 1, NATO Standardisation Agency

	Motion Imagery
	· Motion Imagery Standards Profile (MISP), 1.6, Chapter 2.0; [see JTA Version 4.0, Table 2-2]

· STANAG No. 4609, NATO Digital Motion Imagery Format, NATO Standardisation Agency

	Secondary Still Imagery, SAR, E/O, and IR Data
	· Mil-STD-2500B, National Imagery Transmission Format (NITF), Version 2.1, with Notice 2

· STANAG No. 4545, NATO Secondary Imagery Format, Edition 1, Amendment 1, NATO Standardisation Agency

	 Primary Imagery and SAR


	STANAG No. 7023, Air Reconnaissance Primary Imagery Data Standard, Edition 3, Ratification Draft 2, NATO Standardisation Agency

	Tactical Data Exchange-AFAPD
	Air Force Applications Program Development format

	 Message Text Format data – (MTF)


	· MIL-STD-6040; United States Message Text Format (USMTF), Baseline 2003

· STANAG No. 5500 NATO Message Text Formatting, NATO Standardisation Agency; NATO Allied Data Publication (AdatP-3), Baseline 12

	eXtensible Markup Language (XML) MTF Schema
	XML MTF Structural Notation Specification, (XSN-MTF)

	Variable Message Format data – (VMF)
	Technical Interface Design Plan – Test Edition, Reissue 5, 18 January 2002

	Support Data Extensions for NITF and NSIF
	STDI-0002, Compendium of Controlled Extensions for the National Imagery Transmission Format (NITF), Version 2.1, National Imagery and Mapping Agency

	Web Services: Published Data in Response to Subscriber Services specified via URL, http, HTTPS
	Simple Object Access Protocol (SOAP), Web Services Description Requirements (WSDL), Universal Description, Discovery and Integration (UDDI)


UNCLASSIFIED

Table 1: E-10A Data Format Standards

(U) In addition, the E-10A shall exchange tactical information with select US Navy/Allied nodes/systems using the Link 22 data format in accordance with STANAG 5522, Tactical Exchange-Link 22, Edition 1, NATO Standardization Agency (S1O/BF).

(U) The E-10A shall be interoperable with the Nodes per the IERs and message formats defined in Appendix B. (S1T/BF).

3.5.1 Additional Nodal Interfaces (U)

(U) In addition to the interoperability with the nodes specified in Appendix B, several E-10A Nodal Interfaces have specialized tasking and control IERs.  These Nodes are:

a.
Global Hawk (GH) UAV (U)

(U) The E-10A shall provide a capability to task/control all sensors on up to 3 GH simultaneously (S1O/BF).  The E-10A shall provide a capability to control and change the flight path of up to 3 GH simultaneously (S1O/BF).

b.
Predator UAV (U)

(U) The E-10A shall provide a capability to task/control all sensors on up to 2 Predators simultaneously (S1O/BF).  The E-10A shall provide a capability to control and change the flight path of up to 2 Predators simultaneously (S1O/BF).

c. Space-Based Radar (U)

(U) The E-10A shall provide a capability to receive sensor products from the SBR System directly and indirectly from CONUS (S1O/BF).  The E-10A shall provide a capability to task the SBR System directly and indirectly (through CONUS) (S1O/BF). 

3.5.2 See Classified Annex (U)

4 E-10A Collection Requirements (U) 

See Classified Annex

5 Data Storage and Exchange (U)

(U) The system, with operator support, shall manage resources adaptively to gracefully degrade under overloads or failures, or to improve operational utility, in accordance with the capability of the resources, under changing mission requirements (S1T/BP). Resources include communications, networks, sensors, storage, and processors. Operational utility refers to the system’s effectiveness for supporting the mission under changing circumstances.

(U) The E-10A shall provide a platform time-position-attitude solution to serve all mission and/or flight systems requiring this information (S1T).
5.1 Common Information Infrastructure (CII) Services (U)

5.1.1 CII Information Management Services (U)

(U) The CII services for Information Management (IM), Information Assurance (IA) and Information Transport (IT) will be provided as Command and Control Constellation (C2C) enterprise services.  The E-10A shall interface with and utilize CII services for IT, IM and IA (S1T/BF). The subsections below define the CII services for IM.  The CII services for IT and IA are defined in sections 5.3.3 and 5.6.2, respectively.  In addition to employing off-board enterprise services, the E-10A shall be capable of utilizing local services (S1T/BF). The E-10A shall be capable of synchronizing to remotely provided enterprise CII services (S1T/BF). 

5.1.1.1 Messaging Services (U)

(U) The E-10A shall utilize Defense Messaging Service (DMS) Release 3 for providing inter-organization messaging (S1T/BF).  The E-10A shall provide an email capability utilizing IMAP4 and SMTP that is available at every operator position (S1T/BF).
5.1.1.2 Information/Service Broker (U)

(U) The E-10A shall utilize an information/service broker that matches the information and service providers with consumers by comparing descriptions of information/service published and requested (S1T/BF).
5.1.1.3 Global Directory Service and Air Force Directory Service (U)

(U) The E-10A shall utilize the Global Directory Service and the Air Force Directory Service providing access to network-centric resources (S1T/BF).
5.1.1.4 Network Time (U)

(U) The E-10A shall support the Network Time Protocol (NTP) (S1T/BF).
5.1.1.5 Enterprise System/Security/Network Management (U)

(U) Enterprise Systems Management is the integrated management of all IT resources in an enterprise in a consistent manner. Enterprise management services include these core functions: Operations Management, Configuration Management, Performance Management, Security Management, Administration, Fault/Problem Management, and Accounting/Asset Management.  Enterprise Management integration capabilities include event correlation, console integration, security integration, repository integration and workflow automation.  E-10A shall interface with remote enterprise management utilizing the following standards: SNMP, PKI, Syslog and NTP (S1T/BF).
5.2 Mission System Data Storage, Synchronization, and Access (U)

5.2.1 Data Storage (U)

(U)  The E-10A shall provide a Data Warehouse capability for the management of all database information referred to in this TRD (S1T/BF).  For the purposes of this TRD, a Data Warehouse capability is an ability to store, update, retrieve, and manage the dissemination of data.  The Warehouse shall include, but not be limited to all information loaded during pre-flight, all information sent or received over external datalinks, and the following categories of data collected and produced during an E-10A mission (S1T/BF):  

a. (U) Unexploited Sensor data originating from all sensors on-board the E-10A as well as all sensor products obtained from off-board sensors.

b. (U) Exploited Sensor data produced either by operators or applications performing correlation and fusion of unexploited sensor data. 

c. (U) Mission Operations & Support data necessary for planning and executing all missions assigned to the E-10A.

d. (U) System Management and Health data for all equipment on-board the E-10A, including that referred to in paragraphs 5.3.1 and its subparagraphs, 5.4.3.4, and 13.1.1.3.

e. (U) Mission/Task Status data to assist the E-10A Mission Crew Commander in managing resources.  This data will include, for example, the numbers of queued and active missions, their types the completion status of active missions relative to a workflow of activities, and the dependencies of mission activities on E-10A crew, sensor resources, and all task force resources managed by the E-10A. 

f. (U) Catalogue/Metadata to aid in finding, accessing, and interpreting or processing data.  This type of information includes date/time, file name, pedigree, the size of the data, what format the data is available in, and where it can be accessed, and security level. 

g. (U) System level performance information gathered by internal monitors.

(U) The E-10A Data Warehouse shall provide data storage, retrieval, update, delete and access mechanisms using SQL and either JDBC or ODBC (S1T/BF). The E-10A Data Warehouse shall provide storage and retrieval of historical data from  the equivalent of no fewer than 7 past E-10A missions (S1T/BF).
5.2.2 Data Synchronization (U)

(U) The E-10A shall be capable of conducting information exchanges with external nodes (S1T/BF).  Information exchanges with external nodes may occur indirectly through other ground-based C2 system.  The E-10A Data Warehouse shall be capable of updating its contents in accordance with changes to data originated by external nodes (S1T/BF). 

5.2.3 Searches (U)

(U) The E-10A shall provide capabilities for searching all catalog/metadata information within the Data Warehouse, with capability for filtering options to be applied at each metadata element (S1T/BF).

(U) The E-10A shall provide a capability for searching text-based documents as well as embedded text fields (e.g., NTIF), utilizing text-based indexing and associated search engine (S1T/BF).  The search engine shall provide Boolean operators and filtering operations based on time, format, and contained words and phrases (S1T/BF).  Unstructured searches shall also be capable of being combined with metadata filtering (S1T/BF).

5.2.4 Data Access (U)

5.2.4.1 Access to E-10A Data/Services (U)

(U) The E-10A shall provide a subscription mechanism to accommodate subscriber access to data stored in the Data Warehouse (S1T/BF).  Subscribers will be applications or personnel and may reside on-board or off-board the E-10A.  Subscriptions shall be capable of being input locally or accepted from remote subscribers (S1T/BF).  Attributes of a subscription shall include (S1T/BF):

a. (U) The type and source of data requested, 

b. (U) The geographic region for which the data pertains (if relevant for the type of data requested), 

c. (U) Triggers for when the data needs to be delivered (e.g., by date or event), 

d. (U) How often updates need to be provided and the duration of the service, 

e. (U) User/organization making the request, 

f. (U) Mission type/ID, 

g. (U) Activity which the data supports, priority, maximum threshold in the latency for delivering the data, 

h. (U) The preference for receiving current data that has exceeded its latency,

i. (U) The choice of receiving event notification or information product delivery,

j. (U) Quality of service (i.e., willingness to reduce quality of response for disadvantaged users), and 

k. (U) Operational Utility.

(U) The E-10A shall support creating subscriptions, assigning and/or modifying subscription attributes, reviewing their status, and deleting subscriptions that are created (S1T/BF).
(U) The E-10A shall provide an automated means for scheduling the dissemination of data resulting from servicing subscriptions (S1T/BF).  Several scheduling policies shall be provided including: servicing the highest priority subscriptions, maximizing the number of subscriptions handled per unit time, maximizing operational utility, and minimizing the average latency in delivering data for all subscriptions (S1T/BF).  An automated capability shall be provided to monitor system performance for servicing subscriptions, to approve and cancel subscription requests, to reassign scheduling of subscriptions, to modify any subscription attribute, and to delete any subscription (S1T/BF).  Notification shall be provided to subscribers indicating any modifications or deletions to their subscriptions (S1T/BF).  This automated capability shall be capable of being overridden and performed by an operator on board the E-10A (S1T/BF).

5.2.4.2 E-10A Access to Off-Board Data/Services (U)

(U) The E-10A shall provide capabilities for allowing E-10A operators to subscribe/access off-board data sources (S1T/BF).  Mechanisms for access shall  utilize the following standards and protocols: HTML, XHTML, HTTP/HTTPS, FTP, SOAP, UDDI, WSDL, ODBC, JDBC, NFS, SMB, SMTP, POP, and IMAP (S1T/BF).

5.2.5 Data/Service Interoperability (U)

(U) All information exchanges internal to the E-10A shall adhere to data formats, schemas and protocols referenced in the JTA, STANAGs, or the DoD XML Registry to the maximum extent practical (S1T/BF). 

5.2.6 Data Recovery (U)

(U) The E-10A shall provide a means for restoring the contents of the Data Warehouse to a known, valid, and transactionally consistent state without loss of data following the detection of a failure (S1T/BF).   

5.2.7 Performance Monitoring (U)

(U) The E-10A shall provide a means of monitoring the system-level performance of the various systems, including but not limited to:  communications (including networking), sensor, aircraft (including avionics), processing and display etc. (S1T/BF).

5.2.8 Alert Management (U)

(U) The E-10A shall provide a means of efficiently managing alert messages including, but not limited to, providing the operator the ability to (S1T/BF):

· (U) Map specific or categories of alerts to operator position/categories

· (U) Insure that all alerts are mapped to some position

· (U) Efficiently manage display, alert acknowledgements, filter irrelevant or stale messages, and prioritize 

5.3 Mission System Networking (U)

(U) The system will implement network functionality in order to participate efficiently, and enable rich connectivity, in the evolving airborne network.  The on-board network shall meet the requirements of 5.7.2 and be implemented with common network building blocks and standard interfaces to facilitate a flexible and extensible design (S1T/BF).  


(U) The E-10A system shall be capable of functioning as a network communications node within the C2C (SIT/BF).

5.3.1 Network Management (U)

(U) The system shall provide network management services for all network elements and host systems on the E-10A (S1T/BF).  The network management system shall be capable of managing all SNMP-enabled elements on the platform (S1T/BF).  The system architecture and implementation shall make growth provision for the management of remote network elements in the airborne constellation (S1T/BF).  

5.3.1.1 Fault Management (U)

(U) The system shall be capable of monitoring the health and status of managed network elements and host systems through both passive receipt and interpretation of status and alert messages and by active probes (S1T/BF).  The system shall be capable of identifying faults in the network (S1T/BF).  The system shall be capable of locating faults in the network (S1T/BF).  

5.3.1.2 Configuration Management (U)

(U) The system shall be capable of reporting the settings of all configurable parameters that can be provided by every network element and host system (S1T/BF).  The system shall enable an operator or administrator to change the settings of all configurable parameters that can be changed remotely for every network element and host system (S1T/BF).

5.3.1.3 Performance Management (U)

(U) The system shall be capable of monitoring and reporting the utilization of every network element and host system that is capable of providing utilization data (S1T/BF).  The system shall be capable of displaying network performance information graphically as well as textually (S1T/BF).  The system shall be capable of receiving and applying network policy information to effect changes in allocations of network resources to traffic flows (S1T/BF).

5.3.1.4 Security Management (U)

(U) The system shall be capable of changing the security configuration of network elements and host systems (S1T/BF).  The system shall be capable of reporting the security configuration of network elements and host systems (S1T/BF).  The system shall be capable of logging all changes to the security configuration of network elements and host systems and all instances of detected security threats such as unauthorized attempts to use or penetrate the network or to deny service (S1T/BF).

5.3.1.5 Accounting Management (U)

(U) The system shall quantify usage of network resources over any user-selectable period of time based upon source and destination address and protocol information that’s included in the packet (S1T/BF).  

5.3.2 Internet Protocol (IP) Routing (U)

(U) The E-10A shall provide a routing entity for internetworking between disparate link types (S1T/BF).  The router function shall have standard network interfaces consistent with the LAN and the baseband interfaces on all radios/terminals (S1T/BF).  The routing entity shall route IP traffic only (S1T/BF).  The router function shall run the routing protocols employed by other nodes in any network in which the E-10A participates (S1T/BF).  This includes any mobile routing protocols that may be implemented, as well as multicast routing protocols.  The routing function shall be external to all of the on-board radios (S1T/BF).  This approach permits the evolution of the IP protocol suite without impacting lower layer communication systems. 

5.3.2.1 Capacity (U)

(U) The router shall be capable of forwarding IP datagrams at an aggregate rate equal to or greater than the aggregate throughput of all devices to which it interfaces (S1T/BF). 

5.3.2.2 Quality of Service (QoS) Mechanisms (U)

(U) In order to optimize mission use of scarce platform-accessible communications resources, the system shall provide for:  the prioritization of data awaiting transmission over external communications channels and scheduling of data for delivery to external data link equipment; the assertion of message priority in accordance with application QoS requirements, operator input, and data link status; expedited forwarding of traffic based upon its assigned precedence; and the allocation of communication and network resources to optimally satisfy the QoS requirements of the traffic, including transit network traffic (S1T/BF).  The management of the comunication resources shall be consistent with the management of the data services in 5.2.4.1 (S1T/BF).
5.3.2.3 Network Initiation/Maintenance (U)

(U) The routing entity shall be capable of automatically and dynamically learning of the arrival of new nodes to the network and the departure of existing nodes from the network (S1T/BF).

5.3.3 Information Transport Services (U)

5.3.3.1 Domain Name System (DNS) (U)

(U) The DNS service is provided by the enterprise CII and may consist of both on-board and off-board resources, or servers. With respect to on-board resources, the E-10A shall provide DNS services that map enterprise network/computer domain names (URLs) to network/computer IP addresses and vice versa (S1T/BF).  The DNS services shall be implemented in accordance with Internet ActivitiesBoard (IAB) Standard 13, RFC-1034 and RFC-1035, and their updating RFCs.  (S1T/BF).  A DNS server shall be present on the E-10A to ensure autonomous operation in the event that connectivity to remote DNS resources is interrupted (S1T/BF).  The DNS server implementation shall provide for ease of upgrade to accommodate evolution in standards and operating procedures (S1T/BF).  

5.3.3.2 Communications Transport (U)
(U) The E-10A shall support enterprise communications/networking using the following standard protocols:  Transmission Control Protocol (TCP), User Datagram Protocol (UDP), Internet Protocol (IP), and Internet Control Message Protocol (ICMP) (S1T/BF).
5.3.3.3 Voice Over IP (U)
(U) The E-10A shall provide Voice over IP (VoIP) services (based upon ITU-I Recommendation H.323 and IETF RFCs 3261, 3262, 3263, 3264, and 3265) via the headset used for voice intercom purposes (S1T/BF).

5.4 Communications (U)

(U) The E-10A communications shall provide a capability to:

· (U) Interface with civil and military agencies for Air Traffic Control (ATC) functions (S1T).  

· (U) Exchange voice, data, video and imagery internally and with external nodes (S1T/BP).  

· (U) Interface with and relay information between civil agencies including Federal Emergency Management Agency (FEMA) and NAOC (S1T/BF).

(U) Except where limited by data link protocol and/or message definitions, the system shall be capable of communicating all information described herein (in the information exchange requirements) over any E-10A data link (S1T/BF). The location of antennas to meet the requirements in this section will be determined by both the BMC2 provider and System Integrator.  Antenna location considerations include: existing green aircraft antenna locations, locations reserved for the MP-RTIP sensor and the potential Supplementary Electrical Power System (SEPS), and considerations for future sensor and communication systems. 
5.4.1 Flight System Communications (U)

(U) The aircraft shall be equipped with the radios in Table 2 for the exclusive use of the flight crew (S1T):
	Frequency Band
	Voice/Data
	Waveforms and Modulations
	Number of Channels
	Tx/Rx/Both

	
	
	
	
	

	HF
	Half-duplex (HDX) Voice/Data
	SSB-AM, ALE and HF Data Link (HF-DL)
	2
	Both

	VHF-AM
	HDX

Voice/data
	AM and VDL Mode 2
	3
	Both

	L-band (INMARSAT)
	HDX

Voice/data
	INMARSAT
	At least 1 channel
	Both
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Table 2: GATM/ATC Radios

(U) The system shall provide the flight crew certifiable primary and secondary, nonsecure and secure worldwide communications capable of simultaneous operation during all phases of flight and ground operations (except ground refueling) and use of navigational and avionics systems without mutual degradation or interference (S1T).  The flight crew communications equipment shall have dual communications management functions (CMF) that meet the functional and interface requirements of ARINC Characteristic 758 and provide an interface to the Flight Management System (FMS) (S1T).  The CMF shall support operation over the existing ATC/airline operational control datalink ground infrastructure inclusive of ACC-directed messages and provide growth provisions to support operation over the planned aeronautical telecommunications network (ATN) (S1T).  It shall also support sender authentication and message integrity in accordance with Edition 3 of ICAO’s ATN SARPs and message confidentiality when these capabilities are commercially available (S1T).  VHF radios for GATM systems shall be compliant with ICAO SARPs (Annex 10, Volume 3), including 8.333 kHz channel spacing (S1T).  They shall also maintain 25 kHz spacing (S1T).  A satellite communication (SATCOM) voice system that meets ICAO SARPs for direct pilot-to-controller voice communication shall be provided (S1T).  The system shall provide independent, pilot controllable ICAO SARPs-compliant HF/VHF/SATCOM data links with independent transmit inhibit function (S1T). 

(U)  Simultaneous operation of the HF radios shall be provided to reduce conflict between ATC and C2 communications during trans-oceanic flight (S1T).  The system shall be able to receive an ATC call while transmitting an Automatic Link Establishment (ALE) call (including ALE soundings) (S1T).  The system shall provide VHF data link (VDL) mode 2 capability, and have growth provisions for future line-of-sight ATC data link communications (e.g., VDL Mode 3 and 4) (S1T).  The system shall provide dual independent beyond line-of-sight data link communications systems that comply with ICAO SARPs (Annex 10) to support the controller-pilot data link communication (CPDLC) and Automatic Dependent Surveillance Addressed (ADS-A) applications (S1T).  A cockpit printer shall be provided as part of the avionics suite (S1T).  The printer shall be able to print, as a minimum, all Air Traffic Control information including flight plans received from off-board sources through the avionics suite (S1T). 

(U) The flight crew shall be able to access any of the mission radios described in 5.4.2.2.1 (S1T/BP).

5.4.2 Mission System Communications (U)

5.4.2.1 Internal Communications (U)

(U) The end-to-end performance of the internal communications shall achieve the performance listed in Table 3 (SIT/BP):

	Parameter
	No Load Performance
	Maximum Predicted Load Performance

	Bit Error Rate
	Less than 10-12
	Less than 10-10

	Data and Voice Latency
	Less than 20 msec
	Less than 50 msec

	Voice Quality
	Highest quality IAW 

ITU-T Rec. G.107, P. 561, P. 862 
	Highest quality IAW 

ITU-T Rec. G.107, P. 561, P. 862 
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Table 3: Internal Communications Performance Parameters (U)

5.4.2.1.1 Voice/Intercom (U)

(U) The system shall provide at all operator workstations, flight crew, and ancillary positions (crew rest, gallery, lower lobe, etc) the following capabilities (S1T/BP):  

a. (U) The capability to select and control the use of internal voice communications connectivities including the capability to initiate, join, exit and terminate nets between operators in any configuration from two to the total number of intercom units available on the aircraft

b. (U) The capability to independently and collectively distinguish internal and external voice nets by adjustment of receive volume and apparent spatial direction of each voice net in the headset

c. (U) The capability to simulcast over selected voice radio nets designated as having the same cryptographic mode (i.e., clear or secure) up to a maximum of four nets

d. (U) The capability to use either voice-activated (VOX) or push-to-talk for internal communications

(U) The system shall have an emergency override from all stations that will enable broadcast over all overhead speakers, crew headsets (including maintenance headphones) and external headset connections at an enhanced volume (S1T/BP).  This capability shall override but not interrupt or pre-empt other audio reception (S1T/BP).  The system shall provide mechanism(s) to prevent the inadvertent mixing of classified conversations on secure channels with non-secure communications channels (S1T/BP).  

5.4.2.1.2 Local Area Network (LAN) (U)

(U) The LAN shall be based on commercially standard high speed packet-switched technology (S1T/BF).  The LAN shall employ standards-based Quality of Service (QoS) technology with multiple service classes for differentiating among traffic within the E-10A platform (S1T/BF).  The LAN shall provide IP-based transport via standards-based address resolution protocols for mapping IP addresses to the link layer addresses of the LAN environment (S1T/BF).  The LAN shall implement non-proprietary address resolution protocols for this purpose (S1T/BF).

(U) The LAN and the interconnectivity of devices on the LAN shall be sufficient to prevent a single failure from interrupting data or control signal flow to/from/between devices (SIT/BF).  The LAN and the interconnectivity of devices shall be such that service to remaining, functioning devices is not interrupted by failure of any amount of devices on the LAN (S1T/BF).  The LAN shall be capable of being scaled to accommodate increased bandwidth needs and increased number of users (S1T/BF).  The E-10A shall have a physical LAN access port available on the external surface of the aircraft that supports both individual connections (i.e. 10/100 MB/s category 5 cable connecteos) and a high capacity backbone connection (S1T/BP).
(U)  Standards-based Virtual Local Area Network (VLAN) capabilities shall be provided to allow for segregating broadcast domains and improving access administration (S1T/BF).  Dynamic Host Configuration Protocol (DHCP) shall be used to dynamically assign IP addresses to host systems on the E-10A platform, except those elements that require fixed IP addresses (S1T/BF).  The LAN shall implement standards-based flow control between switching entities and host systems (S1T/BF). 

5.4.2.1.3 Video (U)

(U) The system shall provide for the distribution of video to any non-flight crew mission displays (S1T/BF).

5.4.2.2 External Communications (U)

5.4.2.2.1 Narrowband Communications Links (U)

(U) Narrowband mission communications shall be provided by the Joint Tactical Radio System (JTRS) (S1T/BF).  The system shall provide at least 33 independent RF channels including voice and data transmission and reception of HF, VHF, UHF (LOS), UHF SATCOM and     Link-16 waveforms for mission functions, according to the Table 4 below (S1T/BF).  The various transmit/receive links shall be capable of continuously operating with 100 % transmit duty factor (S1T/BF).

	Frequency Band
	Voice/

Data
	Waveform(s) and Modulation(s)
	Crypto
	Number of Channels
	Tx/Rx/Both

	HF
	Half duplex (HDX)

Voice
	SSB-AM/

ALE/ANDVT
	KYV-5
	2 total channels including both voice and data capabilities for each

Note:  GATM channels not included in the total
	Both

	HF
	HDX Data 
	HF DL
	
	2 (included in HF total above)
	Both

	VHF
	HDX Voice
	AM

FM/SINCGARS
	KY-58
	7 total channels, any of which can be either AM or FM band, but including at least 3 AM and 

4 FM/SINCGARS simultaneously

Note:  GATM channels not included in the total
	Both

	VHF
	HDX Data
	VDL Mode 2
	
	2 (included in VHF total above) Note: This function is provided as backup to GATM/ATC.
	Both

	VHF
	HDX Data
	IDM (via AM, FM or SINCGARS)
	KY-58
	Up to 4 (included in VHF total above)
	Both

	UHF
	HDX Voice
	AM/HQ II
	KY-58
	14 total channels
	Both

	UHF
	HDX Data
	IDM
	KY-58
	Up to 4 (included in UHF above)
	Both

	UHF
	HDX Data
	Link 22 is an objective capability
	
	1 (included in UHF above)
	Both

	UHF SATCOM
	Voice/

Data

FDX capability
	BPSK/SBPSK/

OQPSK/SOQPSK/CPM/BEAM/

DAMA/MUOS
	KY-58, KYV-5, KG-84
	4
	Both

	UHF SATCOM
	FDX capability  Data 
	IBS
	
	Up to 4 (separate from above)
	Rx

	L band
	Data/

Voice
	Link 16
	KGV-11
	2 with 1 as a hot stand-by
	Both
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Table 4: Narrowband Links (U)

5.4.2.2.1.1 Narrowband Voice Communications Services(U)

5.4.2.2.1.1.1 Narrowband Voice Service Types (U)

(U) The system shall provide clear and secure voice communications over HF, VHF, UHF, UHF SATCOM and Link 16 radio links (S1T/BF). 

5.4.2.2.1.1.1.1 HF (U)

(U) The system shall provide at least (2) simultaneous channels of clear and secure HF voice communications, using the family of KY encryption algorithms, including the ANDVT/KYV-5 voice coding/encryption algorithms (S1T/BF).  The system shall be compatible with HF SELCAL and the Automatic Link Establishment (ALE) protocol in accordance with MIL-STD-181-141B (S1T/BF).

5.4.2.2.1.1.1.2  VHF (U)

(U) The system shall provide a total of at least (7) simultaneous channels of clear and secure voice communications in the VHF band, including:  VHF-AM (3 channels) and VHF-FM/SINCGARS (4 channels), using the family of KY encryption algorithms, including the KY-58 encryption algorithm, when in secure mode (S1T/BF). 

5.4.2.2.1.1.1.3 UHF (U)

(U) The system shall provide at least (14) simultaneous channels of clear and secure UHF-AM and Have Quick II voice communications, using the family of KY encryption algorithms, including the KY-58 encryption algorithm, when in secure mode (S1T/BF). 
5.4.2.2.1.1.1.4 UHF SATCOM (U)

(U) The system shall provide at least (4) simultaneous channels of 5 kHz and 25 kHz UHF SATCOM voice communications in Demand Assigned Multiple Access (DAMA) and non-DAMA, including both dedicated and Demand Assigned Single Access(DASA) modes and in Mobile User Objective System (MUOS) modes (S1T/BF).  The UHF SATCOM shall support communications in, at a minimum, the following modulations:  Shaped (and unshaped) Binary Phase Shift Keying (SBPSK), Shaped (and unshaped) Offset Quadrature Shift Keying (SOQPSK), Continuous Phase Modulation (CPM), and Bandwidth Efficient Advanced Modulation (BEAM) (S1T/BF).  When in secure modes, the voice shall be modulated and encrypted using the family of KY encryption algorithms, including the KY-58 encryption algorithm (for 25 kHz channels only) and ANDVT/KYV-5 algorithms (for 5 kHz and 25 kHz channels) and Mixed Excitation Linear Prediction (MELP) with KYV-5 algorithms (for 5 kHz and 25 kHz channels) (S1T/BF). 

5.4.2.2.1.1.2 Narrowband Voice Radio Performance (U)

5.4.2.2.1.1.2.1 Intelligibility (U)

(U) The acceptable indication of voice intelligibility shall be in accordance with the following (S1T/BF):  

· (U) For analog voice in non-secure, non-antijam (non-AJ) mode, received Signal in Noise and Distortion (SINAD) at the audio output of the intercommunications system of both platforms of at least 10 dB

· (U) For secure (i.e., digitized) voice in non-AJ mode, received BER measured at the input of the Digital-to-Analog conversion function of less than 10-2
· (U) For analog voice in non-secure, AJ mode (through frequency hopping, i.e. Have Quick II)  mode, received time-averaged audio SINAD of not below 8 dB for an averaging window not to exceed 2 seconds 

· (U) For secure, AJ mode, (including non-secure SINCGARS) received BER of less than 3x10-2 

· (U) For UHF SATCOM, received BER of less than 10-3.

5.4.2.2.1.1.2.2 Cosite Performance (U)

(U) The following receive intelligibility shall be met for the combination of (S1T/BP):

a) for HF, VHF and UHF fixed frequency operations with 10 %, 2 % and 4 MHz frequency separations, respectively, and

b) up to seven simultaneous collocated in-band transmitters for UHF LOS with any combination of AJ and non-AJ mode operation and

c) up to three simultaneous collocated in-band transmitters (including WNW) for VHF-FM/SINCGARS, with any combination of AJ (assuming identical half-band hopsets for SINCGARS) and non-AJ mode operation and

d) up to four simultaneous collocated in-band transmitters (including WNW) for VHF-AM.

· (U) for analog voice in non-AJ mode, the received SINAD of at least 8 dB for 90 % of the time

· (U) for secure voice in non-AJ mode, the received BER of less than 6 %

· (U) for analog voice in non-secure, AJ mode, the received time-averaged SINAD of 8 dB 86 % of the time

· (U) for secure voice in AJ mode (and non-secure SINCGARS) the BER of less than 8 %

(U) For UHF SATCOM, the receive intelligibility performance shall  be met with no more than a doubling of BER for the combination of up to four simultaneous in-band collocated fixed frequency transmitters (including UHF LOS) with a frequency separation of at least 10 MHz from the SATCOM receive frequency and no more than a cumulative BER of 0.03 over 90 % of the time for interference from frequency-agile transmitters (S1T/BP).

5.4.2.2.1.1.2.3 Coverage (U)

(U) The system shall provide omnidirectional voice and data communications (S1T/BF).

5.4.2.2.1.1.2.3.1  Air-Air and Air-Ground-Air (U)

(U) The VHF and UHF LOS antennas shall be vertically polarized and provide a radiation pattern that is nearly omnidirectional in azimuth with characteristics sufficient to accommodate LOS air-to-air and air-to-ground communications with nodes indicated in Appendix B (S1T/BF).  The gains specified below apply to antennas as mounted on the airframe and apply equally to transmission and reception.

(U) Over the relevant frequency band, the LOS VHF-AM and the UHF antennas’ gain near the horizon and the VHF-FM antenna gain near the horizon (with a solid angle around the direction of maximum gain of (20 degrees) shall exceed –4 dBi (decibels relative to an isotropic radiator) and -10 dBi, respectively, over 95% of the solid angle (S1T/BF).  The antenna gain for UHF and VHF (AM and FM) shall exceed –20 dBi over 95 % of the remaining solid angle (S1T/BF). 

5.4.2.2.1.1.2.3.2 Satellite (U)

(U) The UHF SATCOM antenna shall provide a hemispherical radiation pattern to ensure connectivity to UHF SATCOM tactical satellites for elevation angles exceeding 10 degrees (S1T/BF).
5.4.2.2.1.1.2.4 Range (U)

(U) The requirement of 5.4.2.2.1.1.2.1 shall be met at air-to-ground ranges up to 300 km and grazing angles greater than 0.9 degrees for UHF and VHF-AM, at air‑to‑ground ranges up to 250 km, and grazing angles greater than 2.25 degrees for VHF-FM , and for air-to-air ranges up to 400 km (S1T/BF).

5.4.2.2.1.1.2.5 Availability (U)

(U) The availability for each communications link shall be at least 90 percent for all conditions of cosite interference, link phenomena, and flight operations allowed (S1T/BF).  Link availability is interpreted as when the intelligibility, coverage and range performance criteria for transmission and reception are met.

5.4.2.2.1.2 Narrowband Data Communications Services (U)

5.4.2.2.1.2.1 Narrowband Data Service Types (U)

5.4.2.2.1.2.1.1 Link 16 (U)

(U) The system shall provide Link 16/JTIDS communications, in accordance with the Joint Single Link Interface Requirements Specification – Link 16 (JSLIRS-16) and MIL-STD-6016 (S1T/BF).   The contractor shall investigate options and propose Link 16 development deliverables using the iSMART (Interoperable Systems Management and Requirements Transformation) process for interoperability (S1T/BF/Task).  The J-Series messages identified in the text and table below are not all inclusive of  the Link 16 message processing required by the E-10A.

 (U) The E-10A system shall perform the following Mission Functions through receipt or generation of Link 16 messages (S1T/BF).

a. (U) Implement a Precise Participant Location and Identification (PPLI) function to augment surveillance capabilities; process and display J2 and J13 series messages received from other link participants; and prepare and transmit its ownership PPLI (J2.2) and Platform Status Information (J13.2) for use by other link participants.

b. (U) Implement a Track Management and Surveillance function;  

· Provide the capability to exploit local sensor data by generating J3.5 ground tracks, J3.0 ground points, J3.3 maritime surface tracks, and J3.2 air tracks for dissemination on the Link 16 Network; 

· Incorporate algorithms to correlate local and remote track data, identify and resolve data conflicts with remote surveillance data, and enable/inhibit track transmissions according to reporting responsibility rules;

·  Provide the capability to exchange J3.0 reference points, reference lines, reference areas, J3.1 emergency points, and J7.3 pointers to augment the surveillance picture;

·  Respond to remote requests for data, and process received Change Data Orders, Difference Reports, Strength Changes, and other track management actions via the J7 series messages; 

· Provide the capability to generate track management actions as well as requests for remote data via the J7 series messages;

· Display received J3.6 space track data;

· Display Activity Indicator Grid Information via J28.2.4.

c. (U) Provide the capability to exchange Track Amplification data (J6.0), Threat Warning information (J15.0), and Weather Over Target (J17.0) over Link 16 to augment the Situation Awareness, Surveillance functions and targeting functions with intelligence data.

d. (U) Implement an Electronic Warfare Surveillance function for the exchange of emitter lines of bearing, areas of probability, and fixes and provide the capability to exchange emitter parametric information (Applicable Messages: J3.7, J14.0, J14.2).

e.
(U) Implement a Mission Management function to allow the E-10A to issue commands to remote C2 units and to receive commands from remote C2 Units (J9.0).

f.
(U) Implement a Weapons Coordination and Management function via the J10 series messages to report pairing and engagement status information for aircraft under E-10A control, and receive pairing and engagement status information for other weapon systems and provide the capability to digitally Handover controlled aircraft to other C2 units.  

g.
(U) Implement an Aircraft Control Function via the J12 series and J29.1 messages to direct and process information received from aircraft under the authority of the E-10A; provide the capability to initiate/break mission assignments, vector aircraft, designate targets of high interest, and exchange pointers with aircraft under control; provide the capability to receive any sensor target reports established by the controlled aircraft, to correlate those with existing local/remote surveillance tracks, and to report the correlation results back to the controlled aircraft; process engagement status information reported by controlled aircraft to include any bomb damage assessment.

h.
(U) Implement a System Information Exchange and Network Management function using the J0 series messages, which includes the tasks necessary to establish and maintain connectivity with remote platforms through initialization and control of the onboard Link 16 terminal; include the capability to perform Time Slot Reallocation to accommodate fluctuating capacity demands of the Network; provide the capability to initiate Network Management Functions affecting remote terminals.  Examples of Network Management Functions include Net Time Update, Over the Air Rekeying, and Time Slot Changes. 

i.
(U) Provide the capability to exchange text over Link 16 in accordance with the protocols defined for the J28.2(0) message.

j. (U) Provide the capability to exchange imagery over Link 16 in accordance with the protocols defined for the J16.0 message.

k. (U) Provide the capability to exchange off board sensor requests using the J28.2.3 message.

(U)  The minimum set of Link 16 messages necessary to support the mission functions described above are summarized in Table 5.

	Minimum Set of Link 16 Messages

	TR           J0.2 Network Time Update
	TR
J10.3 Handover

	TR
J0.3 Time Slot Assignment
	TR
J10.5 Controlling Unit Report

	TR
J0.7 Time Slot Reallocation
	TR
J10.6 Pairing

	TR
J2.0 Indirect Interface Unit PPLI
	TR
J12.0 Mission Assignment

	TR
J2.2 Air PPLI
	TR             J12.1 Vector

	R
J2.3 Surface (Maritime) PPLI
	TR             J12.3 Flight Path 

	R
J2.4 Subsurface Maritime PPLI
	TR
J12.4 Controlling Unit Change

	R
J2.5 Land (Ground) Point PPLI
	T
J12.5 Target Track Correlation

	R
J2.6 Land Ground Track PPLI
	TR
J12.6 Target Sorting

	TR
J3.0 Reference Point
	TR
J13.0 Airfield Status

	TR
J3.1 Emergency Point
	TR
J13.2 Air Platform System Status

	TR
J3.2 Air Track
	R
J13.3 Surface Maritime Platform Status

	TR
J3.3 Surface (Maritime) Track
	R
J13.5 Land Ground Platform Status

	TR
J3.5 Land Ground Track
	TR             J14.0 Parametric Information

	TR
J3.7 Electronic Warfare Product Info
	TR             J14.1 EW Control/Coordination

	TR
J6.0 Amplification
	TR
J15.0 Threat Warning

	TR
J7.0 Track Management
	TR
J16.0 Image Exchange

	TR
J7.1 Data Update Request
	TR
J17.0 Weather Over Target

	TR
J7.2 Correlation Message
	TR
J28.2.0  Text

	TR
J7.3 Pointer
	TR
J28.2.3 Radar Service Request

	TR
J7.5 IFF/SIFF
	TR
J28.2.4 Activity Indicator

	TR           J7.7 Association
	R
J29.1 Targeting Information Message

	TR
J9.0 Command
	TR             J31.0  OTAR Management

	TR
J10.2 Engagement Status
	TR             J31.1  Over the Air Rekeying


T = Transmit, R = Receive




UNCLASSIFIED
Table 5: Minimum Set of Link 16 Messages to Support E-10A Mission Functions

5.4.2.2.1.2.1.2 Improved Data Modem (IDM) (U)

(U) The system shall provide at least four (4) simultaneous channels of secure IDM communications via UHF-AM and VHF-AM/FM/SINCGARS radio links, switchable to any of the VHF and/or UHF channels available (S1T/BF).  The system shall support operations in Air Force Applications Program Development (AFAPD) and Joint Variable Message Format (JVMF) message formats and in accordance with the requirements of MIL-STD-188-220 (S1T/BF). 

5.4.2.2.1.2.1.3 Integrated Broadcast Services (IBS) (U)

(U) The system shall receive IBS broadcast intelligence information via UHF SATCOM (S1T/BF).

5.4.2.2.1.2.1.4 UHF SATCOM (U)

(U) The system shall provide at least (4) simultaneous channels of secure 5 kHz and 25 kHz UHF SATCOM data communications in both Demand Assigned Multiple Access (DAMA) and non-DAMA, i.e., dedicated and Demand Assigned Single Access (DASA) modes, including as a minimum compatibility with MIL-STD-188-184 protocol IAW the Joint STARS UHF SATCOM protocol ICD and in MUOS modes (S1T/BF).  The UHF SATCOM shall support communications in, at a minimum, the following modulations:  Shaped (and unshaped) Binary Phase Shift Keying (SBPSK), Shaped (and unshaped) Offset Quadrature Shift Keying (SOQPSK), Continuous Phase Modulation (CPM), and Bandwidth Efficient Advanced Modulation (BEAM) (S1T/BF).

5.4.2.2.1.2.1.5 Link 22 (U)

(U) The system shall support communications via Link 22, in accordance with STANAG 5522 (S1O/BF).

5.4.2.2.1.2.1.6 Joint Range Extension (JRE) (U)

(U) The system shall support communications via the Interoperability Standard for the Joint Range Extension Application Protocol (JREAP), MIL-STD-3011 (S1T/BF).

5.4.2.2.1.2.2 Narrowband Data Radio Performance (U)

5.4.2.2.1.2.2.1 JTIDS Antenna Coverage (U)

(U)  The JTIDS antenna shall provide a radiation pattern that is sufficient to accommodate air-to-air and air-to-ground communications with the nodes indicated in Appendix B (S1T/BF).  The antenna(s) shall be vertically polarized with 360 degree coverage in azimuth with a maximum gain of at least 5 dBi and vertical 3 dB beamwidth for top-mounted antennas from +26 degrees to +3 degrees, and for bottom-mounted antennas, from +5 degrees to –23 degrees (S1T/BF).  

5.4.2.2.1.2.2.2 Receive Performance (U)

(U) Using antenna(s) with gains as specified in 5.4.2.2.1.1.2.3.1, the BER performance in the solid angle of 40 degrees elevation range centered about the angle of maximum gain for IDM data communications shall be no greater than 10-3 for operation at VHF and UHF frequencies over the ranges cited in 5.4.2.2.1.2.2.4 (S1T/BF). The Message Error Rate (MER) for VDL Mode 2 shall be no greater than 10-4 (S1T/BP).

(U) Using the antenna characteristic of 5.4.2.2.1.1.2.3.2, the BER performance of received UHF SATCOM data shall be no greater than 10‑4 (S1T/BF).

(U) Using the antenna(s) with gain specified in 5.4.2.2.1.2.2.1, the MER performance  for the JTIDS terminal shall be no greater than 10-2 for coded messages  over the ranges cited in 5.4.2.2.1.2.2.4, under jamming conditions as specified in the MIDS terminal specification (S1T/BF).  The system and terminal shall be capable of receiving uncoded messages with a BER not exceeding 5 %, resulting from the same signal conditions (dynamic range, jamming strategy, etc.) that produces a coded message MER of 1 % (S1T/BF).

5.4.2.2.1.2.2.3 Cosite Interference (U)

(U) The performance of 5.4.2.2.1.2.2.2 shall be met with no more than a doubling of BER for interference from up to four collocated UHF transmitters (for UHF SATCOM and UHF IDM) and four collocated VHF transmitters (for VHF IDM) for HF, VHF and UHF fixed frequency operations with 10 %, 2 %, and 4 MHz frequency separations, respectively and for frequency-agile transmitters, the VHF/UHF IDM and UHF SATCOM BER for victim receivers shall not exceed 10-3 and 10-4, respectively, for greater than 5 percent of the time (S1T/BF):

(U) The MER performance for VDL Mode 2 communications with four collocated VHF ATC transmitters shall be met (S1T/BP).

5.4.2.2.1.2.2.4 Range (U)

(U) The IDM communications ranges shall be the same as the UHF and VHF voice communications ranges of 5.4.2.1.1.2.4 (S1T/BF).  The JTIDS communications performance ranges shall be met at ranges of 400 km (air-to-air) and 300 km (air-to-ground) with grazing angles greater than 0.9 degrees (S1T/BF). The Link 22 communications ranges shall be the same as the UHF and VHF voice communications ranges of 5.4.2.2.1.1.2.4 (S1O/BF).

5.4.2.2.1.2.2.5 Availability (U)

(U) The system shall provide communications such that for all conditions of cosite interference, link phenomena, and flight operations allowed, the availability for each communications link shall be at least 90 percent, where link availability is interpreted as when the receive performance, coverage and range performance criteria for transmission and reception are met (S1T/BF). 

5.4.2.2.1.3 Combat Search and Rescue (CSAR) Link (U)

(U) The system shall provide communications compatibility with Combat Survivor Evader Locator (CSEL) to enable the E-10A to participate in and/or direct CSAR operations (S1T/BF). 

5.4.2.2.2 Wideband LOS Data Link (MP-CDL) (U)

(U) The system shall provide an MP-CDL terminal with 2 Wideband LOS Networked Common Data Link (NCDL) RF links, including an omnidirectional (S1T/BF) and a directional capability to function simultaneously as the hub of a net of airborne and ground stations and as a member of a net of airborne and ground stations, respectively((S1T/BF).  Other airborne nodes may be located at altitudes greater or less than that of the E-10A. The system shall be interoperable with terminals communicating at Common Data Link (CDL) standard rates via CDL, Advanced CDL (ACDL, formerly ABIT), and Tactical CDL (TCDL) waveforms (S1T/BF).  The system shall implement all of the new and backward compatibility Ethernet modes in the CDL System Specification (CDL Annex B) (S1T/BF) and ATM family modes (CDL System Specification (CDL Annex A) (S1O/BF). 

5.4.2.2.2.1 Wideband LOS Data Link Performance (U)

(U) The Wideband LOS NCDL communications consists of 2 bi-directional full duplex RF links.  Each RF link, in turn, consists of an inbound link (IL) and an outbound link (OL), which may be non-symmetrical and differ in fundamental properties, depending on the RF net configuration and jam condition of the terminal pair under consideration.  As installed, each channel shall be capable of operating at the maximum data rate when communicating with nodes with compatible equipment (S1T/BF). The system shall support simultaneous operation of at least 2 Networked CDL data links, or one legacy CDL data link plus one Networked CDL data link, while any number of non-CDL communications links, radar and avionics emitters are transmitting (S1T/BF).  

5.4.2.2.2.2 Wideband LOS Data Link Data Rates (U)

(U) The system shall be capable of providing communications at rates up to and including the following (S1T/BF):

(U) Broadcast/Point-to-Multi-point:

· (U) IL:  200 kbps for each network participant or 40 Mbps cumulative in a clear weather, non-jammed environment

· (U) OL:  40 Mbps in a clear weather, non-jammed environment

· (U) IL:  28 kbps for each network participant or 1.5Mbps cumulative in a clear weather, jammed environment

· (U) OL:  2.2 Mbps in a clear weather, jammed environment

(U) High Throughput (with directional antenna) Peer-to-Peer in a clear weather, non-jammed environment:

· (U) IL: 274 Mbps

· (U) OL: 274 Mbps 

5.4.2.2.2.3 Wideband LOS Data Link Jam Resistance (U)

(U) The system shall provide communications in the presence of intentional jamming as described in or consistent with the E-10A STAR jamming threat (S1T/BF).  The system shall be capable of allocating transmit power and/or using data redundancy to affect data links being jammed in order to optimize communications efficacy in response to operator and/or automatic control (S1T/BF). 

5.4.2.2.2.4 Wideband LOS Data Link Antenna Steering/Tracking (U)

(U) The system shall provide the ability to steer the mainlobe of the directional antenna to support the rapid acquisition and continuous maintenance of communications over the dynamics of aircraft-to-aircraft and aircraft-to-ground operations (S1T/BF). 

5.4.2.2.2.5 Wideband LOS Data Link Active Network Participants (U)

(U) The system shall support network operations involving any number of passive recipients and up to 50 active network participants for hub-and-spoke topologies and up to 10 active participants (not necessarily simultaneous) for high throughput data exchanges in mesh or pairwise peer-to-peer communications topologies (S1T/BF). 

5.4.2.2.3 Wideband BLOS Data Link (U)

(U) The system shall provide a transmit and receive SATCOM voice and data network capability based on the Milstar Medium Data Rate (MDR)/Advanced EHF (AEHF) technology (S1T/BF).  The system shall provide a transmit and receive SATCOM capability that is Common Data Link (CDL) waveform-compatible (S1O/BF).  The system shall provide reception of Global Broadcast Services (GBS) inclusive of IBS, data and video products (S1O/BF). 

5.4.2.2.3.1 Wideband BLOS Data Link Performance (U)

(U) The E-10A BLOS capability shall achieve the maximum performance described for the Advanced Wideband Terminal (AWT) in the Family of Advanced Beyond-line-of-sight Terminals (FAB-T) Technical Requirements Document (S1T/BF).

5.4.2.2.3.2 Wideband BLOS Data Link EIRP and G/T (U)

(U) The system shall provide as a minimum, the AEHF/MDR transmit EIRP and receive G/T specified for Airborne C2 nodes in Table 9, Minimum Required EIRP, in Appendix M, Terminal Requirements, of the AEHF System Specification (S1T/BF).

5.4.2.2.3.3 Wideband BLOS Link Data Rates (U)

(U) The system shall support transmission and reception of MDR and AEHF communications at all MDR and AEHF payload data rates up to 1.544 Mbps and 8.192 Mbps, respectively (S1T/BF), in accordance with the FAB-T TRD, and reception of GBS at up to 24 Mbps (S1O/BF).

5.4.2.2.3.4 Wideband BLOS Data Link Jam Resistance (U)

(U) The system shall meet the anti-jam performance required for the Airborne C2 Terminal as specified in Appendix M of the AEHF System Specification (S1T/BF).
5.4.2.2.3.5 Wideband BLOS Data Link Antenna Steering (U)

(U) The system shall provide commands to and receive status information from the antenna steering portion of the wideband BLOS terminal (S1T/BF).  The system shall be capable of meeting the AWT Antenna Group Pointing and Tracking Accuracy, Antenna Slew Rate and Antenna Pointing requirements in accordance with the FAB-T TRD (S1T/BF).

5.4.2.2.3.6 Wideband BLOS Data Link Antenna (U)

(U) The system shall support the above wideband data rates for MDR and AEHF over the dynamics of the aircraft at any operating location between 60 degrees North and 60 degrees South Latitude (S1T/BF).  The protrusion of the antenna, including the radome/weather cap, if required, shall present a low coefficient of drag with intrusion into the E‑10A limited to that required to connect cables, minimizing the size of the required fuselage hole to that suitable for connector mounting and drive shaft penetration, and not causing any loss of headroom to crew members inside the aircraft (S1T/BP). Inclusive of radome effects, the antenna sidelobes shall be in accordance with the AWT Antenna Sidelobes requirement of the FAB-T TRD (S1T/BF).  The antenna shall transmit and receive Right Hand Circularly Polarized (RHCP) energy with a boresight axial ratio of 2dB (S1T/BF) and shall receive Left Hand Circularly Polarized (LHCP) energy with a boresight axial ratio of 2dB maximum for each (S10/BF).  The antenna and radome shall be capable of operating with full transmitter power on the ground in all operating environments (S1T/BF).

5.4.2.2.4 Wideband Networking Waveform (WNW) (U)

(U) A future development associated with the JTRS is the WNW including associated network/protocols.  The system shall make growth provisions to integrate WNW and ensure that undesirable interaction between other communications and WNW communications is minimal (S1T/BF). 

5.4.2.2.5 Future Satellite (U)

(U) The E-10A shall make growth provision for incorporating the capacity to process the data rates, providing system and pointing control mechanisms and those storage requirements necessary to add links to future satellite systems (S1T/BF).

5.4.2.2.6 Optical (U)

(U) Future development spirals may involve the inclusion of high capacity optical links (to other aircraft, satellites, or the ground).  The E-10A shall make growth provision for incorporating the capacity to process the data rates up to at least 2.5 Gbps, providing system and pointing control mechanisms and those storage requirements necessary to add such links (S1T/BF). 

5.4.3 Communications Management (U)

(U) The system shall provide at all mission operator workstations and flight crew and ancillary positions the following capabilities (S1T/BP):  

a. (U) The capability to select and control the use of external communications connectivities including the capability to initiate, join, exit and terminate nets

b. (U) The capability to simulcast over selected voice radio nets designated as having the same cryptographic mode (i.e., clear or secure), up to a maximum of four simulcasts

c. (U) The capability to display radio activity to allow the operator to determine which selected radio is active (either transmit or receive)

d. (U) The capability to display whether radio channels are secure or non-secure

e. (U) The capability to display the mode of operation of each radio (e.g., HF/VHF/UHF/UHF-SATCOM [DAMA/DASA/dedicated], AM/FM/SINCGARS/HQ, data/voice, etc.)

f. (U) The capability to impose behavioral characteristics on the communications reflecting whether the system is in Normal (wartime) Mode, Exercise Mode, or Training Mode.

g. (U) The capability to automatically analyze frequency assignments for possible interactions with on-board emitters and alert the operator in accordance with Section 9.12.5, Frequency Management

5.4.3.1 Communications Plan of the Day (CPOD) (U)

(U) The system shall provide a mechanism for automatically initializing communications parameters for all relevant equipment with the capability for storing and selecting up to 5 separate CPODs (S1T/BF). 

5.4.3.2 Emissions Management (U)

(U) The system shall provide a mechanism for implementing and maintaining required frequency separations between communications equipment (S1T/BP).  The system shall provide mechanism(s) for controlling the emissions of all communications/sensors/avionics to reduce the undesirable interaction between systems (S1T/BP).

5.4.3.3 Automated Decision Aids (U)

(U) The system shall provide automated decision support tools for configuring and managing the communications and networking functions to ensure optimum communications to accomplish mission objectives in the then current or expected operating environment (S1T/BF).  The system shall automatically suggest changes or corrective actions to the data link networks to ensure effective information exchange needed to support the changing operational situation (S1O/BF).  The goal is to greatly reduce or eliminate the human workload associated with communications management.

5.4.3.4 Communications System Status Monitoring (U)

The E-10A shall collect, for each external communications channel, health status and communications performance metric information including, but not limited to, antenna pointing feedback, BER, datalink status, transmit/receive state, current and next frequency (where applicable), and output power, to support adjustment of external data flow to match link capacity and to support adjustment of external devices such as filters, antennas, and other tuned elements in synchronism with the radio state (S1T/BF).

5.4.3.5 Voice Communications Archive (U)

(U) The E-10A shall provide the capability to record all internal and external voice communications occurring at every operator and ancillary position over the course of a mission (S1T/BF).  A capability shall be provided to replay, in time synchronization, selected segments of the voice communications archive selectable by at least start time, voice net or nets, and intercomm position (S1T/BF).  

5.4.4 Cosite Interference (U)

(U) The E-10A electromagnetic emissions associated with flight operations, mission communications (legacy and future) and sensors entail providing multiple simultaneously functioning links that may be transmitting and receiving independently. For all communications bands, the system shall produce no inter-band interference that measurably degrades any communications system performance (S1T/BP).  A specific requirement for voice intelligibility degradation due to simultaneous operation of communications systems in the UHF and VHF bands is contained in 5.4.2.2.1.1.2.2, as is a BER degradation requirement for data communications performance in 5.4.2.2.1.2.2.3.). The E-10A shall maximize the number of separate systems that are capable of being operated simultaneously (S1T/BP). 

5.4.5 Radio Interfaces (U)

(U) All radios/terminals shall be equipped with commercially standard data-link and physical link baseband interfaces (S1T/BF).  These interfaces shall provide direct connectivity to the routing entity defined in section 5.3.2 (S1T/BF).  In cases where a standard network interface is not present, a gateway function shall be provided to connect the radio with the routing entity (S1T/BF).  

5.4.6 Cryptographic Function (U)

(U) The E-10A communications systems shall be capable of accepting, storing, processing and zeroizng all cryptographic keying materials (KEYMAT) for a 30-day period (S1T/BF).  The E-10A cryptographic equipment shall properly protect all information being transmitted and received (S1T/BF).  The system shall be capable of interfacing with the following external communications security devices:  KG-84A/C, KIV-7HS, KG-194/A, KY57/58, KYV-5/ANDVT, KY-99/100, STE, and TACLANE/FASTLANE (S1T/BF).  The system shall allow loading of red and black cryptographic variables and keys for any embedded cryptographic equipment from the unit front panel or remote control device using existing fill, transfer, and reading devices (e.g., AN/CYZ-10 and Data Management Device) and DS-101 interfaces (S1T/BF).  The system shall be capable of receiving keys using over-the-air-rekeying (OTAR) (S1O/BF).  The system shall provide robust protection against enemy exploitation of the OTAR capability in an offensive information warfare campaign (S1O/BF).  The system shall provide a survivable means for COMSEC/TRANSEC key management, distribution and fill to enable the rapid recovery from any loss of cryptographic keys by the terminal in all operational phases and postures (S1T/BF).  The system shall provide the ability to initiate/re-initiate mission communications following an event that zeroizes terminal cryptographic keys (S1T/BF).

5.4.7 See Classified Annex (U)

5.5 Security (U)

5.5.1 Information Assurance Services (U)

(U) The E-10A shall be capable of simultaneously receiving, processing, storing and disseminating data ranging in classification from unclassified to Top Secret (TS)/Sensitive Compartmented Information (SCI), including Special Access Program (SAP)/Special Access Required (SAR), Special Category (SPECAT), foreign (e.g., NATO, allied and multi-national coalition) releasable (S1T/BF), and Special Technical Operations (STO) information (S1O/BF).

(U) Allied and coalition foreign national participants in E-10A information sharing networks, may be located on board the platform, at remote workstations in ground facilities, and on other airborne platforms. There will be bilateral and multilateral information exchanged and consequently, a wide range of security levels and political classifications required for disclosure/releasability of stored raw and processed data. The E-10A shall employ Government evaluated and validated COTS/GOTS security and security-enabled information assurance (IA) products, including robust auditing and intrusion detection capabilities, in accordance with National Information Assurance Acquisition Policy NSTISSP No. 11 (S1T/BF). The E-10A shall implement a capability for defining and enforcing disclosure/releasability criteria and for modification of these criteria by authorized personnel, mission-by-mission, as the information sharing environment changes (S1T/BF). 

(U) The E-10A shall assign and reliably bind security label information to all data that it receives, processes, stores and disseminates (S1T/BF).

(U) The E-10A shall enforce isolation of the flight deck systems from the missions systems (including voice and data communications) to prevent unauthorized disclosure of information and to preserve the integrity of the flight deck to achieve GATM certification (S1T/BP).

(U) The E-10A shall receive information from both U.S.-only and non-U.S. sources (S1T/BF).

(U) The E-10A shall disseminate information to both U.S.-only and non-U.S. consumers (S1T/BF).

(U) The E-10A shall provide the capability for both U.S. and non-U.S. personnel to perform on-board the E-10A as operational users or to subscribe to E-10A data from off-board locations as operational users (S1T/BF).  The E-10A users will have, at a minimum, U.S. Secret clearances or clearances equivalent to U.S. Secret (e.g., NATO Secret).

(U) The E-10A shall provide the capability for users to perform their assigned functions using multi-functional workstations that permit location independence (S1T/BF).
(U) E-10A shall be designed in accordance with the security requirements of Director of Central Intelligence Directive (DCID) 6/3, Protecting Sensitive Compartmented Information within Information Systems, including Annex E, Access by Foreign Nationals to Systems Processing Intelligence Information; the Joint DoDIIS/Cryptologic SCI Information Systems Security Standard; DoD Directive 8500.1, Information Assurance; and DoD Instruction 8500.2, Information Assurance Implementation (S1T/BF).

(U) The E-10A shall provide physical security measures that can be adapted to a variety of operational needs, including support for operator location independence, operation at different security classification levels, and support for different missions types (S1T/BP). 
(U) The E-10A shall maintain data separation for information both in transit and at rest (S1T/BF).

(U) The E-10A shall provide both on-board and off-board system management capabilities to assure the secure configuration and authorized control of E-10A security-relevant systems, services, and data over the full mission life cycle (e.g., planning, execution, and post-mission assessment) (S1T/BF).

(U) The E-10A shall provide capabilities for emergency destruction of sensitive and classified systems, electronic and hardcopy media, and information in a pre-established priority order to prevent disclosure of sensitive or classified technology, processes and data to unauthorized or hostile entities (S1T/BP). The emergency destruction capability shall be capable of being performed either in air or on the ground, under adverse conditions (S1T/BP). The emergency destruction capability shall not require primary power applied to equipment (S1T/BP).  Destruction shall be capable of being performed by one member of the mission crew (S1T/BP).  Mechanisms shall be employed to prevent inadvertent initiation of the emergency destruction capability (S1T/BP).

(U) See Classified Annex
(U) The E-10A shall provide anti-tamper protections to prevent or delay exploitation of critical technologies, data and systems in accordance with Guidelines for Implementation of Anti-Tamper Techniques in Weapon Systems Acquisition Programs (S1T/BP). 

(U) The E-10A shall encrypt information using only approved cryptographic mechanisms appropriate to the sensitivity of the information (S1T/BP).

(U) The E-10A shall be certified and accredited in accordance with the DODIIS Certification and Accreditation Guide (S1T/BP/Task).
(U) The E-10A components shall be configured in accordance with DoD-approved secure configuration guidelines (S1T/BF).

(U) The E-10A contractor shall comply with DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM) and DoD 5220.22-M-SUP-1, NISPOM Supplement 1 (S1T/BF/Task).
(U) The E-10A shall provide the capability to receive, process and display data from national, joint, combined and coalition sources to provide information security situation awareness of friendly, unfriendly, and non-aligned forces (S1O/BF).

5.5.2 CII Information Assurance Services (U)

(U) The E-10A shall interface with and utilize the enterprise CII services for key management infrastructure (KMI), privilege management infrastructure (PMI), security management infrastructure (SMI), and enterprise authentication (S1T/BF). When these Enterprise CII IA services are not available, local analogous services shall be utilized until Enterprise IA services are restored (S1T/BF).

5.5.2.1 Key Management Infrastructure (U)

(U) The E-10A shall utilize the Key Management Infrastructure (KMI) in the generation, production, distribution, control and tracking of a broad range of key management products (S1T/BF).  The KMI will be available to use with the symmetric cryptographic key products, asymmetric cryptographic key products, electronic certificates, human-readable cryptographic products, software cryptographic algorithms, applications and operating systems, and key management documentation.  Services provided by the KMI will include capabilities to order, deliver, recover, revoke, archive, audit, inventory, and zeroize key management products in a secure and efficient manner.

5.5.2.2 Privilege Management Infrastructure (U)

(U) The E-10A shall utilize identity, credential and access management services within an integrated Privilege Management Infrastructure (PMI) (S1T/BF).  Collectively these services will ensure that privileges are extended only to known and validated entities and that these privileges are exercised and controlled in accordance with a defined security policy.  The E-10A shall utilize identity management services to manage the unique, global, electronic user identifiers and to provide links to user credential and access management services (S1T/BF).  E-10A shall utilize credential services to establish the validity of a transmission, message, or originator or to verify authorization to receive specific categories of information or to invoke specific services (S1T/BF).  Several forms of credentials are possible such as the DOD PKI, Common Access Card and the biometrics initiative.  The E-10A shall utilize access management services to manage user access profile information in accordance with established security policies (S1T/BF).  User access profile information may be used in conjunction with other information to make authorization decisions.  

5.5.2.3 Security Management Infrastructure (U)

(U) The E-10A shall utilize security management services within an integrated Security Management Infrastructure to provide capabilities for administration and maintenance of the system's security posture, including capabilities for the identification, reporting, and closure of vulnerabilities, updating of the security software, and secure configuration management (S1T/BP).  

5.5.2.4 Enterprise Authentication (U)

(U) The E-10A shall utilize enterprise–level authentication services provided by the CII for first order validation of entities before granting access to networked information systems (S1T/BF).  

5.5.3 Physical Security (U)

(U) For missions involving TS/SCI information, the E-10A shall have the ability to establish for the duration of the mission a certified and approved Sensitive Compartmented Information Facility (SCIF) that meets the requirements of DCID 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities (S1T/BP).
(U) For missions involving Special Technical Operations (STO) information, the E-10A shall have the ability to establish for the duration of the mission a certified and accredited Airborne Command Element (ACE) capability that meets the requirements of DCID 6/9 (S1O/BP).

(U) The E-10A system shall be protected when fielded at operational locations, during deployments or at contractor facilities in accordance with Protection Level 2 (PL-2) requirements of the E-10A AFI 31-101, Air Force Installation Security Program (S1T/BP/Task).

(U) The E-10A shall provide technical and procedural means for establishing an unclassified system state upon the completion of a mission (S1T/BF).

5.6 Flight and Mission Systems Interactions (U)

5.6.1 Emergency Power Operations (U)

(U) The system shall provide the following communications capabilities under conditions where normally available power is reduced or the main computer(s) are otherwise not functioning:  Flight deck use of 1 HF (voice or data link), 2 VHF (data link and voice), and 1 UHF LOS, radios (S1T/BP). 

5.6.2 RF Emissions Control for Safety (U)

The E-10A shall have the capability to inhibit RF emissions when required for safety during either flight operations (e.g., during periods of antenna blockage of the antenna pattern or during refueling operations) or ground operations (e.g., when weight is applied to the landing gear while ground personnel may be proximate to the aircraft or when any hatch to the inside of an antenna radome is opened) (S1T/BP). 

5.7 Application Interface and Standards (U)

5.7.1 DII COE (U)

(U) The system shall comply with DII COE Integration and Runtime Specification (I&RTS) Level 5 or higher (S1T/BF). 

5.7.2 Open Systems (U)

(U) The E-10A system shall be developed using an open systems approach (S1T/BP/Task). This requirement applies to hardware and software including interfaces to the platform. Key interfaces shall be identified in conjunction with the Government (S1T/BP/Task). Preference shall be given to the use of open interface standards first, then de facto interface standards, and finally government and proprietary interface standards (S1T/BP/Task).  Key interfaces for the system shall include, but not be limited to, the user system interface (presentation level), data warehousing, E-10A operating environment interface, GMTI/AMTI tracker interfaces, and radar subsystem interface (S1T/BP). Where more closed solutions are chosen, a business case shall be presented to justify the choice and must be approved by the Government (S1T/BP/Task).

(U) The system shall comply with the DoD Joint Technical Architecture standards profile (S1T/BF).

5.7.3 Software Reuse (U) 

(U) Best value to the Government will be obtained if business case decisions are made concerning reuse of software capability (algorithms, design, code) between MC2A and other sources such as SIAP and nodes such as AOC and DCGS.  Reuse may consist of MC2A using software performing similar functionality within the other nodes and/or designing MC2A software to faciliate use by these other nodes.  It is the intention of the Government to promote a “build once, use many times” BMC2 runtime environment as well as appropriate consistency of the human machine interface (HMI) across the C2 Constellation.

(U) The contractor shall present for Government approval, a “buy versus build” analysis for BMC2 software components (S1T/BF/Task).  This analysis is to be provided to the Government as it is developed, with the contractor presenting their final recommendation no later than the applicable software preliminary design review, i.e., when that component’s preliminary design is being reviewed.  Reuse criteria include:

· (U) User satisfaction

· (U) Risk to schedule

· (U) Consistency with E10-A architecture (including HMI)

· (U) Best value to the Government

· (U) Data rights

· (U) Maturity of software and documentation

· (U) Maintenance strategy

· (U) Is the area ripe for innovation

(U) The contractor shall create, for Government approval, a standard for developing reuseable software (S1T/BF/Task). The standard must conform to the requirements found in the CII, Open Systems, and System and Software Engineering paragraphs of the TRD.  Newly developed software, that is jointly identified by the contractor and Government as a candidate to be reused in the future, shall be developed in compliance with this standard (S1T/BF).    

5.7.4 System and Software Engineering (U)

(U) The system, including software, shall be developed using engineering practices consistent with CMMI level 3 or better certification (S1T/BP/Task). The CMMI requirement shall also apply to work done by software subcontractors (S1T/BF/Task).  Subcontractors that are only developing software and are not managing subcontractors will be allowed to decide to be evaluated against either the CMM for Software or the software-development-only portion of CMMI.

(U)  The system shall be developed using an architecture-centric process with early implementations of executable instantiations of the architecture (S1T/BF/Task).  The contractor shall conduct a demonstration of key operational capabilities (jointly defined by the Government and contractor) on the proposed open architecture in support of FDR (S1T/BF/Task).  The system software shall be analyzed using automated software complexity analysis capabilities as part of unit level testing (S1T/BF/Task).  Software that exceed project identified complexity levels shall be reviewed for possible simplification (S1T/BF/Task).  The system shall be developed using cost as an independent variable (CAIV) practices (S1T/BP/Task).

(U) Models of the E-10A architecture and design shall be captured using the Unified Modeling Language (UML) (S1T/BP/Task). The scope of this requirement includes system, subsystem, and software. Languages other than UML can be used for capturing detailed descriptions of areas such as hardware, HVAC, or mechanical properties.

(U) The architecture and design models shall be available both in the format of the native tool used and in the XML Metadata Interchange (XMI) format (S1T/BP/Task).

(U) The E-10A system and software architecture and design models shall be in forms that are executable either directly or via an automated translation activity (S1T/BF).

(U) Quantitative software performance-related attributes such as task priorities and response deadlines shall be captured in accordance with UML profile on schedulability, performance, and time (S1T/BF). 

(U) The contractor shall develop operator behavior models that interoperate with the executable system model (S1T/BF/Task).

(U) The result of the interoperable system and behavior models shall be compliant with the DoD High-Level Architecture (HLA) for modeling and simulation (S1T/BF). 

(U) The contractor shall develop a Single Software Baseline that runs in the E-10A aircraft, the E-10A Mission Crew Trainer,  in the E-10A Maintenance Training Systems and in the Mission Planning support element (on the Ground) that recognizes the environment into which it is loaded, satisfies all appropriate specification requirements, and automatically accounts for interfaces and functions not required for each of the operating environments (S1T/BF/Task).

 (U) The contractor shall link the requirements and architectures across all domains ( i.e., operational , system , subsystem and software ) (S1T/BP/Task).
5.8 Spare and Growth Provisions (U)

5.8.1 Processing and Storage (U)

(U) The E-10A system shall be delivered with 100% spare useable capability in processor, memory, and Data Warehouse storage capacity (S1T/BP).  The E-10A system shall have provisions for 100% growth in processor and memory capacity (S1T/BP).

5.8.2 Networking (U)

(U) The E-10A shall include growth provision to participate in the mobility management protocol(s) for providing uninterrupted communications in the mobile airborne environment (S1T/BF).  

(U) The E-10A shall include growth provision in routing capacity to allow migration to higher rate objective communications systems identified herein and consistent with 5.4.2.2.5 and 5.4.2.2.6 (S1T/BF).

(U) The total throughput of any network segment (e.g., LAN media, router, switch, etc.) shall exceed the maximum predicted traffic load by 300 percent (S1T/BF).  (U) The E-10A system shall have provisions for 100% growth in local area network capability (S1T/BP).

5.8.3 Communications (U)

(U) The E-10A system shall include growth provisions to include converged voice, data, imagery and video within its internal communications and to enable interconnectivity with the future converged voice, data, imagery, and video C2C communications (S1T/BF). 

6 Exploitation (U)

6.1 Exploitation Management (U)

(U) The E-10A shall provide the capability to manage exploitation workload to include automatic and manual assignment of tasks to on-board (S1T/BF) and off-board exploiters (S1O/BF).  The E-10A shall provide the capability for operators to be assigned to exploitation groups manually and by operator provided parameters (S1T/BF). The E-10A shall provide the capability to automatically track requirement/task status by group (S1T/BF). Workflow management shall use standard NIMA imagery workflow products (IESS, IPL, SEM, CIP) (S1T/BF).  The E-10A shall assist the operator in projecting estimated time of completion or requested information and/or reports (S1T/BF).
6.1.1 Collaborative Exploitation (U)

(U) The E-10A shall provide a distributed and collaborative exploitation capability within E-10As  (S1T/BF).  The E-10A shall provide a distributed and collaborative exploitation capability between on and off-board operators (S1O/BF).

6.2 Exploitation Tools and Visualization (U)

(U) The E-10A shall provide the capability to manipulate and display in graphic and tabular form any data received or created by the system (S1T/BF). ). This geo-spatial data shall include but not be limited to (S1T/BF):

· (U) Imagery to include NITF 2.1 with Airborne Support Data Extension (ASDE), JPEG2000, JPEG JFIF, JP2, TIFF, GeoTIFF in accordance with the GeoTIFF Format Specification, Revision 1), PNG, and GIF

· (U) Video phase history in Standard VPH format with the auxiliary data used to reconstruct the SAR imagery

· (U) Digital Point Positioning Data Base (DPPDB) in accordance with MIL-PRF-89034
· (U) Digital Terrain Elevation Data (DTED) in accordance with MIL-PRF-89020B

· (U) Controlled Image Base (CIB) in accordance with MIL-PRF-89041A, Controlled Image Base (CIB)
· (U) Compressed ARC Digitized Raster Graphics (CADRG) in accordance with MIL-C-89038
· (U) World Vector Shoreline (WVS+) in accordance with MIL-PRF-89012A
· (U) VMap 0, VMap 1
· (U) Digital Nautical Chart (DNC)
· (U) ESRI Shapefile in accordance with the ESRI Shapefile Technical Description

(U) The E-10A shall provide the operator the capability to identify the data to be displayed in multiple (non-destructive) display layers and to select the order in which the layers are overlaid (S1T/BF). 

6.2.1 Data Conversion, Georegistration, and Orthorectification (U)

(U) Georegistration is the process of adjusting the position, orientation, and scale of one image, map, or surface with respect to a "reference" image, map, or surface by means of matching features.  Orthorectification is the process of removing scale variations from a remotely sensed image (e.g. those caused by camera tilt and point to point variations in terrain elevation).

(U) The E-10A shall perform automatic coordinate conversion, placing all displayed information into a common coordinate system selectable by the operator (S1T/BF).

(U) The E-10A shall enable the operator to manually georegister and orthorectify images that lack the information needed for automatic georegistration (S1T/BF).

(U) For images with the information needed for automatic georegistration, the E-10A shall provide tools to automatically identify control points and automatically georegister still imagery and video relative to WGS 84, using controlled imagery, including DPPDB, as a reference (S1T/BF).
(U) The E-10A shall provide the operator the capability to specify a threshold elevation angle for orthorectification (S1T/BF). For images with the information needed for automatic orthorectification that have been taken from an elevation angle above this operator-specified threshold, the E-10A shall perform automatic orthorectification (S1T/BF). For both images taken from an elevation angle below this operator-specified threshold and images that lack the information needed for automatic orthorectification, the E-10A shall display the outline of the image boundaries (S1T/BF).

(U) The E-10A shall provide a capability for automatic orthorectification and georegistration of imagery (S1O/BF).

6.2.2 Display Filtering (U)

(U) The E-10A shall enable individual operators to filter displayed items based on operator-defined criteria, to include at a minimum, permutations and combinations of data type, data source, graphic information, and amplifying data (S1T/BF).

6.2.3 Visualization Capabilities (U)

(U) The E-10A shall provide the operator the capability to designate criteria for display items to be of differing sizes, colors, or intensities to include but not be limited to color code tracks according to track quality, size symbols according associated confidence level, and fading intensity for older detections (S1T/BF).
6.2.3.1 Track Visualization (U)

(U) The E-10A shall provide the capability to selectively display tracks (S1T/BF).

(U) The E-10A shall provide the capability for the operator to designate individual or groups of tracks for display of amplifying information (S1T/BF).  Track amplifying information shall be operator selectable with a default capability (S1T/BF). Amplifying information shall be selected from information that includes but is not limited to: latitude and longitude, elevation, speed, heading, id, number of targets in a track, track origin, track start time, track stop time, track quality, and the circular error probable (CEP) (S1T/BF).

6.2.3.2 AMTI Flight Display (U)

(U) A multi-target flight display function shall be provided to permit an operator to select tracks participating in coordinated flight operations, to be considered as a flight, and to designate the flight lead (S1O/BF).  The flight shall be displayed with a single symbol at the position of the flight lead, until and unless a flight member separates from the flight lead by more than an operator-specified distance (S1O/BF), The cross telling of all tracks shall be unaffected (S1O/BF).

6.2.3.3 AMTI Raid Display (U)

(U) A raid display function shall be provided, permitting an operator to group from 2 to 25 tracks into a raid to reduce display clutter (S1T/BF). The raid shall be displayed with a single symbol at the centroid of the group, until and unless a raid member separates from the centroid by more than an operator-specified distance (S1T/BF).  The cross telling of all tracks shall be unaffected (S1T/BF).

6.2.3.4 Imagery Display

6.2.4 Real-time, History Playback and Projections Visualization (U)

(U) The E-10A exploitation tools shall permit the switching between or simultaneous display of real-time and history playback data (S1T/BF).

(U) History playback data shall be capable of being replayed in forward and reverse modes and advanced or reversed one frame at a time or in an operator adjustable sequential skip mode (e.g., every fifth frame) (S1T/BF).  The E-10A shall further provide the capability to jump to an operator specified start time (S1T/BF).

(U) The historical MTI trail shall allow the operator to designate that the intensity be faded for older detections in order to help determine the most recent detection location with the MTI trail enabled (S1T/BF).

(U) The E-10A shall provide the capability for operators to select specific tracks, specific time periods and /or specific geographical areas and conduct future projection based on sensor historical data trends, geographical and topological conditions, weather conditions and other known data characteristics (S1T/BF).

6.2.5 Exploitation Operator Alerts (U)

(U) The E-10A shall provide the operator with the capability to identify exploitation alert criteria to include but not be limited to: activity in user defined areas, violation of constraints, time critical target indication, track initiation/deletion, position estimate deviation, phase line deviation, and space control measure violation (S1T/BF).

(U) The E-10A shall provide the operator with the capability to disable or enable, or temporarily disable (snooze) the alert and quickly jump or zoom to the display of the alerting criteria (S1T/BF). The E-10A shall provide a capability to automatically generate messages to off-board addressees when alerts meeting operator specified conditions occur (S1T/BF).
(U) The E-10A shall allow the import, creation, naming, and saving of Focused Surveillance Areas (FSAs) or user defined areas that will notify the operator of MTI activity according to operator-selected threshold filters or profile settings (S1T/BF).

(U) The E-10A shall automatically alert the operator when a track violates alert criteria (S1T/BF).

6.2.6 MTI Analysis of Traffic Flow and Persistent Features (U)

(U) The E-10A shall provide the operator with a traffic flow analysis capability to determine lines of communication (routes) and traffic flow patterns which also provides information for sources and sinks of MTI targets, thereby assisting in the classification of high priority areas and tracks (S1T/BF).  The flow analysis tool shall provide the capability to add routes to the road database (S1T/BF).  The traffic flow analysis capability shall provide graphical, visually coded display of operator definable traffic flow densities along routes in an operator selectable geographic area (S1T/BF).  The traffic flow analysis capability shall provide traffic counts for operator selected time periods and filters (S1T/BF).

(U) The E-10A shall determine the existence and location of fixed movers, i.e., objects such as radar dishes and ventilation fans that generate MTI detections without changing their locations (S1T/BF).  Location standard deviations for these objects shall correspond to the location standard deviations of the average MTI report on these objects, divided by the square root of the number of detections (S1T/BF).  The location of fixed movers may be used to improve the gridlocking (calibration) of MTI sensors in the constellation.

(U) The E-10A shall aid the operators in determining the location of discrete clutter that creates sidelobe-generated false alarms, and in estimating detection losses due to micro-screening from foliage and from other fixed features not contained in the DTED database (S1T/BF).

6.2.7 Service Request Generation (U)

(U) The E-10A shall provide automated, semi-automated and manual generation of Service Requests and for on-board and off-board assets in support of exploitation (S1T/BF).  The E-10A shall provide the operator the capability to select a displayed object or set of objects and generate a Service Request using the information associated with the object and any additional information provided at the operator’s discretion (S1T/BF). 

(U) Based on movement analysis and suspected target identification, the E-10A shall provide the capability to automatically generate Service Requests to gather additional target information (S1T/BF).  The E-10A shall also provide automatic controls to evaluate the position of existing tracks relative to the environment and recognize and schedule opportunities for generating target measurements (e.g., TMTIm, HRR) or images with the on-board sensor (S1T/BF).

(U) The E-10A shall support the manual and automatic generation of sensor cues/tip-off and cross sensor cues, as part of the exploitation process (S1T/BF).  The E-10A shall provide the operator the capability to set criteria for automatic generation and publishing of sensor cues/tip-off and cross sensor cues (S1T/BF).

6.2.8 Electronic Warfare (U)

(U) The E-10A shall permit the creation, modification, deletion and transmission of jammers and jammer strobe numbers, locations and characteristics (S1T/BF).  The E-10A shall provide the capability to create, modify, delete, and transmit jammer sectors (S1T/BF).

6.2.9 Screen Capture/Video Clips (U)

(U) The E-10A shall be capable of producing at operator request, individual screen captures of any display or portion thereof in JPEG JFIF or GeoTIFF format (S1T/BF).  The E-10A shall be capable of combining individual screen captures to form video clips in MPEG-1 and MPEG-2 formats (S1T/BF).

6.2.10 Report Generation (U)

(U) The E-10A shall provide each operator a set of COTS word processing, spreadsheet, and briefing tools and an appropriate set of templates for each (S1T/BF).  The E-10A shall provide the operator capability to build and save additional templates, ad hoc reports including free text notes, screen captures, etc. and to produce hard and softcopy reports (S1T/BF).

(U) The E-10A shall associate the Service Request identifier with the response/reports in order to enable the original requestor to associate the response with the original request (S1T/BF).
6.3 Tracking and Track Management (U)

(U) The E-10A tracker(s) shall be a multi-source tracker(s) that provides the capability to automatically and manually initiate , maintain, terminate, and display TBM, air, maritime, and ground tracks based on  told-in track reports and MTI reports and other associated sensor data from on-board sensors and off-board sensor(s) such as Global Hawk (S1T/BF).  

6.3.1 Track Initiation (U)

(U) The E-10A shall initiate candidate tracks by associating MTI detections with a road or with previous detections (S1T/BF).  In either case, a velocity vector shall be created to permit track reporting, track prediction and subsequent track-to-detection association and track update (S1T/BF).  The E-10A shall enable the operator to enter track initiation parameters for the numbers of associated detections needed for initiation and for transition from candidate track to maintained track (S1T/BF).  A designated operator or operators shall also be enabled to initiate tracks by selecting one or more sensor detections, or by specifying a geographic position and an estimated velocity (S1T/BF).

(U) In regions where persistent clutter produces multiple false alarms, the E-10A shall permit an operator to disable automatic track initiation (S1T/BF).

6.3.1.1  Self Triangulation Tracking (U)

(U) The E-10A shall provide the capability to manually initiate and automatically maintain air, maritime, and ground target tracks by self-triangulation using angle-only information from a moving sensor (S1O/BF).

6.3.1.2 Cooperative Triangulation Tracking (U)

(U) The E-10A shall provide the capability to track air, maritime, and ground targets by cooperative triangulation using angle-only information from two or more sensors (S1O/BF).

6.3.2 Track Maintenance (U)

(U) The E-10A shall automatically update tracks for which sensor data can be unambiguously associated (S1T/BF).  The E-10A shall maintain all identification information developed by on-board and off board sensors that are associated with each track (S1T/BF).  The E-10A shall provide operators with the capability to extend, edit, link, break, stitch, and delete tracks (S1T/BF).  When situations of ambiguous association arise, the E-10A shall develop and maintain hypotheses corresponding to the association choices (S1T/BF).  Subsequent identification information may be used to resolve hypotheses in a manner consistent with the track classes described below.  The extent and depth to which the E-10A maintains alternative hypotheses shall be under operator control (S1T/BF).  

(U) The E-10A shall give operators the ability to select or exclude sensor data from designated sources and specified geographic areas to include but not limited to areas contaminated by discrete false alarms (S1T/BF).  
(U) The E-10A shall provide the capability for the automatic or operator-specified assignment of TADIL-J track numbers (S1T/BF).  The E-10A shall provide the capability to specify other reference numbers and target characteristics such as time critical target designation, target priority, and track quality (S1T/BF).  

(U) The system shall be capable of accepting external told in tracks and/or data, generating Service Requests for additional collection by the associated sensor, automatically reacquiring the target and initiating a local track and merging tracks, in accordance with link rules (S1T/BF).

6.3.3  Ground Moving Target Indicator (GMTI) Tracking Functions (U)

(U) The E-10A Ground Moving Target Indicator (GMTI) tracking capability shall apply to all ground target data from on board and off board sensors for targets with accelerations of less than 0.8 g (S1T/BF). The E-10A shall provide the ability to perform blue force tracking (S1O/BF). The tracker shall be coordinated with the constellation sensors to prevent the formation of multiple simultaneous tracks from multiple near-simultaneous detections on one target (S1T/BF).

(U) The system shall provide for classes of GMTI tracks, including the following (S1T/BF):

· (U) GMTI Surveillance tracks

· (U) GMTI Long-term tracks 

· (U) See Classified Annex
(U) Consistent with available processing it will be acceptable to reduce the number of track classes provided the features of each class are maintained.

(U) See Classified Annex
(U) The E-10A GMTI tracking capability shall (S1T/BF):

· (U) Support kinematic resolution of confusers near selected classes of tracks, 

· (U) Permit source analysis for an object of interest, 

· (U) Determine the possible route of a missing (i.e., dropped) object, and

· (U) Support traffic analysis on a Line of Communication (LOC) 

(U) See Classified Annex
(U) The E-10A shall give the operator the ability to edit track breaks manually (S1T/BF).  The E-10A shall be capable of applying operator controlled decision criteria, based on available data, to determine when and where a ground target has stopped moving (S1T/BF).  The E-10A shall provide a capability to maintain such stopped targets in the database (S1T/BF).  The E-10A shall be capable of focusing resources on a target nominated for engagement and on any potentially related targets in the vicinity of the nominated target (S1T/BF).

6.3.3.1 GMTI Surveillance Tracking Support (U)

(U) GMTI surveillance tracks will be employed for general situation awareness, including indications and warning.  For GMTI surveillance tracks, the E-10A shall employ tracking algorithms that impose an economic level of processing and sensor resource burdens, even though these algorithms may sacrifice tracker performance (S1T/BF).  When requested by the operator, the tracker shall be capable of combining multiple tracks into, and then maintaining, a single group track, as well as splitting a group track back into its component tracks (S1T/BF).  The E-10A shall provide the ability to group GMTI surveillance tracks both automatically and manually (e.g., if tracks are in convoy) (S1T/BF).  The E-10A shall permit GMTI surveillance tracks to be promoted to long-term tracks (S1T/BF).  When a GMTI surveillance track is promoted to a long-term track, the recorded local and remote data shall be reprocessed with the more sophisticated long-term tracking algorithms, to increase the track length (S1T/BF).

(U) See Classified Annex
6.3.3.1.1 GMTI Tracking Performance Using On-board MP-RTIP Sensor Data (U)

(U) See Classified Annex
6.3.3.2 Long-term GMTI Tracks (U)

(U) Long-term GMTI tracks shall be employed when continuity of identification is essential (S1T/BF). In order to mitigate the operator burdens associated with the use of the tracking algorithms needed to persistently and robustly maintain long-term tracks, the E-10A shall provide decision aids to minimize the operator supervision burden (S1T/BF). The E-10A shall automatically request additional sensor resources (e.g, HRR, TMTIm) as required to support GMTI long-term tracks (S1T/BF). 

(U) See Classified Annex
6.3.3.3 See Classified Annex (U) 

6.3.3.4 GMTI Track Management (U)

(U) The E-10A shall support the automatic initiation, drop and deletion of surveillance tracks based on operator designated areas of interest and filters (S1T/BF). The E-10A shall provide for operator entry of adaptable filter and alert parameters to automatically initiate tracks and automatically drop or delete tracks in user defined areas (S1T/BF). The E-10A shall provide for, as a minimum, the following filter parameters: speed, heading, number of radar returns, and distance between MTI to define a group (S1T/BF).

6.3.3.5 GMTI Obscuration Maps (U)

(U) The E-10A tracking function shall employ target obscuration information to include as a minimum (S1T/BF):

· (U) DTED 

· (U) SAR shadow regions 

· (U) Zero doppler clutter 

· (U) GMTI history data 

· (U) Operator input 

6.3.3.6 GMTI Correlation, Track Smoothing (U)

(U) The E-10A shall be capable of utilizing TMTIm and HRR target data to correlate  observations with tracks (S1T/BF).  

(U) The E-10A shall use defined routes and area limitations as well as existing cartographic data in road-assisted tracking to assist in accurately maintaining track continuity (S1T/BF).  The E-10A shall allow operators to define routes and have the system and the route as if it were cartographic data (S1T/BF).  The E-10A shall alert the operator when a track’s position estimate deviates from cartographic route data and/or trafficability constraints by an operator-defined distance (S1T/BF).

(U) The E-10A shall be capable of estimating target time of arrival at a selected point through (S1T/BF). The E-10A shall be capable of predicting track location at a selected future time. (S1T/BF)
6.3.3.7 GMTI Track Classification (U)

(U) The E-10A shall estimate individual vehicle length through integration of high range resolution GMTI measurements of correlated detections over time (S1T/BF).  The E-10A shall integrate correlated target reports and measurements over time to automatically distinguish the following categories of tracks: stationary rotating objects (e.g., rotating antennas); low, slow flying aircraft and helicopters; tracked vehicles; trains; and maritime traffic (S1T/BF).  The E-10A shall provide a capability to classify ground movers by category (e.g. tank, APC, automobile, bus, TEL, etc.) (S1O/BP). 

(U) The E-10A shall notify the operator of track classification and permit the operator to enable auto accept, manually accept or manually override the automatically generated track classification (S1T/BF).  When the operator overrides automatic track classification a method to ensure the operator is aware of the conflict shall be provided (S1T/BF).  The capability shall be provided to resolve differences in target classification between information from external sources and information derived from E-10A sensors (S1T/BF).

6.3.4 AMTI Tracking Functions (U)

(U) Available IFF shall be associated automatically with tracks, and will be used to update tracks where appropriate (S10/BF).  The E-10A shall provide the operator with the capability to initiate manual tracks on objects that are no longer being tracked (S1T/BF). The E-10A shall support track characteristics that are consistent with applicable DoD and NATO standards (MIL-STD-6016, NATO STANAG 5516, etc.) for air tracks (S1T/BF).

(U) The E-10A shall provide the capability to associate an air track with a flight plan, when the flight plan is known and available on board the E-10A (for blue forces and civilian aircraft) (S1T/BF).  For a track which has been associated with a flight plan, the amplifying information shall include Link 16 PPLI message data, the call sign, the time ahead or behind the plan, and the planned flight path (if the flight plan is known and available on board the E-10A, and if this information can be determined from the flight plan available on board the E-10A) (S1T/BF). For tracks paired with a flight plan, the extrapolation shall follow the flight plan, with a time adjustment estimated from the last observation, and with position uncertainty taken from operator-settable parameters (e.g., within X km of planned ground track, and within Y percent of planned ground speed) (S1O/BF). The E-10A AMTI tracking function shall provide the operator a means of entering the actual values of X and Y to be used for estimating position uncertainty when pairing a track with a flight plan (S1O/BF).
6.3.4.1 AMTI Tracking Performance (U)

(U) See Classified Annex
6.3.4.2 Runway AMTI/GMTI handoff Integration (U)

(U) The E-10A GMTI tracker shall have the capability to hand off GMTI tracks on designated runways to the AMTI tracker as take-off tracks (S1T/BF).  The E-10A AMTI tracker shall have the capability to receive take-off tracks and maintain them as air tracks (S1T/BF).  The E-10A AMTI tracker shall have the capability to hand off AMTI tracks to the GMTI tracker as landing tracks (S1T/BF).  The E-10A GMTI tracker shall have the capability to receive landing tracks and maintain them as ground tracks (S1T/BF).

(U) The AMTI and GMTI trackers shall cooperate to suppress duplicate tracks of the same target, and to transfer tracks that change status (e.g. aircraft that land or take off, or that are initially misclassified as ground vehicles) (S1T/BF). 

6.4 Correlation, Fusion, and Identification (U)

(U) In this document, the terms correlation, fusion, and identification are defined as follows.  Correlation is used to determine which sensor or track reports originate from the same target.  Fusion combines reports to get a more accurate estimate of a parameter or set of parameters than would be possible using any of the separate reports.  Combat Identification is the process of obtaining an accurate characterization of entities in a combatant's area of responsibility to the extent that high confidence, real time application of tactical options and weapon resources can occur.

6.4.1 Integrated Picture (U) 

(U) The E-10A shall provide the capability to organize data into a comprehensive representation of the battlespace; to include as a minimum, the friend and foe disposition and movement of forces; the civilian populations and infrastructure ; the significant aspects of the terrain; and weather (S1T/BF).   The E-10A shall display the model of the battlespace as an Integrated Picture (S1T/BF).

(U) The E-10A shall include in the representation of the battlespace, the product of correlated and fused tracks of all airborne, maritime, and ground objects in the surveillance area (S1T/BF).  The E-10A shall display each object with one, and only one, track number and set of associated characteristics (such as position, velocity, and combat ID information) (S1O/BF).  Associated track characteristics shall remain consistent throughout the life of each track (S1O/BF).  As long as the target is held in track, the E-10A shall permit each user of the Integrated Picture within the C2 Constellation to obtain and display the same information about the track (S1T/BF).  The E-10A shall provide the operator with the capability to enable and disable the display and contribution of individual C2 Constellation contributing information sources to the integrated picture (S1T/BF).

(U) The E-10A shall include in the representation of the battlespace, the uncertainty about the position, velocity, and identification of any moving target being tracked and the uncertainty about the position of any stationary target (S1T/BF).

6.4.2 MTI, Imagery/Video, and ESM Exploitation (U)

(U) See Classified Annex
6.4.2.1 Maritime Exploitation (U)

(U) Ground exploitation capabilities shall apply to detected maritime targets, but allowance is made for degradation in precision calibration for Doppler and angle (S1T/BF).  The resulting degradation shall reduce the tracking capabilities (from capabilities for ground targets) by no more than a factor of two (S1T/BF).  The E-10A shall be capable of manual and automatic track initiation based upon maritime data (S1T/BF).

(U) In addition to targets detected by off-board sensors, all water-surface targets, of at least 10 dBsm, that are also 10 dB above clutter-spike median in on-board data shall be exploited in all sea states up to sea state 5 (S1O/BF).  The degradation in exploitation capabilities shall be no greater than a factor of 1.5 from capabilities for ground targets with comparable Doppler signal to clutter ratios (S1O/BF).  Targets longer than 20 meters in length shall be imaged (by SAR or by ISAR) at the discretion of the operator (S1O/BF).

6.4.2.2 Imagery and Video Exploitation (U)

(U) The E-10A shall support exploitation of still imagery and video/motion imagery (S1T/BF).  Imagery and video exploitation shall result in products that support correlation, fusion, tracking, classification, and identification as well as E-10A mission functions (S1T/BF).  

(U) The E-10A shall provide the capability to support battle damage assessment through the automated comparison of correlated images to detect changes (S1T/BF).

6.4.2.2.1 Imagery Exploitation Capabilities (U)

(U) Imagery exploitation capabilities shall include (S1T/BF):

· (U) Ability to import NIMA maps, charts, terrain elevation data, and broad area cartographic imagery 
· (U) Mensuration (estimation of the length, area, or volume of a feature)

· (U) Geolocation (estimation of the latitude, longitude, and altitude of a feature)

· (U) Image manipulation and display
· (U) Image overlay, flicker, blend/fade

· (U) Split screen display

· (U) Multi-image mosaics

· (U) Mosaic video & sensor image

· (U) Simultaneous manipulation

· (U) Spatial transformations with error no greater than two pixels, or the error inherent in the available data, whichever is larger 

· (U) Stereo roam & zoom

· (U) Seamless multi-image roam

· (U) Rotate

· (U) Image rectification/dewarp

· (U) Resample & magnify

· (U) Registration

· (U) Image Perspective Transformation

· (U) Auto DTED extraction

· (U) Intensity/Edge Transformations

· (U) Sharpness

· (U) Brightness/Contrast

· (U) Display image statistics (histograms, etc.)

· (U) Still Frame/Motion Video

· (U) Reverse polarity

· (U) Graphics & Overlays 
· (U) Military symbology

· (U) Create new symbology 

· (U) Scaleable symbols

· (U) Cut & paste image insets

· (U) Cut & paste graphics

· (U) Cut & paste text

· (U) Multiple text fonts

· (U) Scaleable fonts

· (U) Text justification

· (U) Overlay grids

· (U) North arrow

· (U) Cursor shape changeable

· (U) Cursor color changeable

· (U) Rotate graphics

· (U) Overlay graphics & annotation

(U)The E-10A shall provide a precise positioning capability to develop coordinates for precision guided munitions (PGMs) (S1T/BF). 

6.4.2.2.2 IMINT product generation for still images (U)

(U) The E-10A shall be capable of producing image products in NITF 2.1 (including NITF 2.1 JPEG2000), JPEG JFIF, JP2, TIFF, GeoTIFF, PNG, and GIF (S1T/BF).  The E-10A shall be capable of providing the support data elements appropriate for each NITF product (S1T/BF).  The E-10A shall provide support data elements for all airborne data imagery in accordance with Airborne Support Data Extension (ASDE), Version 1.0, 13 January 1999; as documented in Section 8 of The Compendium of Controlled Extensions (CE) for the National Imagery Transmission Format (NITF) (S1T/BF).  The E-10A shall be capable of producing scene visualization/mission rehearsal data, formatted into NIMA standard Controlled Image Base (CIB), for use in AF standard mission planning and rehearsal systems (S1O/BF). The E-10A shall be capable of using on-board video phase history data in combination with on-board detected SAR imagery to perform change detection, coherent change detection, and super resolution processing (S1O/BF).

(U) The E-10A shall support an imagery chipping capability for an operator-defined area (S1T/BF).  The E-10A shall support an automated imagery chipping capability for the area defined in a Service Request (S1T/BF).

6.4.2.2.3 IMINT product generation for motion images (U)

(U) The E-10A shall be capable of producing video motion imagery clips (S1T/BF).  The E-10A shall be capable of employing metadata tagging (when the required data is provided by the source sensor/platform) to include the platform/sensor ephemeris/auxiliary data associated with the motion imagery clips (S1O/BF).  The E-10A shall support MPEG-1 and MPEG-2 (S1T/BF).

6.4.2.3 ESM Exploitation and Management(U)

(U) The capability shall be provided to passively analyze, identify, classify, locate and track received radio frequency (RF) emitter signals from off-board ESM sensors (S1O/BF)).  

(U) Identification of the emitter shall be accomplished by matching measured signal characteristics against characteristics of known emitters (S1O/BF).  Emitter detections that do not match up with known emitter types shall be flagged for evaluation and stored for future evaluation (S1O/BF).  Identification of platforms shall be accomplished by matching emitters in close angular proximity with a platform electronic fit list (S1O/BF).  Identification of platform allegiance (e.g., friend, enemy, neutral) shall be accomplished by matching measured signal characteristics against those of emitters with known allegiance or by matching with electronic fit of platforms with known allegiance (S1O/BF).  

(U) The measured signal characteristics, azimuth, AOA, emitter, platform and allegiance identification information shall be available within the E-10A mission system (S1O/BF).  

(U) ESM data shall be displayed/presented at the E-10A mission system console as ESM strobes fixes, or tracks representing emitter and platform identification (S1O/BF).  The display of strobes and/or symbols, and the range or radius of the display of symbols shall be operator selectable at each console (S1O/BF).  The ESM emitter bearing data shall be available for display relative to the aircraft heading or in azimuth relative to true North (S1O/BF).  There shall also be tabular displays to request identification and signal parameter data (S1O/BF).  

(U) The ESM function shall provide position information on operator selected fixed and slowly moving emitters (S1O/BF).  

6.4.3  Other Data Types

6.4.3.1 Unattended Ground Sensor and Blue Force Tracking Data (U)

(U) The E-10A shall include the capability to use data from Unattended Ground Sensors (UGS) for identification, classification, and tracking (S1O/BF).  The E-10A shall provide the capability to process reports and extract intelligence information provided by these UGS (S1O/BF).

6.4.3.2 Blue Force Tracking Data (U)

(U) The E-10A shall provide a capability to receive and exploit Blue Force Tracking data products (S1O/BF).
Multi-Source Correlation and Fusion (U)

(U) The E-10A shall utilize data correlation and data fusion technologies to provide operators with measurable improvements over individual sensor utilization in at least the following information areas (S1T/BF):

· (U) Identity (friend, hostile, etc.) 

· (U) Entity type (or platform)

·  (U) Entity activity 

· (U) Position

· (U) Speed

· (U) Course

· (U) Length of entity

· (U) Width of entity

· (U) Number of moving entities

· (U) High threat thresholds

· (U) Confidence level

(U) In support of weapon target assignment based on target coordinates (to include cursor on target data), the E-10A shall provide target classification and specific type, both with confidence estimates (S1T/BF).

(U) The E-10A shall include a capability to manually correlate data in three-dimensional space (S1T/BF). The E-10A shall include the capability for operator-assisted correlation of imagery (S1T/BF).

(U)The capability shall be provided to automatically fuse data from the number and types of interfacing nodes identified in section 3, and from the classes of sources listed in Table 6: Source Types for Use in MTI Tracking and Identification (U), with each track according to track type (AMTI, GMTI, etc.) (S1O/BF).

(U) The E-10A shall correlate data of the following types with tracks according to track type (by comparing positions, platform identifying numbers, and/or data of like type already correlated with the track) and shall fuse the data to update the position estimate and/or ID as indicated in Table 6: Source Types for Use in MTI Tracking and Identification (U):

	Data Type
	Correlate
	Fuse

	
	
	Position
	ID

	MTI reports
	S1T/BF
	S1T/BF
	

	See Classified Annex
	
	
	

	See Classified Annex
	
	
	

	PPLI
	S1T/BF
	S1T/BF
	S1T/BF

	ESM
	S1T/BF
	S1T/BF
	S1T/BF

	Data link track reports
	S1T/BF
	S1T/BF
	S1T/BF

	Data link EW/ESM reports
	S1T/BF
	
	S1T/BF

	Intel reports
	S1T/BF
	
	S1T/BF

	Blue Force Tracking Data
	S1O/BF
	
	S1O/BF

	ATO/ATM
	S1O/BF
	
	S1O/BF

	Mission flight plans
	S1O/BF
	
	S1O/BF

	Commercial flight plans
	S1O/BF
	
	S1O/BF

	IFF/SIF
	S1O/BF
	S1O/BF
	S1O/BF

	ACO minimum risk route
	S1O/BF
	
	S1O/BF

	ACO traverse levels
	S1O/BF
	
	S1O/BF

	ACO corridors, air routes
	S1O/BF
	
	S1O/BF


`
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Table 6: Source Types for Use in MTI Tracking and Identification (U)

6.4.4 Combat Identification (U)

(U) The E-10A shall support Combat ID by performing correlation (S1T/BF) and fusion (S1O/BF) of target attributes from multiple sensors and platforms. The E-10A shall maintain a Combat Identification confidence-level to be provided with the ID when displayed and/or reported (S1T/BF).
(U) The E-10A shall be capable of automatically performing the following checks, and of recommending an ID based on an operator-specified combination (S1T/BF):

· Identification volumes

· Identification by origin (IDBO)

· Identification by location (IDBL)

· SIF by heading

· SIF by time

· SIF by mission number (from ATO)

· Nations List

· Block Hostile Declaration and Engagement Order (BHDEO) Message

· Killbox/Grid Cell

· Override box (Obox)

· Conditional Obox

· Exercise areas for safety monitoring

6.4.4.1 Ground Combat ID (U)

(U) The E-10A shall seek and maintain Combat Identification (CID) of friendly ground forces, including joint, combined and coalition partners (S1T/BF).  The E-10A shall provide capabilities for non-cooperative CID for ground vehicles by means of Automatic Target Recognition (ATR), for stationary targets and joint tracking/ID algorithms for moving targets (S1O/BF).  Employing all available data, the E-10A shall automatically identify land and sea objects as friendly, enemy, or neutral with a probability of correct ID at least 95% for Friendly, 90% for enemy, and 85% for neutral (S1O/BF).
(U) The E-10A shall provide the capability to automatically associate area limitation constraints, track history, and red force system mobility data to assist in combat identification (S1T/BF).

6.4.4.2 See Classified Annex (U)

6.4.4.2.1 See Classified Annex (U)

6.4.4.2.2 See Classified Annex (U)

6.4.4.2.3 See Classified Annex (U)

6.4.4.2.4 See Classified Annex (U)

6.4.4.2.5 See Classified Annex (U)

6.4.4.2.6 See Classified Annex (U)

6.4.4.2.7 See Classified Annex (U)

6.4.4.2.8 See Classified Annex (U)

6.4.4.3 Automatic/Aided Target Recognition (ATR) (U)

(U) The E-10A shall provide a capability to automatically detect, locate and classify both stationary and moving targets in adverse weather, day or night over an unprepared battlespace (S1O/BF).  Moving ground targets shall be recognized by means of the MTI, HRR, TMTIm, ESM, IFF, video, EO, IR, and/or other available data (S1O/BF).  The E-10A shall provide tools that enable the operator to select and process multiple looks at the same target, providing corresponding improvement in ATR performance (S1O/BF).

(U) See Classified Annex
6.5 Intelligence Preparation of the Battlespace (U)

(U) The E-10A shall be capable of conducting area limitation and trafficability analyses on a predictive basis and in response to operational events (S1T/BF).  The E-10A shall make the results of trafficability analyses available in a form which enables timely analysis of GMTI tracks for deviation from trafficable areas (S1T/BF).

(U) The E-10A shall support conduct of Intelligence Preparation of the Battlespace (IPB)/Predictive Battlespace Awareness (PBA) including course of action analysis in accordance with Joint Publication 2-01.3 and Multi Service Tactics Techniques and Procedures for Theater Missile Defense IPB AFTTP (I3-2.36) (S1T/BF).  The E-10A shall provide the operator with the capability to develop IPB for target sets to include but not limited to: Mobile SAM launchers, armor, motorized/mechanized infantry, SPARTY, and IADS including mobile C2, TBM, MLRS (S1T/BF).

(U) The E-10A shall parse missile parametric data and supporting missile equipment data from sources having a formalized format (S1O/BF).  The E-10A shall include a temporal analysis capability (S1O/BF).
(U) The E-10A shall provide the operator with knowledge-based reasoning capabilities (S1O/BF).  The E-10A shall provide the operator with the capability to perform trend and pattern analysis (S1O/BF).  The E-10A shall provide the operator with the capability to associate timelines with the target environment (S1O/BF).  The E-10A shall include analysis of Enemy Lines of Communications, including communications links and nodes (S1O/BF).  The E-10A shall analyze threat command and control capabilities, and shall recommend opportunities for exploitation based on analysis of threat command and control capabilities (S1O/BF).
(U) The E-10A shall provide the operator with the capability to perform analysis of threat courses of action (COA) to include convoys moving between nodes (S1O/BF). The E-10A shall provide the operator with the capability to recommend surveillance opportunities based on the IPB/PBA analysis (S1O/BF).
6.6 Target Nomination (U)

(U) The E-10A shall enable an operator to nominate a target and provide the rationale with supporting information (S1T/BF).  The E-10A shall provide the capability to extract longitude and latitude coordinates, with a precision that supports use by weapon systems, from an operator-designated point on an image, map, or track overlay (S1T/BF).

(U) The E-10A shall provide the means to develop and maintain target hypotheses among designated on and off-board operators and commanders based on all available data (S1T/BF).  The E-10A shall provide the means to develop and maintain target hypotheses based on Intelligence Preparation of the Battlespace (IPB)/Predictive Battlespace Awareness (PBA) (S1T/BF).

(U) The E-10A shall be capable of supporting simultaneous exploitation of at least ten (10) targets that have been designated as TCTs or are candidate TCTs (S1T/BF).

(U) The E-10A shall enable the operator to complete all first phase exploitation operations beginning with receipt of the last byte of sensor data and concluding with nomination of a target for engagement within three (3) minutes (S1T/BF). Nomination of a target for engagement means that the operator has confirmed that the target is a hostile target.
7 Airborne Battle Management (U)

7.1 Introduction (U)

(U) The E-10A will have the capability to perform the following battle management functions within a networked environment:

a. (U) Provide battle management support for any Air Force Task Forces

b. (U) Manage the ISR Constellation and infrastructure

c. (U) Monitor and control execution of the Air Tasking Order, including Air Interdiction, Time Critical Targeting, monitoring and execution of Close Air Support and Combat Search and Rescue, and Intelligence Support to Combat Operations

d. (U) Adapt plans as required

e. (U) Provide situational awareness

f. (U) Manage the battlespace

(U) The E-10A Airborne capability shall be assessed for applicability and consistency with the following Joint Publications (S1T/BF/Task):

· (U) JP 3-0, Doctrine for Joint Operations, 10 September 2001,

· (U) JP 3-01, Joint Doctrine for Countering Air and Missile Threats, 19 October 1999,

· (U) JP 3-09.3, JTTP for Close Air Support (CAS), 1 December 1995,

· (U) JP 3-30, Command and Control for Joint Air Operations, (DRAFT) 

· (U) JP 3-50.2, Doctrine for Joint Combat Search and Rescue, 26 January 1996,

· (U) JP 3-50.21, Joint Tactics, Techniques,  and Procedures for Combat Search and Rescue, 23 March 1998,

· (U) JP 3-52, Doctrine for Joint Airspace Control in a Combat Zone, 22 July 1995,

· (U) JP 3-56.1, Command and Control for Joint Air Operations, 14 November 1994, and

· (U) JP 3-60, Joint Doctrine for Targeting, 17 January 2002

7.2 General Requirements (U) 

7.2.1 Commander’s Guidance and ROEs (U) 

(U) The E-10A shall provide the capability to enter, import from removable media, and receive from off-board sources Joint Force Commander (JFC) guidance, Joint Forces Air Component Commander (JFACC) guidance, Rules of Engagement (ROEs), treaties,  agreements, and laws of armed conflict (S1T/BF).  The E-10A shall provide the capability to parse ROEs, automatically identify those ROEs which can be expressed in terms of geographic, temporal, target/facility type, and adjacent target/facility type constraints, and store the ROEs which can be expressed in such terms in a knowledge base which can be used by an automated decision aid (S1O/BF).

(U) The E-10A shall provide to the operator all information needed to assess compliance of each proposed air tasking, airspace control measure, ISR platform route change, and sensor tasking with JFC guidance, JFACC guidance, rules of engagement, treaties, agreements, and the laws of armed conflict (S1T/BF). 

(U) The E-10A shall automatically assess compliance of any proposed/planned platform/sensor control, tasking, and action request with JFC guidance, JFACC guidance, ROEs, treaties, agreements, and the laws of armed conflict and provide the rationale to the operator (S1O/BF).

7.2.2 Critical Transaction Alerting, Recording, and Review (U)

(U) The E-10A shall provide the capability to identify, operator positions, classes of actions/events or transactions of interest (e.g., selected classes of air tasking messages, airspace control measures, immediate hazards and threats to the E-10A, Service Requests, and sensor/platform requests, tasks, and control actions) for additional processing (S1T/BF).  For actions, events and transactions of interest, based on operator input, the E-10A shall provide a capability to: 

· (U) automatically record each item and associated critical information in an selected log (S1T/BF)
· (U) alert and provide critical information to a designated operator (S1T/BF), and/or off-board position/facility (S1O/BF)
· (U) submit a proposed transaction to a designated operator for approval prior to dissemination (S1T/BF)
7.3 Constellation Management (U)

(U) The E-10A shall provide the capability to dynamically assume and release tasking authority for platforms and sensors (S1T/BF).

(U) The E-10A shall provide the capability to respond to Service Requests utilizing assets for which the E-10A has been designated as the approval authority (S1T/BF). The E-10A shall support optimized management of Service Requests for on-board sensor and E-10A platform planning (S1T/BF). The E-10A shall support optimized management of Service Requests for off-board sensor and platform planning (S1O/BF). The E-10A shall provide feedback/status on Service Requests to include (S1T/BF):
· (U) Ability or inability (with reason) of system to meet the request

· (U) Estimated time from request to collection (if required)

· (U) Estimated time from request to response

(U) The E-10A shall provide the capability to support collaborative and distributed sensor and platform management among on-board personnel (S1T/BF).  The E-10A shall support collaborative and distributed sensor and platform management with off-board personnel (S1O/BF).  The E-10A shall provide a capability to monitor E-10A and constellation operational status and performance (S1T/BF).  The E-10A sensor and platform management shall provide the capability to monitor, plan/schedule, and dynamically replan utilization of the on-board sensors and E-10A platform (S1T/BF). The E-10A sensor and platform management shall provide the capability to monitor, plan/schedule, and dynamically replan utilization of tasked and controlled off-board sensors and platforms in accordance with Table 7 Off-Board Sensor and Platform Control(U) (S1O/BF).

(U) The E-10A shall process sensor cues/tip-off and cross sensor cues (S1T/BF).  The E-10A shall provide for the automatic translation of formatted cue messages into Service Requests (S1T/BF).  The E-10A shall provide a capability to command the MP-RTIP sensor, both dynamically and based on pre-set conditions, to allow the search of a cue volume to run to completion, or to terminate upon detection of the first target that correlates to the provided cue (S1T/BF).
(U) The E-10A shall support collection visualization for constellation assets through the display of (S1T/BF):

· (U) Flight plans (also known as navigation plans), areas of operation, platform location, platform orientation, time to a designated way-point (destination point/turn point) 
· (U) Collection plans, time to designated collection event, field of view/footprint with indication of associated terrain screening, planned and near-real-time sensor and platform tracks areas of operation, planned and real-time organic sensor area masking and sector blanking, and targets/collection points within these tracks/areas

· (U) No fly zones and other restricted areas

· (U) Current operational status

· (U) Sensor type, collection/image quality, signal intensity, sensor and special feature health and status

7.3.1 Planning/Scheduling (U)

(U) The E-10A shall permit simultaneous planning/replanning for any combination of eight instances of the platforms (with sensors) listed in Error! Reference source not found. on five separate Areas Of Interest (AOI) (S1T/BF).  The E-10A shall provide recommended modifications to sensor collection plans and navigation plans (S1T/BF).

(U) The E-10A shall provide automated on-board sensor and E-10A platform planning to schedule collection in accordance with the sensor rules of engagement (e.g. priorities, sensor modes, JFC/JFACC requirements for area masking and sector blanking), competing non-sensor assets (e.g., communication equipment) allocations/Service Requests, and the impact on existing E-10A sensor collection plans and flight/navigation plans (S1T/BF).

(U) Sensor and platform planning shall include automated what-if sensor and platform predictions for a three dimensional geographic location/coverage area based on a combination of operator selected parameters that include but are not limited to (S1T/BF):

· (U) Platform health and status
· (U) Platform location
· (U) Platform flight plan
· (U) Platform speed
· (U) Platform orientation
· (U) Sensor health and status
· (U) Sensor type/mode 
· (U) Sensor collection plan
· (U) Sensor viewing angle

· (U) Sensor area masking and sector blanking requirements

·  (U) Target identifiers/types

· (U) Track or image quality
· (U) Time window
· (U) Obscuration including terrain screening

· (U) Weapon system assets

· (U) Weather.

(U) The E-10A shall provide sensor collection planning that includes automatic calculation of optimal performance for on-board sensor(s) and E-10A platform (S1T/BF) and for collectors listed in Error! Reference source not found. (S1O/BF).  Optimization shall include consideration of user selectable ranking of optimization options to include but not be limited to (S1T/BF): 

· (U) Mode compatibility
· (U) Feasibility of detecting a target
· (U) Optimal collection angle, target centering in scene, and maximum number of targets per collection operation

· (U) Assessment of alternative orbit/flight path on a timeline
· (U) Timeliness of response
· (U) Predicted scene parameters and quality based on terrain and sensor models

· (U) Impact of planning/scheduling alternatives on corresponding flight/navigation and sensor collection plans and weapon systems
(U) The E-10A shall display the results of E-10A sensor and platform planning/scheduling as overlays to existing sensor collection plans and platform flight/navigation plans and weapon systems (S1T/BF).
7.3.2 Sensor and Platform Control/Tasking (U)

7.3.2.1 Off-board Sensor and Platform Control/Tasking (U)

(U) The E-10A shall provide platform and sensor request capabilities for the Appendix B, E-10A Interoperability, Nodes/Systems and in accordance with the definition given below (S1T/BF).  The E-10A shall provide for platform and sensor tasking and control capabilities in accordance with Error! Reference source not found. and in accordance with the following definitions:

· (U) E-10A makes a request to the platform/sensor approval authority, which will determine whether the request can be satisfied.

· (U) When E-10A has been given authority and responsibility for collection planning, E-10A tasks a platform/sensor through an operator (e.g., Joint STARS pilot/sensor manager) or system (e.g., DCGS) that interfaces to the platform/sensor.

· (U) When E-10A has been given authority and responsibility for collection planning, E-10A controls a platform/sensor directly through a machine-to-machine interface (e.g., data link) to the platform/sensor.

	
	S1T/BF
	S1O/BF

	Another E-10A, AWACS, JSTARS, & RJ
	

	
Platform
	Task pilot
	Task pilot

	
Sensor
	Task operator on platform
	Task operator on platform

	U-2
	

	
Platform
	Task operator at ground node
	Task pilot

	
Sensor
	Task operator at ground node
	Task operator on platform

	Global Hawk and Predator
	

	
Platform
	Task operator at ground node
	Control w/o takeoff & land

	
Sensor
	Task operator at ground node
	Control

	SBR
	

	
Platform
	N/A
	N/A

	
Sensor
	Task operator at ground node
	Control
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Table 7: Off-Board Sensor and Platform Control (U)
7.3.2.2 On-Board Sensor Control (U) 

(U) The E-10A shall provide a mechanism for user control of sensor operating parameters (S1T/BF). The E-10A shall provide the ability to electronically import and/or create an on-board sensor collection plan (S1T/BF). The E-10A shall provide for automatic creation of commands to the RTIP subsystem to effect the collection plan and or priorities (S1T/BF). The E-10A shall provide the operator with the capability to set conditions for automatic recording of in-phase and quadrature (I & Q) data for the on-board sensor(s) (S1T/BF).
(U) The E-10A shall provide collection re-planning capability in response to degraded sensor performance such as jamming, weather, or equipment failure (S1T/BF). The E-10A shall estimate the capabilities of the sensor in the operating environment and against known and parametric threats (S1T/BF).
(U) The E-10A shall provide a mechanism for user control of sensor diagnostic, calibration, reconfiguration, and recovery processes (S1T/BF). 

(U) The E-10A shall fully support the Wide Area Surveillance requirements for both discrete and radar data interfaces in Interface Control Document (ICD) Part 2: Functional ICD for the Multi-Platform Radar Technology Insertion Program (MP-RTIP) (S1T/BF).

(U) The E-10A shall provide the capability to supply data and information to the radar system for initialization, platform dependencies, weather conditions, DTED, operational flight program load, radar control, radar state commands, radar configuration commands, I&Q recording, radar Service Requests, area masking and sector blanking, and data collection plan, in accordance with the MP-RTIP ICD (S1T/BF).  The E-10A shall provide the capability to monitor status, address fault related reports, and process responses to radar Service Requests and data collection plans (S1T/BF).

(U) The E-10A shall provide the capability to automatically process Service Requests that do not require operator approval (S1T/BF). The E-10A shall provide the operator the capability to identify Service Requests that do not require operator approval (S1T/BF). The E-10A shall provide the capability to modify and accept/reject Service Requests (S1T/BF). The E-10A shall provide the capability to modify or terminate approved Service Requests (S1T/BF).

7.4 Strike, Support, and Rescue Asset Management (U)

7.4.1 Battlespace Management (U)

7.4.1.1 General Requirements (U)

(U) The E-10A shall provide the capability to receive, store, retrieve, parse, edit, display (graphics and text), search, and transmit the following geo-spatial objects, both individually and in groups, with associated amplifying information (S1T/BF):

· (U) Points:  represented by a single ground point  

· (U) Lines:  the combination of line segments between an ordered sequence of ground points (Specific examples include Forward Line of Own Troops [FLOT] and Fire Support Coordination Line [FSCL])

· (U) Areas:  ground area enclosed by a line with the end connected to the beginning, including but not limited to circles/ellipses, rectangles/ squares, and free-form. (Specific examples include ground forces grid cells and protected areas)

· (U) Volumes:  3-dimensional volumes bounded by an area and one of the following:

· (U) The earth’s surface and a specific altitude above MSL

· (U) Two altitudes above MSL

· (U) The volume above a specified altitude above MSL  

(A specific example is airspace control regions )

(U) The E-10A shall provide the capability to assess the relationship of a surface track or air track relative to a geo-spatial object (S1T/BF).  The E-10A shall provide the capability to generate an alert whenever any track (or a track having designated characteristics) has a designated relationship with a designated geo-spatial object (e.g. enters or is inside of, exits, crosses in a specific direction, or comes within a designated range of)(S1T/BF).

7.4.1.2 Airspace Management (U)

(U) The E-10A shall provide the capability to receive, store, retrieve, parse, display (graphics and text), and search (by mission and operator function), and transmit airspace control data from an Air Operations Data Base (S1T/BF). The E-10A shall provide the capability to generate and transmit Airspace Control Measures (ACMs) to all airborne assets identified in Appendix B  (S1T/BF).  The E-10A shall provide automated decision aids that enable the user to make decisions regarding candidate ACMs to meet new airspace control needs (S1O/BF). 

(U) The E-10A shall support the ability to perform manual deconfliction of military uses of airspace with civil air traffic in accordance with: (a) ICAO regulations; (b) the civil airspace control regulations of the U.S.A.; and (c) the civil airspace control regulations of friendly and neutral political entities through whose airspace the E-10A and/or aircraft tasked by E-10A will travel (S1T/BF).
(U) The E-10A shall provide the capability to manually identify airspace and surface control conflicts associated with all candidate new taskings and all candidate changes in tasking for airborne platforms (S1T/BF).  The E-10A shall automatically identify and justify airspace and surface control conflicts associated with all new taskings and all candidate changes in tasking for airborne platforms (S1O/BF).  The E-10A shall automatically calculate airspace deconfliction solutions and generate associated ACMs in support of airborne platform(s) which are assigned new taskings and airborne platforms which are assigned changes in tasking (S1O/BF).

7.4.1.3 Surface Management (U)

(U) The E-10A shall give the operator the option of displaying ground surveillance data over a background that shows operator-designated geo-spatial objects, including but not limited to: the current Fire Support Coordination Line (FSCL), Forward Line of Own Troops (FLOT), and grid cells used by the ground component (e.g., US Army, USMC, ground component SOF troops) (S1T/BF).
7.4.2 Air Tasking Order Receipt, Processing and Display (U)

(U) The E-10A shall provide the capability to receive, store, parse, search (by mission, by tasked unit, by aircraft type, by package, and by aircraft function), retrieve, and display (graphics and text), air tasking data from the Air Operations Data Base, scheduling information from the Unit-level Theatre Battle Management Core Systems (TBMCS), route planning data from the Unit-Level Mission Planning System, and data from the issued Air Tasking Order (ATO) and associated Special Instructions (SPINS) (S1T/BF).  The E-10A shall provide the capability to receive, store, parse, search, retrieve, and display (graphics and text) general military intelligence data from the Modernized Integrated Database (MIDB), and from the Theatre and Unit-level TBMCS (S1T/BF). 

7.4.2 Execution Management (U)

7.4.2.1 Monitor and Control Execution of Air Tasking Order (ATO) (U)

(U) The E-10A shall provide the capability to develop offensive and defensive strategies in response to events (S1T/BF).  The E-10A shall provide the capability to identify the need for, and support command and control of Offensive Counter Air (S1T/BF), Defensive Counter Air (S1T/BF), Suppression of Enemy Air Defenses (S1T/BF), Time Critical Target strike missions (S1T/BF), Close Air Support (CAS) missions (S1T/BF), and Combat Search and Rescue (CSAR) missions (S1O/BF).

(U) The E-10A shall provide the capability to direct and control execution and scramble missions explicitly tasked in the ATO (S1T/BF), emerging Time Critical Target strike missions (S1T/BF), emerging Close Air Support (CAS) missions (S1T/BF), emerging air defense missions (S1T/BF), and emerging Combat Search and Rescue (CSAR) missions (S1O/BF).  

(U) The E-10A shall support ATO execution collaboration among one or more E-10As (S1T/BF) and among one or more E-10As and the AOC (S1O/BF).  The E-10A shall have the capability to generate and transmit air tasking to all airborne assets identified in Appendix B (S1T/BF).  The E-10A shall provide automated decision aids for prioritizing candidate missions, exploring options for candidate missions, planning/replanning missions, and tasking/retasking missions, including but not limited to Time Critical Target strike missions (S1T/BF), immediate air support requests (S1T/BF), immediate air defense requests (S1T/BF), and Combat Search and Rescue (CSAR) requests (S1O/BF) ; and for creating and disseminating air tasking commands (S1T/BF).  The E-10A shall have the ability to graphically visualize and assess key parameters of a “fly out capability” for selected missions or flights based on the ATO (S1T/BF).  

7.4.2.2 Airborne Battle Management (U) 

(U) The E-10A shall provide the capability to manage and direct engagements of targets by air weapon systems identified in Appendix B (S1T/BF) and by surface weapon systems (S1O/BF) by means of the following automated decision support capabilities:

· (U) raid assessment, 

· (U) establishing target identification and requesting optimal sensor modes, 

· (U) target sorting and prioritization, 

· (U) management of engagement and commit authority (constellation wide), 

· (U) estimating optimal target engagement geometry, location, or time, 

· (U) weapon target assignment, 

· (U) assistance to target acquisition, 

· (U) providing amplifying information, and 

· (U) threat assessments and advisories to engaging forces 

7.4.2.3 Air Defense 

(U) The E-10A shall be capable of displaying defended areas and engagement zones based on ground and maritime defense system deployment (S1T/BF).

(U) The E-10A shall provide the capability to automatically generate an alert when an aircraft that is not known to be friendly approaches or enters airspace which is under U.S. or coalition control (S1T/BF).  The E-10A shall provide the capability to automatically generate an alert when an aircraft that is not known to be friendly approaches friendly aircraft (S1T/BF).  The E-10A shall provide the capability to automatically generate an alert when an aircraft that is not known to be friendly approaches U.S. or coalition assets identified as assets to be defended in the Air Defense Plan (S1T/BF).  

7.4.2.4 Dynamic Retasking (U)

(U) The E-10A shall support a six-hour surge of 30 immediate air support requests per hour (S1T/BF).  The E-10A shall provide the capability to ensure that each scramble order is transmitted to the tasked unit within 15 seconds after approval (S1T/BF) 5 seconds after approval (S1O/BF).

7.4.3 Close Air Support (CAS) (U)

(U) The E-10A shall produce an alert whenever a CAS request is received (S1T/BF).  The E-10A shall provide the ability to set alert conditions (S1T/BF).  

7.4.4 Combat Search and Rescue (CSAR) (U)

(U) The E-10A shall provide the capability to support a Joint Search and Rescue Coordination Center (JSRCC) (S1T/BF).

(U) The E-10A shall provide the capability to act as a JSRCC to coordinate air component CSAR activities (S1O/BF).  
(U) The E-10A shall provide tools which will enable the E-10A crew to select a suitable course of action, coordinate as required, and prepare and approve a scramble order to any aircraft identified in Appendix B within ten (10) minutes of receipt of a pilot down alert (S1O/BF).   The E-10A shall be capable of disseminating the scramble order within one second after approval (S1O/BF).  The E-10A shall provide the capability to receive, store, retrieve, parse, display (graphics, map/chart overlay, and text), search, and transmit search and rescue incident report information per JP 3-50.2 (S1T/BF).

(U) The E-10A shall provide the capability to coordinate selected activities in support of a Combat Search and Rescue (CSAR) operation for a downed aircrew, to include monitoring execution by recovery assets, suppression assets, and airborne C2 assets and reporting back to the JSRCC as required (S1T/BF).  The E-10A shall provide the capability to automatically plan, direct, and coordinate a Combat Search and Rescue (CSAR) operation for a downed aircrew, to include recovery assets, suppression assets, airborne C2 assets, and on-scene mission commander (S1O/BF).

7.4.5 Emergency Action Messages (EAM) (U)

(U) The E-10A shall provide the capability to forward an Emergency Action Message (EAM) to its designated addressee [Ref. Joint Chiefs of Staff Emergency Action Procedures (JCS EAP) Vol 17.] (S1T/BF). 

7.5 Targeting and Weapon Target Assignment (U)

7.5.1 Targeting and Weapon Target Assignment – General Requirements (U)

(U) The E-10A shall provide a joint, combined and coalition database of current capabilities of weapon systems in the theater (S1T/BF). The E-10A shall support manual association of weapons with targets (S1T/BF). The E-10A shall provide the operator with target characteristics and available weapons appropriate for association with one or more emerging targets (S1T/BF). The E-10A shall automatically assess the impact of proposed/recommended association of weapons with emerging targets on the pre-planned ATO missions (S1T/BF).

(U) Automated decision support systems shall be provided to enable the following distributed joint, combined and coalition target engagement process (S1T/BF):

(a)
(U) prioritization of targets 

(b)
(U) target and threat assessment

(c)
(U) weapon target pairing analysis to identify a prioritized list of available and suitable weapon (or package) target pairings to engage the target (including target and air/surface deconfliction) 

(d)
(U) planning for flight path ingress to the target area and egress from the target area to avoid threats and recover the strike platform(s)

(e)
(U) command review

(f)
(U) transmission of engagement order to assigned strike platform(s).  

(U) The E-10A shall provide the operator with opportunities for appropriate operator review and authorization at key decision points in the target engagement process (S1T/BF).

(U) The E-10A shall support completing the target engagement process, from nomination of a time critical target or receipt of a target alert from an external source to transmittal of an assignment message to a weapons system or a decision not to engage (a through f above) (S1T/BF).

(U) The E-10A shall produce an alert(s) at appropriate and configurable duty positions whenever a TCT nomination is received from either on-board or off-board sources (S1T/BF).  The operator shall be capable of establishing filters which will cause an alert, to include a TCT alert, based on AOR, type of target (e.g., TBM, WMD), or threat (S1T/BF).
(U) The E-10A shall perform all processing necessary to perform weapon-target pairing against new target sets (e.g., theater missiles (TMs) and their support infrastructure; surface-to-air missile (SAM) systems; anti-aircraft artillery (AAA); tanks; weapons of mass destruction (WMD) sites; terrorist camps; sudden emerging LOC / attack axis choke points; massed high priority elements; mobile command posts) in accordance with JFC and JFACC priorities and guidance (S1T/BF).

(U) For each proposed/planned weapon target assignment, the E-10A shall provide all information needed to assess weapons effectiveness against the target, risk to resources, probability of success, impact of physical environment, including IW environment, GPS status, and synchronization with other ISR, attack, and support operations (S1T/BF).  For each proposed/planned weapon target assignment, the E-10A shall provide the capability to automatically assess weapons effectiveness against the target, risk to resources, and probability of success (S1T/BF).  For each proposed/planned weapon target assignment, the E-10A shall provide the capability to automatically assess weapons effectiveness against the target, risk to resources, probability of success, impact of physical environment, including IW environment, and synchronization with other ISR, attack, and support operations (S1O/BF).

(U) The E-10A shall provide decision aids that perform automated association of weapons with targets, that briefly display the rationale for each weapon-target association, and that enable the operator to rapidly assess the advantages and disadvantages of changes to weapon-target pairing (S1T/BF).  
(U) The E-10A shall provide decision aids to support determination, for each asset-target pairing, whether refueling support may be needed (S1T/BF). The E-10A shall provide a decision aid to support identification of a suitable refueling asset for each asset-target pair that requires refueling support (S1T/BF).

(U) The E-10A shall provide the capability to automatically prepare a J12.0 Mission Assignment message, nine-line message, and/or other tasking message, as appropriate, based on the selected weapon-target pairing, display it for operator approval, and, following operator approval, send the message to the weapon system paired to the target (S1T/BF).

7.5.2 Time Critical Targeting for Airborne Targets (U)

(U) The E-10A shall provide the capability to dynamically perform weapon target pairing and commit attack assets against 10 airborne targets (S1T/BF) 100 airborne targets (S1O/BF) simultaneously using on-board resources.

7.5.3 Targeting for Surface Targets (U)

 The E-10A shall provide a Real-time Joint Munitions Effectiveness Manual (JMEM)/ Joint Air-to-surface Weaponeering System (JAWS) calculation capability (S1T/BF).
(U) The E-10A shall provide the capability to automatically assess enemy defenses of protected targets and protected areas (S1O/BF).

(U) The E-10A shall provide decision aids to support determination of Lethal SEAD support, if any, to each assigned asset-surface target pair (S1T/BF). The E-10A shall provide decision aids to support determination of Escort support, if any, to each assigned asset-surface target pair (S1T/BF).
(U) The E-10A shall provide a warning for each user specified asset-surface target pairing that has an assessed survival probability below the minimum threshold (S1T/BF). For each asset-surface target pairing with Lethal SEAD support, the E-10A shall provide decision aids to support determination of the Lethal SEAD asset survival probability (S1T/BF). For each asset-surface target pairing with Escort support, the E-10A shall provide decision aids to support determination of the Escort asset survival probability (S1T/BF).
7.5.4 Target Geolocation for Stationary Surface Targets (U)

(U) The E-10A shall provide the ability to extract latitude, longitude, and altitude of the Desired Mean Point of Impact (DMPI)/Desired Point of Impact (DPI) for an identified impact point on a target: (a) using the Digital Point Positioning Data Base (DPPDB) directly, with an RMS total DMPI/DPI location error not to exceed 105 percent (S1T/BF) 101 percent (S1O/BF) of the RMS error in DPPDB, and enable this process to be completed within 30 seconds (S1T/BF); and (b) by georegistering an image to DPPDB and subsequently extracting latitude, longitude, and altitude of the Desired Mean Point of Impact (DMPI)/Desired Point of Impact (DPI) for the identified impact point in the image with an RMS total DMPI location error not to exceed 110 percent (S1T/BF) 103 percent (S1O/BF) of the RMS error in DPPDB, and enable this process to be completed within 40 seconds (S1T/BF).  The E-10A shall provide the capability to export target location in any precision chart/grid cell coordinate frame used by ground forces, including Universal Transverse Mercator (UTM) (S1T/BF).
7.5.5 Time Critical Targeting for Surface Targets (U)

(U) The E-10A shall provide the capability to dynamically perform weapon target pairing and commit attack assets for at least 25 surface targets (S1T/BF) 100 surface targets (S1O/BF) simultaneously using on board resources.

7.5.6 Timeline Requirements for Time Critical Targeting (U)

(U) The E-10A shall provide the capability to dynamically and simultaneously accomplish the threshold weapon target pairing requirements identified in Section 7.5.2 for airborne targets and the threshold weapon target pairing requirement identified in Section 7.5.5 for surface targets, and present candidate attack options to the operator within 15 sec (S1T/BF).  The E-10A shall provide the capability to dynamically and simultaneously accomplish the objective weapon target pairing requirements identified in Section 7.5.2 for airborne targets and the objective weapon target pairing requirement identified in Section 7.5.5 for surface targets, and present candidate attack options to the operator within five (5) sec (S1O/BF).  The E-10A shall provide the capability to enable the operator to review candidate attack options, perform operator in the loop (OITL) decision making, obtain approval for selected attack options, generate air tasking, obtain approval for proposed air tasking, and disseminate approved air tasking to selected weapons within 60 sec (S1T/BF) 60 sec (S1O/BF) using on-board resources.

7.5.7 ISR Support to Mobile Surface Target Engagement (U)

(U) The E-10A shall provide the capability to perform the following functions in support of mobile surface target engagement (S1T/BF): 

· Plan the use of ISR assets 

· Coordinate, determine which ISR assets are available and determine best use of available ISR assets

· Develop a schedule for the use of ISR assets during the engagement, and reserve those ISR assets that will be needed to support the engagement, and

· Provide ISR support during the engagement.

7.5.8 See Classified Annex (U)

7.6 Information Warfare (U)

(U) The E-10A shall provide protection from information warfare (IW) attacks designed to corrupt data or systems, degrade mission capability, allow unauthorized disclosure of data, or deny timely access to services and information (S1T/BF).  These capabilities shall include the ability to prevent, detect, block, react, and survive attacks as well as the ability to reconstitute mission capability after an attack (S1T/BF).

(U) The E-10A shall provide electronic protection measures for all on-board systems to ensure that all E-10A C2 equipment, navigation systems, installed sensors and other like systems will function without operational degradation due to electronic attack from adversary forces or unintentional interference from friendly or neutral electronic systems (S1T/BP).

7.6.1 See Classified Annex (U)

7.6.2 See Classified Annex (U)

7.6.3 See Classified Annex (U)

7.6.4 See Classified Annex (U)

7.7 Supporting Requirements (U) 

7.7.1 Inter-Node Information Exchange and Handover (U)

(U) The E-10A shall be capable of receiving sufficient data regarding all aspects of current operations, including updates to the air operations database and the intelligence data base, to enable the E-10A to ensure consistency of databases with another E-10A (S1T/BF); and a ground or maritime C2 facility (S1O/BF) on which ATO execution, air defense, and airspace control are currently being monitored and controlled .
(U) While the primary E-10A is monitoring air battle execution, it will need to transmit sufficient information to enable a “shadow” platform (e.g., a ground facility, an aircraft carrier, or a second E-10A) to take over air battle execution.  The E-10A shall transmit sufficient data regarding all aspects of current operations, including updates to the air operations database and the intelligence data base, to ensure consistency of databases with a relieving E-10A (S1T/BF) and with another C2 facility (S1O/BF).
(U) The E-10A shall provide the capability to transfer monitoring and control of ATO execution between nodes (S1O/BF).  Transfer will provide for two modes: emergency transfer and planned transfer.  An emergency transfer is a transfer that is not preplanned, e.g., due to a C2 node being destroyed or losing all of its communications capabilities.  A planned transfer is a transfer that is planned in advance, e.g., to allow one E-10A to transfer control to a second E-10A because the crew of the first E-10A has a planned return to base.  The E-10A shall continuously prepare for the possibility of an emergency transfer (S1O/BF).  When exchanging data in anticipation of a transfer, or possible transfer, between nodes, the E-10A shall give first priority to exchange of information needed for monitoring aircraft currently in flight, with particular emphasis on safety of flight and warning aircraft in flight regarding emerging threats (S1O/BF).  The E-10A shall give second priority to exchange of GMTI ground surveillance tracks (S1O/BF).  The E-10A shall give lowest priority to exchange of historical information not required to monitor and control current operations (S1O/BF).  The E-10A shall provide the capability to support an emergency transfer of system monitoring and execution data and organizational control of current air operations within ten seconds (S1O/BF).  The E-10A shall provide the capability to support a planned transfer of system monitoring and execution data and organizational control of current air operations phased over a fifteen (15) minute period (S1O/BF).

7.7.2 Monitoring and Management of Duty Position Responsibility and Workload (U)

(U) The E-10A shall provide automated capabilities to: 

· (U) Monitor, plan and dynamically adjust the responsibilities of each E-10A duty position (S1T/BF).  

·  (U) Visualize and manage E-10A and individual duty position workload e.g. number of targets in development, number of pending TCTs, images awaiting exploitation, etc (S1T/BF)

· (U) Assign TCT nominations to duty positions for prosecution (S1T/BF)

· (U)  Monitor E-10A pending information requests, responses, and latencies (S1T/BF)
· (U) View, or cause to be projected, the display at any duty position and collaborate with that duty position (S1T/BF)

·  (U) Develop offensive and defensive strategies in response to events (S1T/BF)

·  (U) Authorize and if necessary accomplish destruction of sensitive information on board E-10A (S1T/BF)

·    (U) Coordinate and synchronize rules of engagement among the designated tasking authorities (S1O/BF)

7.7.3 Special Technical Operations (U)

(U)  The E-10A shall provide a capability to receive/transmit, store, process, and display Special Technical Operations (STO) information (S1O/BP).
7.7.4 Command and Staff Area (U)

(U)  The E-10A shall provide a command area with the following characteristics (S1O/BP):
· (U) Individual workstations for the command crew

· (U) Shared displays that can be viewed and controlled by all members of the command crew

· (U) A capability to isolate the command area (visual and sound) from the rest of the mission crew areas during STO or other types of sensitive operations

· (U) A capability to open the command area (visual and sound) to the rest of the mission crew area to maximize communication and movement when desired.

8 Human System Engineering (U)

(U) The requirements in this section do not apply to the standard operator flight deck interfaces of the commercial 767-400ER. 

8.1 Human System Engineering Design Context (U)

(U) The E-10A operator interfaces shall be compliant with MIL-STD-1472F criteria (S1T/BP).  E-10A operator interfaces shall be compliant with the Common Operating Environment (COE) standards detailed in the User Interface Specifications for the Defense Information Infrastructure (DII) (S1T/BP). 

(U) The E-10A user interfaces shall be designed within a Human-Systems Integration (HSI) Program in accordance with that described in the MIL-HDBK-46855A and approved by the Government (S1T/BP/Task).  The HSI Program shall include (S1T/BP/Task):

· (U) Development and maintenance of a laboratory for prototyping and user evaluation

· (U) Mission analysis

· (U) Functional allocation based on mission analysis

· (U) Task analysis using MIL-HDBK-1908 task taxonomy as a guideline

· (U) User and maintainer evaluation conducted with actual users and maintainers in actual user environments and/or high fidelity simulated environments.

· (U) An iterative process of prototyping, hands-on evaluation by the user community, and system enhancement

· (U) Workload analysis

· (U) Critical task analysis

8.2 Alarm, Alerts, and Advisories (U)
(U) Alarms shall be provided at the operator station(s) for conditions that interfere with established communications, for equipment failures that stop the terminal from performing its functions, and for conditions that cause the terminal to be unable to recover from faults or failures (S1T/BP). Alarm, alert and advisory messages shall provide the operator with a high probability of detecting the triggering event under conditions of normal observation (S1T/BP). 

8.3 Data Entry (U)

(U) The system shall provide qualified operators with a means to define and redefine default values (S1T/BF).  

(U) The system shall allow operators to manually override automatically created or received data or functions (S1T/BF). In cases where automatically created or received data is changed by the operator, a data log consisting of original data values, time of data change(s) and the identification of operator(s) inputting data modifications shall be provided (S1T/BF).

8.4  Tailored Displays (U)

(U) Each class of user shall have a default display mode (background, set of applications launched, and window layout) that is tailored for his/her role (S1T/BF). Each display mode shall be adaptable to reflect individual user preferences (S1T/BF).  The system shall be able to store and use for future sessions, the profile for individual users (S1T/BF).  A system shall support a single user having multiple profiles (S1T/BF). The ability to transfer across display modes and adapt user display preferences without returning to the operator interface entry point shall be provided (S1T/BF).  The operator interface for each display mode shall be visually distinguishable from the mode for any other role (S1T/BF).  

8.5 Time Critical and Frequently Performed Tasks (U)

(U) The E-10A interfaces shall support time critical and frequently performed tasks to maximize operator performance and minimize operator workload (S1T/BF).

8.6 Symbols (U)

(U) The E-10A shall provide a capability to use symbols consistent with MIL-STD-2525, Department of Defense Interface Standard, Common Warfighting Symbology (S1T/BF).  The E-10A shall provide a capability to employ alternative symbol sets at the operator’s discretion (S1T/BF).
8.7 Display Overlay Drawing Tool (U)

(U) The E-10A shall provide a map overlay drawing tool (S1T/BF).

8.8 Sorting (U)

(U) The E-10A shall allow individual operators to sort data lists by data titles (S1T/BF). 

8.9 Annotation Capabilities (U)

(U) The E-10A shall provide the capability to create, annotate, modify, delete, and transmit order of battle lines, reference areas, reference points, ground points, and engagement points (S1T/BF).

(U) The E-10A shall provide the capability to annotate selected points and areas on the display with data (S1T/BF).  Annotations shall include but not be limited to free text descriptions, latitude, longitude, and symbols (S1T/BF).  The E-10A shall provide the capability to link data from the warehouse (including but not limited to to history clips, SAR imagery and/or video) to points and areas on the display (S1T/BF).

(U) The E-10A shall provide the operator the capability to designate and obtain amplifying information associated with a designated item/area and/or timeframe (S1T/BF).  Amplifying information for ESM data shall include the associated uncertainty (S1T/BF).

8.10 Multiple Area Views (U)

(U) The E-10A shall allow the display of multiple area views (S1T/BF).  The E-10A shall provide the ability to independently minimize or close any area view (S1T/BF).  The E-10A shall provide the ability to independently zoom in and zoom out on any area view, automatically changing the level of map detail appropriately (S1T/BF).  The E-10A shall display the map scale on each area view (S1T/BF).  

8.11 Range and Bearing (U)

(U) The E-10A shall provide the capability to display the range and bearing between two selected points on any of the area views (S1T/BF).  Displayed data shall include the latitude, longitude, and altitude of the selected points as well as the range, bearing, and elevation differential information (S1T/BF). When at least one of the selected points is a moving object, the range and bearing data shall be updated at the update rate of the moving object(s) (S1T/BF).

8.12 Response Times (U)

8.12.1 Operator Initiated Response Times (U)

(U) The E-10A operator interfaces shall meet the requirements as specified by MIL-STD-1472F paragraph 5.14.9 for response to user initiated actions, except as superseded by Table 8 (below) (S1T/BF). System response that is sensitive to display data load is specified for conditions of maximum data load.  Maximum data load is defined as the worst case loading that can result from the combination of sources specified in paragraph 3.2.  Local update response corresponds to situations where the system response depends only on software and data resident on the user client.  Sever update response corresponds to situations where the system response depends on interactions with a server or other tiers in a layered architecture.

	
	Maximum Load

	Local Update
	1.0 sec.

	Server Update
	2.0 sec.








UNCLASSIFIED
Table 8:  Operator Initiated Response Times (U)
8.12.2 Data Initiated Response Times (Latency) (U)

(U) The E-10A operator interfaces, including situation displays, shall respond to data changes that are not initated by the operator within 2 seconds.  (S1T/BF).

8.13 Collaboration (U)

(U) The E-10A system shall provide the following collaborative tools and capabilities (S1T/BF):

· (U) Voice communications

· (U) Communication link status information

· (U) Communication success/failure status information

· (U) Document storing, managing, and sharing tools

· (U) E-mail with message storing

· (U) Chat

· (U) Meeting and scheduling tools

· (U) Onboard video conferencing 

· (U) Onboard and offboard audio conferencing

· (U) Dynamic whiteboards with audio support 

· (U) Bulletin boards

· (U) Remote application and data viewing and sharing

· (U) Capability to define collaboration groups

(U) E-10A collaborative tools shall be consistent with the Defense Collaborative Tool Suite (DCTS) (S1T/BF).

8.14 COTS Products (U)

(U) The contractor shall develop a hardware and software COTS program plan that documents the approach for selecting, employing, maintaining, configuration management of, and technology refresh planning for COTS in the E-10A system (S1T/BP/Task).

(U) COTS products conforming to or modified to conform to MIL-STD-1472F and the User Interface Standards for the DII shall be used unless the non-compliant aspects of the product would not significantly and negatively impact the system (S1T/BF).  

(U) Where non-compliant COTS products are part of a larger LRU or subassembly, the requirements of MIL-STD-1472 and the User Interface Specifications for the DII shall be applied to the larger LRU or subassembly (S1T/BF).  For a product to be considered COTS, the product must be currently available to the public in the most recent version of the vendor catalogue and there must be an established and existing demand for the product in the marketplace.

8.15 User Interface Commonality (U)

(U) The E-10A operator interfaces shall be in accordance  with the E-10A Style Guide (S1T/BP). The E-10A Style Guide shall be developed through a joint effort of the government, contractor, and other BMC2 developers (S1T/BP/Task). 

(U) Software templates shall be developed and documented by the contractor (S1T/BP/Task). Software templates developed for E-10A will be made available to assist in the design of similar capabilities on other platforms to foster a common look and feel across platforms.  

9 Platform (U)

(U)  The air vehicle shall be capable of supporting flight operations using only common ground support equipment normally required for 767-400 air vehicle (S1T).
9.1 Aircraft Electrical Power (U)

(U) The E-10A System shall   provide electrical power per the requirements of MIL-STD-704 and/or RTCA/DO-160D, and/or a tailored version of either as applicable (S1T). The switchover between ground and APU to airplane electrical power shall cause no interruption of electrical power (S1T).  The E-10A electrical power generation system(s) shall provide 25% spare electrical generation capacity (S1T).  The E-10A electrical power generation system(s) shall provide an additional 25% electrical generation growth capability (S1T).

(U) The E-10A EPS shall be capable of providing sufficient power to operate the MC2A System at the threshold performance requirements and the RTIP sensor at the low power mode, as defined in the MP-RTIP TRD, with one generator inoperative (S1T); in the one generator inoperative configuration, the 25% spare power requirement is not applicable.

(U) During switching due to generator loss or other similar power system failures, the E-10A electrical power generation system(s) shall accommodate the smooth transition to a mission system configuration which corresponds to the threshold performance requirements and/or the partial performance mission configuration(s) specified in section 3 (S1T/BP).  For this case, “smooth transition” requires that the platform and/or mission equipment are not damaged due to the transition, and that the specified mission equipment maintains required performance levels throughout the transition.

9.2 Propulsion (U)

(U) The E-10A System shall maintain the noise certification representative of the commercially delivered 767-400ER (S1T).  The E-10A system shall be certified for extended-range twin-engine operations (ETOPS) (S1T).  The E-10A shall be capable of starting engines without the aid of external ground equipment (S1T).  
9.3 Environmental Control Systems (ECS) (U)

(U) The E-10A Platform ECS and ventilation system shall provide adequate fresh air and temperature control to ensure crew comfort for all E-10A configurations (S1T).  The E-10A Platform ECS and ventilation system shall provide the capability to operate with total fresh air delivery (S1T). The E-10A Platform ECS shall provide adequate cooling capacity to cool the Spiral 1 heat loads in addition to the heat loads resulting from the utilization of the spare electrical power as specified in section 9.1 (S1T).  The E-10A Platform ECS shall provide adequate cooling growth capacity to cool the additional heat loads resulting from the utilization of the growth electrical power as specified in section 9.1 (S1T) .  The E-10A System ECS and/or aircraft operational procedures shall be devised to prevent condensation on the PME during ascent, descent, and ground operations in High Absolute Humidity Environments IAW MIL-HDBK-310 section 5.3.1.3.2 (S1T).

(U) The E-10A Platform ECS, PME enclosure systems, and/or special operating procedures shall provide environmental conditioning suitable for mission equipment, including COTS equipment, for operational and non-operational conditions worldwide IAW the 1% frequency values for ground operations and the 10% frequency values for flight operation of MIL-HDBK-310 Section 5.3 (S1T/BP).   The E-10A Platform ECS, PME enclosure systems, and/or special operating procedures shall provide environmental conditioning as necessary to enable the direct use of COTS equipment which has not been uniquely modified or packaged to withstand the E-10A Platform environments (SIT/BP).  The E-10A System ECS shall be capable of supporting ground operations during hot day conditions IAW the 1% frequency values of MIL-HDBK-310 Section 5.3.1.1.2 and cold day conditions IAW the 1% frequency values of MIL-HDBK-310 Section 5.3.1.2.2 (S1T).  ECS controls shall be designed to permit selection of various PME suites and cooling/heating conditions as required to support the worldwide E-10A System operations (S1T). 

(U) The E-10A aircraft ECS and related bleed valves and controls shall provide a 25% bleed air growth capability (S1O).

(U) The E-10A System ECS shall have the ability to redistribute air cooling capacity in the event of a single ECS subsystem failure that degrades the ECS’s capability to cool critical E-10A mission systems (S1T). 

(U) The E-10A System shall have the capability to utilize external cooling to meet ground operational requirements as specified in Section 3.4 (S1T). 

9.4 General Mechanical Systems (U)

 (U) The basic E-10A airframe is the commercially available twin engine Boeing 767-400ER. The E-10A platform shall be designed and fielded to achieve optimal commonality with commercial and military 767s (S1T/Task)

9.4.1 Airframe Miscellaneous (U) 

9.4.1.1 Potable Water System (U)

(U) The E-10A System shall provide a potable water system that is capable of supporting crew operations at FOLs for the required E-10A deployments (S1T). 

Aircraft Servicing (U)

(U) The E-10A System shall have the capability to service fuel to capacity without applying external electrical power to the aircraft (S1T).

9.4.1.2 Aerial Refueling (U)

(U) The E-10A System shall be capable of all-weather, day and night Aerial Refueling (AR) at the maximum offload rate of the KC-10, KC-135, or KC-767 aircraft using boom/receptacle Universal Aerial Refuelling Recepticle Slipway Installation (UARRSI) and AR procedures developed for the E-10A (S1T).
9.4.1.3 De-Icing (U)

(U) The E-10A System shall be capable of maintaining E-10A performance requirements when operating in iceing environments in accordance with RTCA/DO-160D, Categories A, B, and/or C as applicable (S1T).

9.4.2 Radomes (U)

(U) The RTIP sensor radome (RSR) shall be designed to minimize drag and detrimental affects on aircraft stability and control characteristics (S1T). The RSR design shall support the aircraft structural integrity requirements for hailstone and lightning encounters (S1T).  The RSR design shall be adequate to preclude catastrophic structural failure of the airframe due to aerodynamic, turbulent, or maneuvering loads in the event the radome is structurally damaged (S1T).  The RSR shall be designed IAW MIL-R-7705 and MIL-B-5087 (except for the coating) (S1T).  The RSR design shall maintain the E-10A System performance requirements while accounting for the affects of rain erosion, electromagnetic attenuation, and static electricity (S1T). Any other E-10A radomes shall (S1T/BP) comply with the above 9.4.2 requirements in addition to satisfying the electromagnetic and spatial clearance requirements allocated by the designer/provider of the related E-10A system while allowing easy access for operational and/or maintenance checks.

9.5 Airframe Certification (U)

(U) The E-10A System shall attain and maintain FAA Certification to the maximum beneficial extent through one or more Supplemental Type Certificates (STC), to the intent of AFPD 62-5, Standards of Airworthiness for Commercial Derivative Hybrid Aircraft (S1T/BP).  The maximum beneficial extent of the E-10A System FAA STC shall be jointly agreed upon by the aircraft OEM, the Contractor, and the government (S1T/BP/Task). The E-10A System maintenance and training plans shall be in compliance with and maintained to FAA standards, IAW AFI 21-107 (S1T/BP/Task).

(U) The E-10A System FAA Supplemental Type Certification shall include the Spiral 1 and 2 systems (S1O/BP).  The E-10A System FAA Supplemental Type Certification shall include the system’s capability to rapidly change functional configurations, minimizing recertification cost  (S1T/BP).

9.6 General Performance (U)

(U)  The E-10A System shall be designed so that the engine, pylon, nacelle and QEC kit interchangeability provisions and interfaces are compatible with the OEM interfaces (S1T). 

9.6.1 PME Integration Flexibility and Reconfigurability (U)

(U) An Open System Design Approach (OSDA) is defined in DoD 5000.2-R and in An Open Systems Approach to Weapon System Acquisition by the Open Systems Joint Task Force (OSJTF).   The E-10A System OSDA requirement is identified in section 5.4.2 of this TRD.  The E-10A platform Group A interfaces to the PME, including but not limited to electrical power, cooling, shock and vibration isolation, attachments, fiber channel connectivity, humidity protection, depressurization cocooning, and EMI shielding, shall be designed to interface with the E-10A OSDA to maximize the following benefits for the E-10A System (S1T/BP): [1] long term supportability, interoperability, and growth for future modifications; [2] ready upgradability, allowing incremental technology insertion for incorporation of additional or higher performance elements with minimal impact on the existing systems; [3] a viable technology insertion methodology and refresh strategy that supports a long-term open systems application approach and is responsive to changes driven by mission requirements and new technologies; [4] the prevention of dependence on closed or proprietary interface standards or architectures that adversely impact interoperability, intra-operability, and upgradeability; and [5] sufficient growth and open interface standards to allow future weapon system specific requirements to be integrated without a largescale redesign of the system.

(U)  The E-10A platform Group A interface design shall be flexibly reconfigurable, allowing the rapid removal/replacement and/or interchangeability of PME modules that maximize the following benefits for the E-10A System (S1T/BP): [1] quick interconnect and assemblage of systems, subsystems, and components; [2] information, services, and/or physical items are interchangeable within and/or among systems; [3] common use of components is facilitated across various product lines; [4] systems, components, and/or data are transferable from one hardware or software environment to another; and [5] the hardware and/or software can be adapted to accommodate changing work loads.

9.6.2 Mission Performance (U)

(U) The E-10A System shall be designed to maintain stable, controlled flight, meeting the requirements of FAR –Part-25, throughout an operating envelope that encompasses the mission performance requirements (S1T).

9.6.3 Hangar/Runway (U)

9.6.3.1 Hangar (U) 

(U) The E-10A System shall be designed to be hangared IAW the Boeing 767 Maintenance Facility and Equipment Planning document No. D6-48646 section 3 for single E-10A aircraft (S1T/Task) and multiple E-10A aircraft simultaneously (S1O/Task).  

9.6.3.2 Runway (U) 

The E-10A System shall be designed to use the airfield surfaces of FOLs and/or bases used incidentally with the use of waivers to the ACN/PCN requirements where needed to achieve the E-10A CONOPS (S1T/Task).

9.7 Space, Weight, Power Allocations (U)

(U) The E-10A system payload is defined as the E-10A Maximum Takeoff Gross Weight (450,000 lbs) minus the weight of full fuel capacity (23,980 gals = 160,665 lbs) minus the stripped-down A/C empty weight (ACEW).  As a reference, solely for this TRD, the ACEW is defined as 176,000 lbs.  The E-10A System shall be designed to maintain mission performance requirements while concurrently meeting the E-10A System electrical power generation requirements (S1T). The E-10A System payload space, and power generation designs shall be balanced to optimally achieve the E-10A System unrefueled aerodynamic performance requirements as per Table 9. (S1T/BP): 

	Time On Station (hrs)
	Applicable Altitude Range (1000 ft)

	TOS = 11
	032

	TOS = 11 – 0.125*(A – 32)
	3236

	TOS = 10.5 – 1.42*(A – 36)
	3642

	Notes:  A = Altitude, 1000 ft

400 nautical mile transit to orbit not included in TOS

Fuel reserve = 10% in-flight mission time at 10,000 ft

Field length = 10,000












UNCLASSIFIED
Table 9: E-10A Unrefueled Aerodunamic Performance

(U) The E-10A System shall be designed to provide 50% spare payload capacity for Spiral 1 (S1T/BP). The E-10A System aerodynamic performance shall be optimized by minimizing the specific payload and/or power consumption of the PME and aircraft modifications (S1T/BP/Task).  In this case the use of the phrase "minimizing the specific payload and/or power consumption" means that the particular capability and/or modification has been optimized to achieve the maximum beneficial effect for the least amount of consumed payload and/or platform power.

(U) The BMC2 capability payload allocation shall be 20,000 lbm (S1T/BF).  The BMC2 capability power allocation, including system losses, shall be 100 kVA (S1T/BF).  For the case of this allocation, the BMC2 capability will include the following equipment and be evaluated for the mission crew as estimated in section 9.7.1.4 of this TRD: [1] crew workstations, including the seats and the workstation-specific equipage necessary to provide the required levels of crew member oxygen and gasper air; [2] requisite subsystem cabling; [3] all communication and navigation equipment, excluding that equipment dedicated to the cockpit comm/nav; [4] all systems computing equipment (including storage, networking, and I/O equipment), excluding the computing equipment used by the aircraft/cockpit systems and the MP-RTIP Radar; and [5] the structure and modifications required to install and contain the BMC2 equipment.

9.7.1 Crew Support (U)

9.7.1.1 Life Support Equipment (U)

(U) The E-10A System shall include the capability for integration, interoperability, stowage and use of standard fielded and qualified government equipment meeting military specifications for life support equipment (S1T). The E-10A System shall provide readily accessible walkaround bottles (with quick-don mask) IAW FAR Part 25 (S1T) or AFI 11‑202, Vol. 3, General Flight Rules as applicable (S1T). All walkaround bottles shall have a 15-minute duration at 30,000-ft cabin altitude and moderate physical activity (S1T).  All walkaround bottles shall have in-flight recharging capability (S1T).   Plumbed oxygen shall be available at all crew positions and crew rest positions (S1T/BP).
9.7.1.2 Individual NBC Protective Equipment (PBE) (U)

(U) The E-10A System shall provide individual NBC protective equipment for all crew members (S1T).  The individual protective equipment shall provide the highest practical level of vulnerability reduction in a NBC environment (S1T/Task).
9.7.1.3 Ditching Equipment (U)

(U) The E-10A life support systems shall ensure that military requirements for durability, functionality and provisions are achieved including survival and signaling requirements (S1T).  The E-10A Platform shall provide storage for the survival equipment aboard the aircraft (S1T). 

9.7.1.4 Crew Rest (U) 

(U) The E-10A System crew rest facilities shall accommodate the crewmembers IAW the E-10A System mission requirements (S1T). The E-10A System crew rest facilities shall be quickly reconfigurable so that they can be installed and removed on an as-needed basis dictated by the mission requirements (S1T). The crew rest facilities and areas shall be equipped to enable ready connectivity to the E-10A System’s LANs as required to facilitate crew usage of the onboard computing system with laptops or other remote devices in accordance with 5.5 (S1T/BP). 

9.8 E-10A Crew Concept (U)

(U) All E-10A cockpit systems, including all modifications, shall be designed to allow successful accomplishment of the flight mission with a two-person flight deck crew (S1T). The E-10A flight crew certification shall optimally leverage the FAA Type Rating for the commercial 767-400ER (S1O). Where the E-10A System flight deck crew tasks exceed those allowed by the FAA STC, those tasks shall be allocated to an additional crew position (S1T).  The E-10A System flight deck shall be equipped with at least one observer position (S1T). 

9.9 Environmental (U)

(U) When the environmental requirements necessary for attaining and maintaining the FAA STC exceed those stated herein, the FAA STC requirements shall supercede (S1T).

9.9.1 General Environments, Natural and Induced (U)

(U) This section defines the natural and induced environmental requirements for the E-10A System equipment and modifications installed on the commercial 767-400ER aircraft.  Unless otherwise specified or further defined in the following Section 9 subsections, the requirements specified here include: [1] temperature-altitude; [2] temperature extremes; [3] temperature shock; [4] pressure-altitude; [5] decompression; [6] humidity; [7] operational and crash shock; [8] structure-borne and acoustic-induced vibration; [9] explosive atmosphere; [10] waterproofing; [11] fluids susceptibility; [12] sand and dust; [13] fungus; [14] salt spray; [15] rain and hail; [16] snow and ice accretion; [17] wind; and [18] solar loading.

(U) The E-10A System platform shall provide environmental envelope data (natural and induced) for installation of equipment in designated zones on the E-10A platform (S1T/Task). Where those data are unattainable, the environmental zoning requirements shall be deduced from RTCA/DO-160D with an appropriate selection of related categories (S1T/Task). 

(U) The equipment on the E-10A System, and/or the packaging designs selected for installation of the equipment and/or special procedures for utilizing the equipment, shall ensure that the E-10A System performance is maintained while withstanding all natural and induced environments encountered during the E-10A System operations, basing, and storage throughout a worldwide deployment IAW the 1% environmental values for ground operations and 10% environmental values for flight operations of MIL-HDBK-310 (S1T/BP). 

9.9.2 Crash Loads (U)

(U) All new and modified E-10A System structure, including back-up structure that is not statically tested to ultimate load, shall have a +0.25 margin of safety (M.S.) for all crash load conditions, with the +0.25 M.S. maintained until the loads are distributed into appropriate adjacent structure or structural member (S1T).

9.9.3  Noise (U)

Crew health, comfort, and performance shall be maintained without adverse affects due to cabin noise IAW AFOSH Standard 48-19 Hazardous Noise Program. (S1T/BP).

9.9.4 Explosive Atmosphere (U)

(U) The E-10A System mission equipment installed within the pressurized hull, and/or the packaging designs selected for installation of the equipment and/or special procedures for utilizing the equipment, shall meet the requirements of RTCA/DO-160D, for Category E equipment installed in Category Environment II (S1T/BP).  All E-10A System equipment, including Aircraft Ground Equipment (AGE), shall not cause an unintended ignition of flammable gas or vapor when operating in such an atmosphere (S1T/BP).

9.9.5 Rapid Decompression (U)

(U) All E-10A System equipment shall withstand the rapid loss of cabin pressure without presenting a safety hazard in accordance with the FAA Certification requirements (S1T/BP).  All flight critical equipment shall operate continuously throughout the rapid decompression event and afterwards in accordance with the FAA Certification requirements (S1T). All E-10A System equipment shall be designed to minimize equipment hard failures resulting from decompression at service altitudes in order to reduce the E-10A life cycle costs (S1T/BP/Task).

9.10 Avionics (U)

9.10.1 Global Air Traffic Management (GATM) (U)

(U) The E-10A aircraft shall be certified for worldwide navigation and access IAW Capstone Requirements Document (CRD) USAF 003-9 and Operational Requirements Document Air Mobility Command (AMC) 007-97-C (S1T).

(U) The acquisition and modification of the aircraft shall follow USAF policy and instruction regarding GATM and Navigation Safety (AFPD 63-13, Global Air Traffic Management and Navigation Safety Certification for USAF Aircraft, and AFI 63-1301, Assurance of Global Air Traffic Management Certifications) (S1T/Task).

9.10.2 Navigation (U) 

(U) The Flight Management System (FMS) shall include military functionality to include the ability to load, display and provide flight guidance for formation flight, orbit patterns, air refueling tracks, anchor patterns and special use airspace (S1T).  The FMS E-10A shall allow for fuel onloads and multiple climb/cruise/descent profiles on the same sortie (S1T). The E-10A System shall load flight plans and the National Imaging and Mapping Agency (NIMA)/ Digital Aeronautical Flight Information File (DAFIF) navigation database into the FMS from the Flight Planning System (S1T).  The E-10A System FMS shall be compatible with the E-10A System’s Flight Planning System (S1T).  

(U) The E-10A System shall provide an integrated GPS system for flight support that conforms to TSO-C129A and provides dual Standard Positioning Service (SPS) and dual Precise Positioning Service (PPS) functionality that conforms to CJCSI 6140.01 and SS-GPS-001 (S1T). The E-10A System shall be capable of performing RNAV approaches to Lateral Navigation (LNAV)/ Vertical Navigation (VNAV) minima IAW AC 90-97 and AC 20-129 and FLIP (S1T). The E-10A GPS receiver shall include growth provisions for L2 and L5 SPS GPS signals (S1T). The E-10A GPS receiver shall include growth provisions for M-code GPS signal (S1T). The E-10A GPS receiver should meet the MSO.  The E-10A GPS system shall meet the applicable Military  Standard Order (MSO) (S1T). 
(U) The E-10A System shall have dual Microwave Landing System (MLS) receivers capable of offset and computed mode approaches (S1T).  The MLS receivers shall support the automatic mode of operation (S1T).  The ability to fly curved path MLS-based approaches is not required.

(U) The E-10A System shall be capable of navigating and flying non-precision approaches using Tactical Air Navigation (TACAN) (S1T). The E-10A System shall be equipped with dual TACANs (S1O).  The TACANs shall be integrated with the FMS and capable of operating in inverse mode (S1T).
 (U) The E-10A System avionics shall have a growth provision to integrate the developing Joint Precision Approach and Landing System (JPALS) or equivalent Autonomous Landing Capability (ALC) (S1T). 

(U) The E-10A System aircraft avionics shall have growth provisions for civil aviation Local Area Augmentation System (LAAS) (S1T). 

(U) The E-10A System aircraft avionics shall have growth provisions for civil aviation Wide Area Augmentation System (WAAS) (S1T).

9.10.3  Surveillance (U)

(U) An airborne windshear detection warning and escape guidance system that meets the requirements of FAR Part 121.358 and TSO C‑117a shall be integrated to overlay on the avionics Multi-Function Displays (MFDs) (S1T). The E-10A System shall be equipped with a predictive windshear system (S1O). 

(U) The E-10A System avionics system shall provide a growth provision for Automatic Dependent Surveillance - Broadcast (ADS-B) (S1T).

(U) The E-10A System shall be equipped with a dual Identification Friend-or-Foe (IFF)/Selective Identification Feature (SIF)/Air Traffic Control Radar Beacon System transponder capability including Mode Select (Mode S) level 2 (or higher) and Mode 4 IFF (S1T).  The Mode S functionality shall be compliant with ICAO Annex 10 Amendment 73, or later amendment (S1T).  The E-10A System shall provide a growth provision to incorporate IFF Mode 5 (S1T). The E-10A System shall have the capability to set and erase Mode 2 and Mode 4 codes in flight (S1T). The E-10A System IFF transponder shall meet DoD AIMS certification IAW DoD AIMS 97-1000 or current AIMS standard (S1T). Mode 5 growth provisions shall meet AIMS 03-1000 (S1T).
9.10.4 Emergency Data Recording (U)

(U) The E-10A System shall be equipped with a standard commercial Cockpit Voice Data Recorder (CVR) that complies with AFI 63-1402, Aircraft Information Program (AIP) (S1T).   System CVR and FDR information shall support the Military Flight Operational Quality Assurance (MFOQA) program requirements IAW AFPD 63-14 and AFH 63-1402 (S1T). The E-10A System CVR and FDR download capability shall be single source to support the needs of the AIP, mishap investigation, MFOQA, Reliability Centered Maintenance (RCM), Aircraft and Engine Structural Integrity Program (ASIP/ENSIP), aircraft developmental programs and training needs (S1T).

(U) The E-10A System FDR and CVR systems shall be designed to incorporate the information determined from the Aircraft Information Management Plan (AIMP) IAW AFI 63-1401, Aircraft Information Program (S1T). 

9.11 Survivability and Security (U)

(U) The air vehicle shall incorporate detection and alarm systems to detect a biological, chemical, and radiation contaminated environment, on the ground or while airborne (S1T/BP).  The E-10A shall provide a capability to receive information from off-board system regarding a biological, chemical, and radiation contaminated environment, on the ground or while airborne (S1T/BP).  The air vehicle and crew shall be capable of survival in chemical, biologically contaminated and fallout contaminated environments (airborne and ground) to the protection levels of available equipment (S1T), and shall be capable of withstanding chemical and biological and fallout de-contamination (DECON) procedures (S1T/BP).  

(U) The E-10A System shall have the capability to secure the aircraft IAW the Anti Tamper guidance provided in DoD 5000.2-R (Jan., 2001), Part 6 (S1T). A means of securing classified materials shall be provided (S1T). 

9.12 Electromagnetic Environmental Effects (E3) (U)

(U) The E-10A shall be electromagnetically compatible with itself (including all GFE) and its intended operational environment, meeting all requirements of MIL-STD-464 for USAF aircraft, as tailored below (S1T/BP).  The electromagnetic design of the aircraft shall include provisions for growth and future capabilities (e.g., future active and passive sensors and communications) (S1T/BP). 

9.12.1 Subsystem Electromagnetic compatibility (U)

(U) All mission systems shall meet the specified performance while operating within the onboard electromagnetic environment without disrupting other equipment (S1T/BP).

9.12.2 External Electromagnetic Environment. (U)

(U)  All flight and mission critical systems on the E-10A shall operate through the lightening environment specified in MIL-STD-464, without disruption (S1T/BP).  

(U) The E-10A shall survive the external EME requirement of table 1D of MIL-STD-464 (S1T).  Receivers whose tuned frequency is more than ± 30 percent from the external signal shall operate without interference (S1T/BP)

9.12.3 Electromagnetic Pulse (EMP) (U)

(U) The E-10A shall survive the EMP threat specified in DoD-STD-2169B.   (S1O).  The E-10A shall be capable of recovering to at least minimum APL (per section 3) following experiencing the EMP threat specified in DoD-STD-2169B, within 30 minutes (S1O/BP).
9.12.4 Cosite (U)

(U) On-board emitters shall not degrade the performance of on-board receivers when operating at a frequency separation of 5% of transmitting frequency for HF, 2% of the transmitting frequency for VHF, and 4 MHz for UHF (S1T/BP).  On-board receivers shall be designed to operate in the electromagnetic environment provided by intentional transmitters (S1T/BP).

9.12.5 Frequency Management (U)

(U) The E-10A shall automatically analyze frequency assignments of all on-board emitters for possible interference and warn the operator of conflicts (S1T/BP).  The E-10A shall utilize blanking signals provided by pulsed emitters with peak power that exceeds 100 Watts (S1T/BP).  

9.12.6 TEMPEST (U)

(U) The E-10A shall meet the NONSTOP requirements of NACSEM 5112 (S1T/BP). RED/BLACK separation shall be in accordance with chapters 6 and 8 of NSTISSAM TEMPEST 2-95, with the remainder of NSTISSAM TEMPEST 2-95 used as guidance with the operation of the aircraft on the ground within a 100 m inspectable space. (S1T/BP)
(U) The intercom system shall meet the Black line conduction requirements of NSTISSAM TEMPEST/1-92 (S1T/BP).   Isolation requirements of chapter 6 of NSTISSAM TEMPEST 2-95 shall apply for the intercom system and the operator workstations among all different security levels (S1T/BP). 

10  Availability (U)

10.1 Operational Availability (U)

(U) The requirements for availability will be satisfied by achievement of the requirements for inherent ETOS, MTBCF, MTBF, and MTTR.  All these parameters must be met to achieve the operational availability.  

10.1.1 Inherent Effective Time On Station (ETOS) (U)

(U) Inherent ETOS is the mean percentage of time the E-10A is on station and able to perform its intended mission. Inherent ETOS for the E-10A shall be 80 % (S1T/BP), 85% (S1O/BP) or greater. The inherent ETOS value assumes standard mission on-station duration of eight (8) hours (S1T/BP) with an Objective of 11 hours (S1O/BP) with no in-flight maintenance and an extended mission duration of 17 hours (S1T/BP) with an Objective of 20 hours (S1O/BP) with in-flight maintenance of mission critical items.

(U) Inherent ETOS is determined by the following:
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(U) Inherent ETOS does not include ingress or egress times to station. It is only a function of scheduled time on station and actual time on station. 

(U) ATOS = Actual-Time-On-Station (ATOS). ATOS is the length of time the E-10A is on station performing the intended mission, less any time lost due to mission-affecting failures (MAF). For example, if the platform could not meet the scheduled (STOS) commitment due to an inherent MAF on the platform (did not achieve an on station status), ETOS would equal zero since ATOS would be zero. 

(U) STOS = Scheduled-Time-On-Station (STOS). STOS is the length of time the E-10A is scheduled to remain on station, provided there are no mission-affecting failures (MAF). Time used for any given mission ETOS calculation will be the greater of the two values. For example, if ATOS is greater than STOS due to an extended mission scenario, the STOS value will equal the ATOS value. STOS does not count time lost due to external factors such as: scheduling, conflicts, changes in tasking (such as unable to refuel due to tanker availability), or weather. 

(U)  N = Number of Missions.

10.2 (U) Failure Definitions

(U) A failure is defined as a malfunction in the E-10A equipment and/or operating software excluding all external factors exceeding requirements, which degrades or prevents the accomplishment of a functional task below the acceptable performance levels defined in this document.

10.2.1 Mission Affecting Failure (MAF) Definition (U)

(U) A Mission-Affecting-Failure (MAF) is a malfunction in the E-10A equipment and/or operating software excluding all external factors exceeding requirements, which causes the performance to degrade below the Acceptable Performance Levels APL (per 3.4.4).
10.3 Reliability (U)

(U) All Reliability parameters shall include both hardware and software and meet the MTBCF/MTBF requirements for the specified installed environment (S1T/BP).  E-10A COTS vendor data and field assessment data may be used with rationale. MIL-HDBK-217F may be used for further guidance.

10.3.1 Mission Reliability (U)

(U) The Mean Time Between Critical Failure (MTBCF) is the average time between failures that affect mission critical equipment & functions during a standard 8 hour mission.  A critical failure is any failure of the hardware or software that results in a Mission-Affecting-Failure (MAF).  The E-10A shall meet the reliability requirements listed in Table 10 below:

	
	MTBCF (hrs)
	Serial MTBF (hrs)

	System (E-10A)
	99(S1T/BP) 110(S1O/BP)
	4(S1T/BP) 5(S1O/BP)

	       Aircraft (767)
	600(S1T/BP) 650(S1O/BP)
	5(S1T/BP) 6(S1O/BP)

	       BMC2
	1000(S1T/BF) 1100(S1O/BF)
	20(S1T/BF) 25(S1O/BF)

	       Sensors
	135(S1T/BP) 150(S1O/BP)
	60(S1T/BP) 66(S1O/BP)










UNCLASSIFIED
Table 10: Reliability Requirements (U)
10.3.2 Independence of Failures (U)

(U) The E-10A equipment shall be designed such that a failure, or removal of any components or items in the E-10A equipment does not cause failure to any other components or items (S1T/BP).  The system shall be designed to degrade gracefully and fail-safe (S1T/BP).  

(U) A failure is defined as a malfunction in the E-10A equipment and/or operating software excluding all external factors exceeding requirements, which degrades or prevents the accomplishment of a functional task.

10.4 Maintainability (U)

(U) The selection and design of E-10A equipment and LRUs/LRIs removable at the organizational level shall use guidance contained in MIL-STD-1472 to facilitate ease of maintenance for organizational level maintenance personnel (S1T/BP/Task). The design will consider the need for arctic gear for maintenance actions external to the E-10A platform.  The quantitative maintainability requirements for the E-10A are specified in the following paragraphs. MIL-HDBK-470A provides further guidance.

(U) The E-10A platform shall be capable of a three hour turnaround between flights (except for unscheduled maintenance) using standalone maintenance (S1T/BP). 
10.4.1 Corrective Maintenance (U)

(U) The Mean Time To Repair (MTTR) and Maximum Maintenance Time (Mmax) values shown in Table 11 shall apply to the E-10A PME (S1T/BP).  The corrective maintenance times specified shall apply to all failures within the PME (S1T/BP).  The maintenance actions associated with these specified values depend on the particular level of maintenance as listed in the following paragraphs.  All times specified in the following paragraphs include: fault detection and isolation, access time, removal and replacement, test and checkout. Time to power up or provide a suitable environment to begin maintenance actions is excluded from the specified times.  The term Line Replaceable Unit (LRU) as used in this document refers to the lowest indentured assembly level equipment item that has been designed for ease of maintenance at the organizational level. The term Line Replaceable Item (LRI) as used in this document refers to the lowest indentured replaceable item that may or may not be within an LRU that has been designed for ease of maintenance at the organizational level. Selection of LRU and LRI candidates will consider the need for spares overall Life Cycle Costs (LCC) as well as operational readiness. 

	Element/Maintenance Level
	MTTR (Minutes)
	Mmax (Minutes)

(95th Percentile)

	In-Flight/Ground Maintenance (PME, LRU))
	30(S1T/BP)
	90(S1T/BP)

	In-Flight/Ground Maintenance (PME, LRI)
	45(S1T/BP)
	90(S1T/BP)

	In-Flight/Ground Maintenance(Sensor LRU)
	30(S1T/BP)
	90(S1T/BP)

	In-Flight/Ground Maintenance(Sensor LRI)
	60(S1T/BP)
	120(S1T/BP)

	
	
	


UNCLASSIFIED
Table 11: Maintainability Requirements (U)
10.4.2 Preventive Maintenance (PM) (U)

(U) The E-10A PME shall be designed to minimize the need for preventive maintenance (S1T/BP).  PM tasks for the PME shall take less than 60 minutes and shall be required no more often than every 90 days (S1T/BP).  Operational capability will be disrupted only as necessary.  PM of redundant items shall not interrupt operational performance (S1T/BP).  When required during PM the system mission-capable operation shall be restored within 10 minutes (S1T/BP).

10.4.3 PME BIT (U)

(U) PME BIT shall be executed during power-on, at periodic intervals, and on operator request (diagnostics) as described below (S1T/BP).  PME BIT fault detection and isolation resultant information shall be recorded and be reported to the performance monitoring and technical control capability (S1T/BP).

10.4.3.1 Diagnostics (U)

(U) Diagnostics support computer programs shall (S1T/BP) provide off-line capability for detecting and isolating faults in the equipment that is program accessible.  The diagnostics capabilities shall (S1T/BP) be capable of being executed in individual pieces of replacement equipment without causing the performance of the other subsystems to degrade.  The capability shall (S1T/BP) be provided to perform the diagnostic capabilities specified herein on any individual Operator or Maintenance Station without causing the performance of any other element in the system to degrade.  These diagnostics, along with Self-Test, shall provide the on-equipment maintenance capabilities to detect and isolate faults to the LRU/LRI (S1T/BP).   The diagnostics program shall be capable of controlling the output of diagnostic status and error and fault isolation information reported to the operator positions assigned performance monitoring and technical control capabilities (S1T/BP). 
10.4.3.2 Power Up BIT (U)

(U) Power-Up BIT shall take less than 3 minutes (S1T/BP). Power-Up BIT tests shall include essential processors, memory and I/O states (S1T/BP). Power up BIT excludes system level software processes normally perfomed during start-up.

10.4.3.3 Continuous Non-Intrusive Background (CNIB) BIT (U)

(U) CNIB BIT shall detect catastrophic failures of critical mission functions and perform monitoring of functions which affect personnel or equipment safety (S1T/BP). CNIB BIT shall (S1T/BP) complete its function without detrimental affect to the performance of the equipment being monitored.

10.4.3.4 Operator Initiated BIT (U)

(U) The system shall (S1T/BP) provide an operator initiated BIT capability. 

10.4.3.5 Fault Detection at Organizational Level (U)

(U) PME BIT shall provide a capability to detect and report at least 98 % of detectable LRU failure modes using BIT capabilities and 95% of detectable LRI failure modes using BIT capabilities (S1T/BP).  Operator initiated PME BIT shall detect and report 100 % of all detectable failure modes (S1T/BP).
10.4.3.6 Fault Isolation at Organizational Level (U)

(U) PME BIT shall (S1T/BP) fault isolate to a single failed LRU for 95% and to a group of three failed LRI for 90% of all detected failures using any combination of BIT, test procedures, technical documentation.  The PME equipment shall require no special fixtures (e.g., extender cards) for isolation procedures (S1T/BP).  PME equipment shall have the capability to remain in the operational configuration during fault isolation procedures on individual PME equipment (S1T/BP).

10.4.3.7 False Alarm Rate (FAR) at Organizational Level (U)

(U) A false alarm is a BIT/BITE/Prognostic fault indication that results in a maintenance action during which no fault can be found. A false alarm is a diagnostic test indication which (a) results in a maintenance action wherein non-failed items are removed and replaced or (b) causes a partial or full equipment shutdown maintenance action which does not result in a subsequent item replacement or (c) termination of the mission which does not result in a subsequent maintenance action. FAR is the total number of false alarms divided by the total number of faults that are detected by PME BIT.  The FAR shall be less than 2% (S1T/BP), 1%(S1O/BP).

11 Mission Planning (U) 

(U) The flight deck (front end) mission planning system and the Sensor and C2 Planning Function shall interface in such a manner that the flight deck mission planning system has the ability to remain at the unclassified level (S1O/BP).

(U) The contractor shall include the following functions in the E-10A Single Software Baseline defined in Section 5.7.4 System and Software Engineering (S1T/BP/Task):

· (U) stand-alone Sensor and C2 Planning in the support element on the ground

· (U) Sensor and C2 Planning in the E-10A back end while parked and while in-flight

11.1 Flight Deck Mission Planning (U)

(U) E-10A shall include a flight deck mission planning system, which is capable of operating both in the Wing/Squadron Operations Center and on the flight deck of the E-10A aircraft (S1T). The E-10A flight deck mission planning system shall be based on the Joint Mission Planning System (JMPS) framework (S1T).  The E-10A flight deck mission planning system shall exploit and make effective use of available and applicable JMPS common components to include GATM Support (S1T), Sensor Prediction (S1T), Weather Planning (S1O), EW Planning (S1O), Web Browsing (S1O), Vertical Profile (S1T), Collaborative Planning (S1O), Mission Rehearsal (S1O), Online Help (S1T), Sensor Employment Planning (S1O), Refueling (S1O), In Transit Planning (S1O), and other components required to perform E-10A mission planning (S1O). 

(U) An E-10A contractor will develop the E-10A Unique Planning Component (UPC).  The combination of the GFI JMPS framework, any applicable GFI common components, the E-10A UPC, the GFI E-10A Flight Performance Module (FPM), and the mission planning hardware suite will constitute the E-10A Joint Mission Planning Environment (JMPE).  The Weapon System Integrator (WSI) will integrate the E-10A JMPE.  The E-10A UPC shall exploit the capabilities provided by the JMPS framework and JMPS common components to provide the capability to import computer flight plans, GPS Almanac data, Magnetic Variation tables, and flight deck communications and navigation systems presets (S1T).  The E-10A UPC shall exploit the capabilities provided by the JMPS framework and JMPS common components to provide the capability to import the National Imagery and Mapping Agency (NIMA) / Digital Aeronautical Flight Information File (DAFIF) navigation database directly from removable media, including CD-ROM, in a manner which satisfies GATM data integrity requirements (S1T).  

(U)  The E-10A UPC shall exploit the capabilities provided by the JMPS framework and the JMPS common components to provide the capability to export NIMA/ DAFIF navigation database to the E-10A Flight Management System (FMS) in a manner which satisfies GATM data integrity requirements (S1T).  The E-10A UPC shall exploit the capabilities provided by the JMPS framework and JMPS common components, the GFI data communications capabilities provided in the Squadron Operations Center, and the BMC2-contractor-provided communications capabilities on-board the E-10A to provide the capability to transmit the mission flight plan and navigation database from a ground based mission planning cell to an E-10A aircraft in flight via a datalink (S1O). The E-10A UPC shall exploit the capabilities provided by the JMPS framework and JMPS common components to provide a pre-mission visibility analysis capability which enables the planner to identify levels of E-10A sensor visibility of specific ground areas and routes from primary and secondary flight plan orbits (S1T).  The E-10A flight deck mission planner shall provide mission rehearsal capability via a visualization tool (S1O).  The E-10A UPC shall exploit the capabilities provided by the JMPS framework and JMPS common components to provide the capability to export E-10A computer flight plans to a removable medium, which can be read on the flight deck and on the back end, in a manner which satisfies GATM data integrity requirements (S1T).

11.1.1 GATM Support (U)

(U) The E-10A JMPE shall provide the mission planner with the ability to plan navigational details that are in compliance with the Global Air Traffic Management (GATM) system requirements, and provide the tools and processes necessary to satisfy compliance with USAF, FAA and ICAO regulations (S1T).  The E-10A JMPE shall provide the ability to maintain integrity of source data IAW RTCA DO-200A Standards for Processing Aeronautical Data, to ensure that source data is not changed during the mission planning cycle (S1T).  A template shall be provided that defines each UPC capability needed to interface with the GATM common capability (S1T).
11.1.2 Security (U)

(U) The vast majority of the time the E-10A JMPE will be required to operate at an unclassified level.  There may be times that the E-10A JMPE is required to operate at a Secret level. The E-10A JMPE shall be capable of operating at an unclassified level (S1T).  The E-10A JMPE shall be able to transmit unclassified flight planning information to the back end mission planning system (S1O/BP).  The E-10A JMPE shall also be capable of operating at the Secret level (S1T).
11.2 Sensor and C2 Planning (U)

(U) The Sensor and C2 Planning Function will be available to the user both as a stand-alone system in the Wing Operations Center/Squadron Operations Center (WOC/SOC) mission planning cell and as a set of integrated components on the E-10A aircraft mission deck. The BMC2 contractor shall provide a standalone system in the WOC/SOC mission planning cell which satisfies all of the requirements identified in the second column of Table 12 (S1T/BF).  The BMC2 contractor shall provide an on-board system in the E-10A aircraft which satisfies all of the requirements identified in the third column of Table 12 (S1T/BF).

	
Function
	Stand-Alone Sensor and C2 Planning Requirements
	On-board Sensor and C2 Planning Requirements

	11.2.1 Sensor Planning
	Yes
	Yes

	11.2.2 C2 Planning
	Yes
	Yes

	11.2.3 Theater-Level Planning for Strike Aircraft
	No
	Yes

	11.2.5 Detailed Route Planning for E-10A, GH, and Predator
	Yes (collaborating with GH and Predator mission planning cells)
	Yes (integrated with ability to task GH and Predator identified in Section 7.3)

	11.2.5 Database Preparation
	Yes
	No

	11.2.6 Security Requirements
	Yes
	Yes











UNCLASSIFIED

Table 12: Stand-Alone and On-Board Sensor and C2 Planning Requirements

11.2.1 Sensor Planning (U)

(U) The Sensor and C2 Planning Function shall provide a capability to create and simultaneously maintain up to four 18-hour sensor collection and C2 plans and routes for organic E-10A assets and assigned constellation assets (S1T/BF).  The E-10A shall be capable of planning a one hour surveillance/reconnaissance scenario requiring the sensors on the E-10A, a second E-10A, an AWACS platform, a JSTARS platform, a Rivet Joint platform, three (3) Global Hawks, and three (3) Predators to provide surveillance/ reconnaissance of any combination of fifty (50) areas, including any combination of Ground Reference Coverage Areas (GRCAs), kill boxes, Combat Search and Rescue search areas, focused surveillance areas, and Service Requests (S1T/BF); this planning/replanning effort shall be completed within five (5) minutes (S1T/BF).

(U) The Sensor and C2 Planning Function shall be capable of taking into account the ability of each sensor and of each voice and data communication device on the E-10A, including but not limited to: modes, geographical area coverage, terrain masking, sensor ability to perform broad area surveillance, sensor ability to focus resources on specific pre-planned targets and targets of opportunity, ability to interleave tasks/modes, and cosite interference among sensors and communication equipment (S1T/BF).

(U) The Sensor and C2 Planning Function shall be capable of accepting a manually entered sensor/communications schedule (S1T/BF).

(U) The Sensor and C2 Planning Function shall give the user the ability to specify, for each period in the sensor/communications schedule, the sensor/communications mode(s) of operation, the percentage of time/resources to be applied to each mode, the percentage of time/resources to be applied to broad area surveillance; the percentage of time/resources to be devoted to each of up to 50 pre-identified areas of interest; the percentage of time/resources to be devoted to up to 50 targets of opportunity; and the percentage of time/resources to be devoted to communications with up to 50 blue manned aircraft, up to 10 blue unmanned aircraft under E-10A control, and up to 25 pre-specified ground locations (S1T/BF).

(U) The Sensor and C2 Planning Function shall provide the ability to evaluate a mission plan consisting of a schedule for use of sensor and/or C2 resources and the associated route for its ability to satisfy a user-specified list of objectives for (S1T/BF): 

· (U) GMTI coverage of user-specified broad area AOI and pre-specified targets for a user-specified period of time, 

· (U) AMTI sensor coverage of a user-specified AOI for a user-specified period of time, and

· (U) C2 coverage (modeling, as appropriate, direct LOS requirements to both ground based and air based nodes, taking terrain masking into account, and also LOS requirements to space-based nodes, again considering terrain masking) for a user-specified period of time 

(U) The Sensor and C2 Planning Function shall be capable of modeling and predicting the ability of sensors and communications equipment on the E-10A to perform a user-specified subset of the following functions while the ability of sensors and communications equipment on the E-10A to perform a user-specified subset of the following functions: 

· (U) broad area ground and/or air surveillance within a pre-specified broad area of interest; 

· (U) focus on up to 50 pre-specified ground targets; 

· (U) focus on up to 50 ground targets of opportunity within a pre-specified broad area of interest; and 

· (U) maintain continuous communication with up to 50 blue manned aircraft, up to 10 blue unmanned aircraft under E-10A control, and up to 25 pre-specified ground locations (S1T/BF).

(U) For each mission, the system shall give the user the ability to focus the modeling and assessment on the issues that are important for that mission (S1T/BF).  For example, if, during one mission, the role of the E-10A includes GMTI and related ISR, but not C2 or AMTI, then the user will be able to turn off the C2 and AMTI modeling and assessment and just focus on GMTI, related ISR, and connectivity to those C2 assets that need continuous access to the information being collected by the E-10A.

11.2.2 C2 Planning (U)

(U) The C2 planning capabilities of the Sensor and C2 Planning Function will be closely integrated with the sensor and route planning capabilities of the Sensor and C2 Planning Function and are described in Section 11.2.1 above.

11.2.3 Theater-Level Planning for Strike Aircraft (U)

(U) The Sensor and C2 Planning Function shall provide the capability to perform theater-level route planning for manned platforms that are tasked by the E-10A, including A-10, F-15, F-16, F-22, F-35, F-117, KC-10, KC-135, AWACS, JSTARS, B-1, and B-52 (S1O/BF).

11.2.4 Detailed Route Planning for E-10A, GH, and Predator (U)

(U) The Sensor and C2 Planning Function shall be capable of uploading computer flight plans from a removable medium (S1T/BP).

(U) The Sensor and C2 Planning Function shall provide a classified JMPS-based route planning capability (S1T/BP).  A team of E-10A contractors shall assess the advantages and disadvantages of using portions of the E-10A flight deck UPC for route planning as part of the classified JMPS-based mission planning capability which supports the E-10A back end Sensor and C2 Planning Function (S1T/BP/Task).  The classified JMPS-based route planning environment will utilize an E-10A sensor planning UPC for detailed sensor planning.  The classified JMPS-based mission planning capability shall be capable of performing detailed mission planning for the E-10A (S1T/BP).  A team of E-10A contractors shall assess the advantages and disadvantages of using selected JMPS common components to support determination of E-10A sensor visibility levels for specific target routes at each point in the E-10A primary and secondary orbits (S1T/BP/Task).  The classified JMPS-based mission planning environment will utilize the GFI Global Hawk (GH) UPCs and the GFI Predator UPCs for route planning and sensor planning.  The classified JMPS-based mission planning capability shall be capable of performing detailed mission planning for unmanned platforms that interoperate with the E-10A, including Global Hawk (GH) (S1O/BP), and Predator (S1O/BP).

11.2.5 Database Preparation (U)

(U) The standalone Sensor and C2 Planning Function in the WOC/SOC shall provide the capability to prepare all pre-mission data which needs to be loaded onto the E-10A to satisfy the functional and performance requirements of this Technical Requirements Document, including but not limited to the following messages, agreements, databases, communications, and mission plans (S1T/BF):

· JFC guidance

· JFACC guidance

· Rules of Engagement (ROEs)
· Treaties and agreements
· The laws of armed conflict 
· Air Tasking Order (ATO), including all SPINS
· Airspace Control Order (ACO)
· Air Operations Data Base (AODB)
· Modernized Integrated Data Base (MIDB)
· Image Processing Library (IPL) containing imagery for the Area of Responsibility (AOR)
· Geospatial data bases for the AOR, including but not limited to
· Compressed Arc Digital Raster Graphics (CADRG) data, in accordance with MIL-C-89038
· Controlled Image Base (CIB) in accordance with MIL-PRF-89041A, Controlled Image Base (CIB)
· World Vector Shoreline (WVS+) in accordance with MIL-PRF-89012A
· VMap 0, VMap 1 data
· Digital Nautical Chart (DNC) data
· Digital Terrain Elevation Data (DTED) in accordance with MIL-PRF-89020B
· Digital Point Positioning Data Base (DPPDB) in accordance with MIL-PRF-89034
· Digital Aeronautical Flight Information File (DAFIF)
· E-10A mission plan for each E-10A (including route plan, sensor plan, and communication plan)

· AWACS mission plan (including route plan, and communication plan)

· JSTARS mission plan (including route plan, sensor plan, and communication plan)

· Global Hawk (GH) mission plan for each GH (including route plan, sensor plan, and communication plan)

· Predator mission plan for each Predator (including route plan, sensor plan, and communication plan)

· Mission plans (including route plans, sensor plans, and communication plans) for all constellation ISR assets to be tasked or controlled by the lead E-10A

11.2.6 Security Requirements (U) 

(U) The Sensor and C2 Planning Function shall be capable of operating in secure environments to support the range of weapons platform security levels (S1T/BF).  The Sensor and C2 Planning Function shall support the capability of operating at System High (S1T/BF), and shall meet security requirements defined in applicable DoD regulations (S1T/BF).  The Sensor and C2 Planning Function shall prevent the release of Critical Program Information (CPI) technologies, and/or systems CPI that would jeopardize system performance in the mission environment (S1O/BF).

12 System Survivability (U) 

(U) The E-10A will have an integrated capability to avoid, detect, and defend itself against threats to the system.

12.1 Threat Situation Awareness.  (U)

(U) The system shall provide a capability to integrate information from both onboard and off-board sources, to develop a full threat assessment to the E-10A Platform to include fighters, SAMs, AAA, and ECM elements (S1T/BP).  The system shall provide operator controlled displays depicting the locations, threat volumes, and status of the known threats (S1T/BP).  

12.2 Threat Warning (U)

(U) The system shall have a capability to take operator-defined actions (e.g. generate operator alerts, change operator display settings, initiate defensive system operation, alert flight crew, shutdown emissions, etc.) when operator-set thresholds have been met  (e.g. platform within SAM threat ring, incoming enemy fighter profile indicates threat, ESM indicates threatening sequence of events, etc.) (S1T/BP).  The air vehicle shall be equipped to provide real-time battle-space awareness and pertinent real-time information into the cockpit (RTIC) (S1O/BP).  The E-10A shall provide a radar homing and warning capability (S1O/BP).
12.3 Emission Control (U)

(U) The system shall provide a capability to rapidly terminate all platform emissions in bands employed by critical RF Homing threat missile systems (S1T/BP).  Emission control shall be able to be initiated automatically when operator-set conditions have been met (S1O/BP). 

12.4  See Classified Annex (U)

13 Logistics (U)

13.1 Maintenance Planning (U)

(U) All aircraft and Prime Mission Equipment (PME) systems and equipment shall conform to Air Force 2-level maintenance concept (S1T/BP).  Maintenance actions are categorized as organizational (on-equipment) or depot level (off-equipment).  Maintenance at the organizational level shall be developed for accomplishment by organic maintenance personnel (S1T/BP). All off-equipment maintenance will be accomplished by organic or non-organic support determined IAW AFI 63-107 (Integrated Product Support Planning and Assessment) processes.

(U) Organizational level maintenance shall be capable of being accomplished by 3-, 5-, and 7-skill level Air Force personnel (S1T/BP). 
(U) An organic maintenance technician or contractor equivalent at the site of operation will provide organizational level of maintenance. Maintenance at this level shall consist of fault isolation using capabilities built into the system for removal and replacement of suspected faulty Line Replaceable Units/Lowest Replaceable Items (LRU/LRI). Any alignment or adjustment shall be limited to Depot level (S1T/BP). Organizational level maintenance shall be limited to Preventative Maintenance (PM), trouble shooting, removal and replacement, and forwarding the removed LRUs to the appropriate designated depot repair facility (S1T/BP). Structural repairs achievable at the organizational level and allowed in the OEM structural repair manual will also be considered organizational maintenance. 

(U) Depot maintenance shall be performed per FAA approved maintenance plan (S1T).

13.1.1.1 Maintenance Plan (U)

(U) The system shall have a FAA approved maintenance plan that is tailored to the aircraft mission profiles and utilization that ensures aircraft and certified life support equipment will maintain or meet the intent of FAA certification when used in conjunction with selected applicable Maintenance Manuals (S1T/Task).  The mission system (BMC2 and other installed GFE) shall have an Air Force approved PME maintenance plan (S1T/BP/Task).

13.1.1.2 Maintenance Data Collection (MDC) Capability (U)

(U) The Core Automated Maintenance System (CAMS) / Integrated Maintenance Data System (IMDS) data collection system will be the Management Information System used to manage this weapons system  (S1T/BP).  The system shall meet existing Air Force guidance (T.O. 00-20-2 and MIL-PRF-38769D) and provide a Work Unit Code (WUC) Manual and all tables necessary to ensure accurate data collection, including part numbers, serial numbers, reference designators, as applicable, linked to WUC to support the weapons system (S1T/BP/Task).  

13.1.1.3 Aircraft Data Collection (U)

(U) The aircraft shall possess a system capable of recording (in flight) and downloading (post flight) discrepancies/status of all systems from a single point on the aircraft using a standard interface (S1O).  Aircraft shall possess a system capable of crew controlled transmition of encrypted real-time discrepancies/status of all systems and in-flight fueling system to down load to home station maintenance personnel and/or enroute station maintenance personnel (S1O).  Data collection system download media shall be able to interface with current AF data collection systems, CAMS / IMDS (S1T).

13.1.1.4 Aircraft Weight & Balance Data Collection (U)

(U)Aircraft Weight and Balance shall conform to the AF standard as defined in T.O. 1-1B-50 (S1T).  The system shall use the Automated Weight & Balance System software (version AWBS 8.0 or latest revision) to generate hard copy aircraft weight & balance report and digital file for each aircraft delivered (S1T/Task).

13.2 Support Equipment (SE) (U)

13.2.1 Common SE (U)

(U) The system shall use SE common to the 767-400 aircraft and its PME (S1T/BP). Order of selection shall be items currently listed in MIL-HDBK-300 (Technical Information File for Support Equipment), COTS/NDIs (S1T/BP). Common Support Equipment should be used to the greatest extent possible. (S1T/BP). 

13.2.2 Peculiar SE (U)

(U) All unique SE, if required, for the proposed system shall be identified and provided.  The unique SE will be supported within the commercial sector to the greatest extent possible (S1T/BP/Task).

13.2.3 Aircraft Service Equipment (U)

(U) All aircraft servicing equipment, including fueling apparatus, ground power units, service tractors, loading elevators, and hydraulics support shall utilize existing Air Force inventory items (S1T).
13.3 Technical Data (U)

13.3.1 Technical Manuals (TMs) - Aircraft (U)

13.3.1.1 Aircraft Flight Operations Manuals (U)

(U) Flight Operations Manuals shall conform to current commercial specifications ATA iSpec 2200: Information Standards for Aviation Maintenance (air transport association specifications) and meet existing Air Force TM guidance (TM-86-01J) and AF Technical Manual Acquisition Procedures, TO-00-5-3 and MIL-HDBK-1221 (S1T).  Flight operations manuals shall be provided in an agreed to, non-proprietary Standard Generalized Markup Language (SGML) digital format and hardcopy and provide all information required to fulfill flight operations (S1T/Task).  Any data needed to support existing Air Force TMs (including crash and recovery technical orders) shall be provided as source data and provide specific manuals (S1T/Task).  TMs shall reflect the final aircraft configuration and operating procedures (S1T).  If operational tests commence prior to aircraft delivery, interim technical manuals shall be provided 30 days prior to those operational tests (S1T/Task). Current FAA compliant technical manuals shall be provided at each aircraft delivery (S1T/Task). All media shall be prinatable by government users (S1T). 

13.3.1.2 Mission Crew Flight Operations Manuals (U)

(U) Mission Crew Manuals (MCM) shall conform to current unmodified commercial specifications ATA iSpec 2200: Information Standards for Aviation Maintenance (air transport association specifications) and meet existing Air Force TM Contract Requirement (TMCR) guidance (TM-86-01J and TO-00-5-3) on the use of commercial data (S1T/BP/Task).  MCM shall be provided in an agreed to, non-proprietary Standard Generalized Markup Language (SGML) digital format and hardcopy and provide all information required to fulfill flight operations (S1T).  Any data needed to support existing Air Force TMs (including crash and recovery technical orders) shall be provided as source data (S1T/BP/TaskMCM shall reflect the final aircraft/mission configuration and operating procedures (S1T/Task).  If operational tests commence prior to aircraft delivery, interim MCM shall be provided 30 days prior to those operational tests (S1T/BP/Task). Digital MCM updates shall occur every 120 days, as required for effected manuals, IAW commercial standards, electronically, utilizing the existing Air Force infrastructure (S1T/BP/Task).  All media shall be printable by government users (S1T/BP).

13.3.1.3 Aircraft Maintenance Manuals Aircraft (AMM) (U)

(U) E-10A Maintenance Manuals shall conform to current unmodified commercial specifications ATA iSpec 2200: Information Standards for Aviation Maintenance (air transport association specifications) and meet existing Air Force TM Contract Requirement (TMCR) guidance (TM-86-01J and TO-00-5-3) on the use of commercial data (S1T). AMM shall be provided in an agreed to, Non - proprietary SGML digital format (S1T/Task).  Any data needed to support existing AF TMs (including crash and recovery technical orders) shall be provided as source data (S1T/Task).  AMM shall reflect the final aircraft configuration and maintenance procedures (S1T). If operational tests commence prior to aircraft delivery, interim AMM shall be provided 30 days prior to those operational tests (S1T/Task). Digital AMM updates shall occur every 120 days, as required for effected manuals, IAW commercial standards, electronically, utilizing the existing Air Force infrastructures (S1T). All media shall be printable by government users (S1T). Wiring Diagrams shall be delivered in both digital and hard copy (S1T). Wiring diagrams for the aircraft systems and subsystems shall conform to Wiring Information Navigator (WIN) and include (S1T/Task): 

1. (U) Tabular data from Boeing’s wires database containing data about equipment, wires, and various connections for each aircraft configuration. All media shall be printable by government users.

2. (U) Wiring Diagrams - Point-to-point interconnection diagrams for aircraft subsystems, showing wiring between equipment units. 

3. (U) Schematic Diagrams - Functional relationship of equipment within an aircraft subsystem, and used for subsystem troubleshooting. 

4. (U) Equipment Location Diagrams - Graphical depiction of equipment location on   aircraft to include PME.   

5. (U) Wire Harness Location Diagrams - Graphical depiction of wire harnesses on   aircraft to include PME.

13.3.1.4 Prime Mission Equipment (PME) Maintenance Manuals (U)

(U) PME Maintenance Manuals shall conform to current unmodified commercial specifications ATA iSpec 2200: Information Standards for Aviation Maintenance (air transport association specifications) and meet existing Air Force TM Contract Requirement TMCR) guidance (TM-86-01J and TO-00-5-3) (S1T/BP). PME Manuals shall be provided in an agreed to, Non-proprietary SGML digital format (S1T/BP/Task).  Digital TM updates shall occur every 120 days, as required for effected manuals, IAW commercial standards electronically utilizing Air Force infrastructure (S1T/BP/Task).

13.3.1.5 Technical Manual Graphics (U)

(U) All graphics for E-10A manuals must comply with AF guidance on TM graphic delivery. Acceptable formats are: a) CALS group 4 Raster; b) CGM level 1-4 Vector Graphics.

13.3.2 TM Delivery Media  (U)

(U) TM delivery media shall be provided in an agreed to, non-proprietary digital Standard Generalized Markup Language (SGML) format (S1T/BP/Task). All media shall be printable by the government user (S1T/BP).

13.4 Engineering Data (U)

(U) Engineering data shall provide trace ability to the final (as-built) configuration (S1T/BP).  Engineering data shall conform to AFI 21-403, AF Drawing 9579776E, and MIL-DTL-31000A for Engineering and Manufacturing Development aircraft and for all subsequent aircraft produced (S1T/BP).  All data developed during and subsequent to Low Rate Initial Production shall conform to AFI 21-403, AF Drawing 9579776E, and MIL-DTL-31000A (S1T/BP). The system shall provide online access to all engineering data; i.e., all engineering data/drawings developed to modify the aircraft to its delivered configuration (S1T/BP). The data shall be maintained and stored by the contractor and be made accessible to government personnel and government authorized contractor personnel (S1T/BP).  This data shall describe the commercial airframe as well as Air Force contracted modifications and PME (S1T/BP).  The system shall require the establishment of a configuration control process to maintain FAA type certification for any changes to as delivered aircraft (S1T/BP/Task). 

13.5 Transportation (U)

13.5.1 Packaging, Handling, Storage, and Transportation (PHST)  (U)

(U) The system shall utilize packaging and methods of preservation that protect material against environmentally induced corrosion, physical and mechanical damage and other forms of degradation during storage, multiple handling and shipment associated with the military and commercial distribution system (S1T/BP). The contractor shall establish and preserve the aircraft and equipment against environmental degration during modification or long term storage awaiting (S1T/BP/Task).

13.6 Computer Resources Support (U)

(U) Computer resources will consist of all computer hardware and software necessary to fulfill mission requirements including the hardware and software associated with aircraft avionics systems, mission planning systems, cargo load planning, support equipment, data collection equipment.  

13.6.1 Software Support (U)

(U) Software support will be organic or contractor support. Detailed software support functions, responsibilities, and processes shall be detailed in the system Software Life-Cycle Management Plan (S1T/BP).

13.6.1.1 Organizational Level Software Support (U)

(U) Organizational Level software support shall be limited to use of fault isolation/ detection software (BIT), installation of version upgrades in accordance with Time Compliance Tech Orders (TCTOs)/commercial equivalent as applicable, and uploading or downloading of data elements if required (S1T/BP).

13.6.1.2 Aircraft Commercial Software Support (U)

 (U) Aircraft Commercial software shall be managed and controlled by software version part number (S1T/Task).

13.6.1.3 Mission Software Support (U) 

(U) Mission software shall be managed and controlled by Computer Program Identification Numbers (CPIN) (S1T/Task). 

13.7 Spares and Provisioning (U)

(U) To ensure a minimal mobility footprint, an aircraft support deployment kit (containing all equipment that would not normally be available at a FOL and is necessary to maintain and operate the aircraft in support of a continuous 24 hour orbit for 30 days) shall be transportable on one C-17 aircraft (S1T/BP).

(U) The E-10A System, when deployed in a fully mission-capable configuration, shall have a 90% probability of completing three 12-hour missions at or above the E-10A APLs using only spares, support equipment, and personnel carried by the E-10A platform (S1T/BP).

13.7.1 Supply Support (U)

(U) A Readiness Spares Package capable of supporting the system for a period of not less than thirty days shall be provided (S1T/BP/Task).

13.7.2 Supply Rate (U)

(U) The system shall be established for shipping mission critical aircraft parts (MICAP) and aircraft on ground (AOG) parts to any location worldwide, and must meet the following parameters for CONUS deliveries:  24 hours (S1T) from notification of need to delivery of parts to aircraft, 12 hours desired (S1O).  For OCONUS deliveries:  48 hours (S1T) from notification of need to delivery of parts to aircraft, 24 hours desired (S1O).  If the supply point cannot deliver parts to an austere deployed location, the parts will be delivered to an alternate, AF-specified location within the threshold time limits listed above.

13.7.3 Primary Mission Equipment (PME) Spares (U)

(U) PME and modified Aircraft spares shall be stock listed and supported through the Standard Base Supply System (SBSS) (S1T/BP/Task). 

13.7.4 Aircraft Spares (U)

(U) A recommended list of aircraft and Prime mission Equipment (PME) spares shall be provided (S1T/BP/Task).

14 Training (U) 

(U) Training shall be conducted through, but not limited to, an integrated approach of academic sessions, Interactive Courseware (ICW) sessions, training device sessions, and flying training (S1T /BP).  Training shall be conducted IAW approved standards to provide the best trained, proficient, crewmember to assume responsibilities as a fully qualified combat ready crewmember (S1T/BP).  Mastery of the required learning objectives shall be measured by written tests and practical evaluations in the applicable training device (S1T/BP).  Training shall consist of Initial Qualification Training (IQT), Mission Qualification Training (MQT), Continuation Training (CT), Upgrade Training (UGT), Difference Training (DT), and Instrument Refresher Course (IRC) phases (S1T/BP).  .

(U) The E-10A Flight Crew, Mission Crew and Maintenance Crew training programs, training devices and training systems shall be customer driven, and satisfy all performance, criteria, and conditional requirements for Initial Qualification Training, Mission Qualification Training, Continuation Training, and Upgrade Training for all E-10A platform flight crew, maintenance crew and mission crew personnel, using a performance, criteria, and conditional requirements based curriculum validated by HQ ACC/DOYA (S1T/BP). 

(U) The Flight Crew Training System (FTS), Mission Crew Trainer (MCT) and Maintenance Training Systems (MTS) design and development programs shall be integrated with the aircraft system design and development effort, utilizing a partnership between government and contractor personnel (S1T/BP). This partnership shall analyze, define, develop, and produce a customer driven system(s), and shall acquire, operate and maintain the instructional system(s) required to train and certify E-10A flight crew, mission crew and maintenance personnel (S1T/BP/Task).  The MCT (on the ground) shall utilize the Single Software Baseline that is developed to satisfy TRD requirements for operation in the E-10A aircraft (S1T/BF). The MTS shall utilize the Single Software Baseline in order to simulate failures via software parameters that are affected by hardware malfunctions (S1T/BF).

(U) A Training Systems Requirements Analysis (TSRA)/Business Case Analysis shall be conducted to design and develop customer driven training systems (S1T/BP/Task).  The TSRA shall include as a minimum: Commercial only, Government only and Commercial /Organic Mix programs (S1T), and lease, buy, and fee for service, training and facility alternatives (S1T/BP).  The TSRA shall determine the most effective training system management (contractor operated, organic training, or combination of both) and acquisition strategy (fee-for-services or Air Force ownership) (S1T/BP). 

Flight Crew Training (U)

14.1.1 Test Aircraft Flight Crew  Training (U)

(U) The contractor shall train an initial cadre of Government and government representative test support flight crew personnel 90 days prior to test aircraft delivery to PME integration facility (S1T/BP/Tast).

14.1.2 Operational Flight Crew Training (U)

(U) An integrated Flight Training System (FTS) shall be customer driven, replicate the current aircraft configuration, and maintain concurrency with future modifications (S1T).  The FTS shall provide an “off-aircraft” capability to train and certify Flight Crew personnel and to maintain Initial Qualification Training, Mission Qualification Training, Continuation Training, and Upgrade Training programs (S1T).  The FTS shall include not only position-specific tasks and duties, but also successfully teach and certify each student on his or her responsibilities as a fully integrated member of an E-10A flight crew under actual conditions (S1T).

(U)  The Flight Crew Training System (ATS) shall utilize FAA level D simulators as defined in FAA AC-120-40B (or later amendment), and FAA level 6 training devices as defined in FAA AC-120-45A (or later amendment) (S1T).  Each co-located flight and mission simulator shall be linked to allow integrated flight crew training (S1T)
(U) The E-10A air vehicle contractor shall provide a complete set of E-10A Aerodynamic and Engines data package required for FAA level D simulator certification (S1T/Task).  The data package shall include the full spectrum of the E-10A ground and flight envelope, to include taxi, takeoff, climb, cruise, air refuel, descend, and landing (S1T/Task). 
(U) Deployment of the FTS shall precede the deployment of the aircraft (S1T).  The ATS and training devices shall be ready for training 120 days (S1T), 180 days (S1O) prior to the first operational aircraft delivery.  All aircrew training devices will be certified (SIMCERT) as suitable for training by 29TSS/TSB.

Mission Crew Training (U)

14.2.1 Test Aircraft Mission Crew Training (U)

(U) The contractor shall train an initial cadre of Government and government representative test support mission crew 90 days prior to test aircraft delivery to PME integration facility (S1T/BP/Task).

14.2.2 Operational Mission Crew Training (U) 

(U) An integrated MCT shall be customer driven, and shall replicate the current aircraft configuration and shall maintain concurrency with future modifications (S1T/BF/Task).  

(U) The MCT shall provide an “off-aircraft” capability to train and certify Mission Crew personnel and to maintain Initial Training, Qualification Training, Continuation Training, and Upgrade Training programs (S1T/BF/Task).

(U)  The MCT shall include not only position-specific tasks and duties, but shall also successfully teach and certify each student on his or her responsibilities as a fully integrated member of an E-10A mission crew under actual conditions (S1T/BF/Task). The MCT shall provide a complete complement of Operator Work Stations (OWS) with corresponding Communications suites, and an Instructors Work Station (IWS) for monitoring students progress and to provide the instructor with the option of changing mission scenarios during training exercises (S1T/BF). The MCT shall have the capacity and capability of providing training for a single student practicing isolated tasks or procedures, to a full mission crew operational mission rehearsal (S1T/BF).   The MCT shall be Air Force Distributed Mission Training (DMT) system compliant and capable (S1T/BF).  The MCT shall include the software and hardware to build scenarios, provide interfaces for external connectivity, and take part in multi-platform DMT training (S1T/BF). 

(U) The fully installed, operational and accepted MCT shall be ready for training 120 days prior to the delivery of the first fully operational aircraft delivery (S1T/BF).

 (U) Maintenance Training (U)

14.1.1 Test Aircraft Maintenance Training (U)

(U)The contractor shall train an initial cadre of Government and government representative test support and maintenance personnel 90 days prior to test aircraft delivery to PME integration facility (S1T/BP/Task).  Government personnel and government representative shall have access, on a non-interference basis as dictated by the modification and test schedule, to the test aircraft for the purpose of gaining hands-on experience on basic aircraft systems; evaluation of maintenance manuals, and MTS development while the aircraft is at the integration facility (S1T/BP).  Government and government representative maintenance personnel will participate with the contractor during routine maintenance while test aircraft is located at PME integration facility (S1O).

14.1.2 Maintenance Training System (MTS) (U)

(U) The MTS development programs shall be integrated with the aircraft system development effort using government and contractor personnel to analyze, define, develop, produce, acquire, operate and maintain the instructional system required to train maintenance personnel (S1T/BP).  A Training Systems Requirements Analysis (TSRA)/Business Case Analysis/Cost Benefit Analysis will be conducted to determine the most effective training system (contractor operated, organic training, or combination of both) and acquisition strategy (fee-for-services or Air Force ownership) (S1T/BP/Task).  The MTS shall guarantee maintenance certification and performance of graduating students to the gaining unit (S1T/BP).  The MTS shall replicate the current aircraft configuration to provide an “off-aircraft” capability to train and certify all 3, 5, and 7 skill level trainees, on all user specified tasks, at each main operating base (MOB) (S1T).  Maintenance personnel graduating from initial and user specified recurring courses must meet established standard for each skill level (S1T/BP).  Certification levels and standards are defined in part II, Section A, of the Career Field Education and Training Plan.  The MTS shall be fielded 180 days before the first production aircraft delivery (S1T/BP).

14.2 Simulation for Training (U)

(U) The E-10A shall include an onboard training capability for live, simulated, and sim-over-live environments (S1T/BF). The E-10A shall also include an off-board interface with a real time simulation in a manner that is compliant with the High Level Architecture Technical Specification, IEEE Standard 1516, September 2000 (S1O/BF). 

15 Safety (U)

(U) The safety program execution and hazard analysis process for the E-10A equipment shall be conducted in accordance with the criteria defined in MIL-STD-882D (S1T/BP/Task). This design safety standard specifies the order of precedence in the hazardous reduction sequence process and defines the acceptable level of risk criteria. The overall design and integration of equipment into the E-10A platform must comply with FAA certification per Federal Aviation Regulation (FAR) Part 25. 

15.1 Environmental, Safety, and Health (ESH) (U)

15.1.1 Hazardous Materials Management (U)

(U) The Hazardous Materials Management Program for the E-10A shall be conducted using the criteria outlined in National Aerospace Standard (NAS) 411 as a guide (S1T/BP/Task). The hazardous materials management tasking shall be documented with a concerted effort to eliminate and/or reduce the use of hazardous materials through careful selection of materials, or substitution of materials, which are known to be on the Environmental Protection Agency (EPA) list of toxic substances (S1T/BP/Task). EPA listed hazardous materials will only be recommended for incorporation into the system design if there are no cost effective and technically feasible alternatives (material or process) available.
(U) The ESH program for E-10A will integrate the management of ESH impacts and pollution prevention initiatives into the systems engineering process. This process shall include identification of ESH impacts associated with material and process decisions with emphasis on hazardous materials required during the maintenance, operation, and disposal of the system (S1O/BP/Task). The Contractor will minimize the requirements for use of hazardous materials throughout the life cycle of the system including reductions in hazardous materials, source reduction and control technologies, waste treatment, process changes, and demilitarization/disposal methods.  The Contractor shall address the reduction and elimination of all hazardous material where possible in the system life cycle (S1O/BP/Task). 

(U) The Contractor will make all environmental data developed for the E-10A available to the Government on the Data Accession List via LiveLink. 

15.1.2 Ozone Depleting Substances (U)

(U) The design, selection or integration of the E-10A equipment shall not specify Class I or Class II Ozone Depleting Substances (ODS) (S1O/BP). A continuous effort to reduce and/or eliminate the use of Class I and II ODS will be a primary objective on the E-10A whenever economically and technically feasible alternatives are available. The contractor will notify the Government if a system requirement can only be met by the use of a Class I or II ODS. The Contractor will apply for approval to use the Class I or II ODS in accordance with Air Force procedures. A copy of the approval document will be maintained in the contract file. 

15.1.3 Equipment Safety (U)

(U) The E-10A equipment, to include all ground and system support equipment, shall be designed or selected or integrated to minimize the potential for injury to personnel and/or damage to equipment during installation, setup, teardown, and maintenance (S1T/BP). Industry consensus standards will be used as guidance for the selection and integration of equipment into the E-10A platform (i.e., FAA, ANSI, IEEE, CFR, NFPA, NEC, SAE, etc.). The integration of equipment will contain safety features that minimize the potential for hazards to both personnel and the equipment itself, MIL-HDBK-454A and MIL-STD-1472 provide design guidelines for personnel and equipment safety. 

15.1.4 Electrical Safety (U)

(U) Electrical system integration and power distribution for the E-10A equipment shall be designed using SAE AS50881A and/or FAA wiring practices when determining specific design requirements for wire size, chafing, layout and markings (S1T/BP).

15.1.5 Operation and Maintenance Safety (U)

(U) Maintenance of the E-10A equipment will be conducted in accordance with approved FAA maintenance procedures. The integrated E-10A equipment shall include safety provisions to eliminate and/or control Category 1 and 2 hazards to operating and maintenance personnel during normal operations and maintenance activities (S1T/BP). Safety provisions will be affixed to the basic equipment or will consist of support equipment necessary to reduce the level of severity of injury to personnel. Special procedures and training will be used in conjunction with the established equipment safety provisions. Procedures implemented and maintenance activities conducted will meet the intent of 29 Code of Federal Regulations (CFR) 1910 for safety of personnel. 
15.1.6 Safety Interlocks (U)

(U) Hardware safety interlocks, safety pins, and/or deadman switches shall be provided when necessary to preclude hazards to personnel during operation and maintenance activities where personnel access and/or exposure to a hazardous event may occur (S1T/BP). Where interlocks must be overridden to perform specific tests or maintenance, they shall be designed such that a two-step process is required in order to override the safety system (S1T/BP).  Interlocks shall not be capable of remaining in an overridden state once the system is restored to its normal operating mode (S1T/BP). 

15.1.7 Emission Inhibit Capabilities (U)

(U) The equipment shall contain features that allow the operator to fully control its emissions capability and to inhibit emissions whenever necessary, to include safety critical events (S1O/BP). 

15.1.8 Explosive Hazard (U)

(U) The equipment shall meet the requirements for Hazards of Electromagnetic Radiation to Electro-Explosive Devices (EED) of AFMAN 91-201, Explosive Safety Standards, to ensure non-interference with onboard pyrotechnic equipment (S1T/BP). The equipment shall be designed and/or integrated such that it does not pose a hazard of Electromagnetic Radiation to Fuel (HERF) (S1T/BP). The installed aircraft large antenna radome cavity shall be free of and prevent accumulating fumes which could cause an explosion (S1T).

15.1.9 Radome Pressure Differential (U)

(U) Pressure differentials of the aircraft large antenna radome due to altitude changes shall be equalized to ambient pressure such that no detrimental loads are imposed upon the radome during an emergency descent or rapid decompressions (S1T). 

15.1.10  Radiation Safety (U)

(U) Control of non-ionizing radiation shall be conducted in accordance with 29 CFR 1910.97 for Non-Ionizing Radiation and IEEE C95.1-1991 for Safety Levels with Respect to Human Exposure to Radio Frequency Electromagnetic Fields (S1T/BP/Task).

15.1.11 System Power-Up Initialization Safety (U)

(U) The equipment shall be designed and/or integrated to perform the power-up sequence while maintaining the system in a safe state (S1T). The design and implementation of hardware and software will include initialization tests to verify that safety critical circuits, functions, and interlocks are operating properly and automatically default to a safe state. The software will provide functionality for a safe orderly shutdown of equipment when a system fault is detected, momentary power interrupt has occurred or when the system detects that a safety critical interlock has failed. 

15.1.12 Software Safety (U)

(U) The Computer Software Configuration Items (CPCI) shall be developed for the E-10A equipment to ensure against contributing to an unsafe condition or a malfunction of a safety system (S1T/BP). Safety related CPCIs shall undergo verification testing and will be assigned a Software Hazard Risk Index (SHRI) in accordance with MIL-STD-882D (S1T/BP/Task). 

16 Verification (U)

16.1 E-10A Communications Test Conditions (U)

(U) The pertinent operational configuration is when all E-10A systems are operating and all operational communications links other than the unit under test are in the transmit mode.  A two-way communications link exists between radios located on the E-10A operating within operational altitude range of 30,000 feet to 42,000 feet and a target communications platform with equivalent radio performance characteristics, located either on the ground or in the air within an altitude region of 200 feet AGL and 50,000 feet MSL, as appropriate.  The ground antenna is assumed to have a 2 dBi gain (in the direction of the airborne user) with the center of the antenna located not more than 3 meters above flat terrain.  The applicable noise environment is defined by CCIR Report 258-3 (or most recent) as the median for rural environments.

16.2 Security Testing (U)

(U) E-10A security requirements will be verified under both benign and hostile conditions, using real data and interfaces under expected stress load conditions.  Testing will verify that the security mechanisms have been implemented, are correctly configured and are functioning properly.  Testing will also demonstrate that users are adequately trained in the use of the security mechanisms, and that all relevant policies and procedures have been documented.  Verification activities will include certification and accreditation (C&A) testing as well as ad hoc testing and penetration testing.

16.3 Capability Maturity Model Integrated (CMMI) Testing (U)

(U) E-10A CMMI/CMM level requirements will be verified by an independent assessment team.  All contractor and subcontractor teams developing software for E-10A will be included in the assessments.  The first assessment must occur no later than 1 month after the E-10A SRR.  .  If the initial assessment shows members of the team performing at less than CMMI/CMM level 3,  annual independent reassessments will occur until all members of the team are at level 3 or better.  Once all members of the team are assessed at level 3 or better,  independent assessments will be performed at least once every 24 months for the period of contract performance.

16.4 Single Software Baseline (SSB) Testing (U)

(U) Testing shall be performed to verify that the unmodified E-10A Single Software Baseline (SSB) operates in the MCT , the Maintenance Trainer,and in the stand-alone Sensor and C2 Planning element (on the ground), and meets their respective specification requirements. 

16.5 Data Link Testing (U) 

(U) There are dozens of interfacing nodes for MC2A as described in Appendix B and MC2A OV-2 Architecture.  However, there is a smaller sample (5-10) of data format types that service all the nodes.  While it is desirable to perform testing will each node to ensure interoperability, it is not practical or cost–effective for the contractor to perform test cases with all systems.  It is reasonable to expect the contractor to perform system level testing with each of the data format types and actual COMM equipment.

(U) While interoperability remains a system level requirement, testing can be accomplished using a limited number of real assets.  The more significant testing will be lab-based testing using Government approved simulators and emulators.  For example, an approved Link 16 simulator, like the JTIDS Test Device, can be used to simulate all nodes that communicate with MC2A over LOS JTIDS.  While this is not 100% verification, it is a very cost-effective and a reasonable approach.  

(U) Test assets will have to be defined for each data link represented on MC2A.  The test assets will be selected for ease of use, conformance to standards and robustness of the simulator/emulators.  

(U) Where practical, the MC2A System Level Tests will include a small sample of real assets for interoperability testing.  Once verified for the sample, the assumption will be similar success with other nodes communicating on the same data link with similar information.

17 E-10A Style Guide Outline and Framework (U)

17.1 Introduction (U)

(U) The E-10A Style Guide is a joint effort by the government and the E-10A contractor to establish commonality among the E-10A interfaces.  The E-10A Style Guide is intended to guide the design of all E-10A interfaces that are built by the contractor: It is not intended to imply the redesign of the standard operator interfaces of the commercial 767-400ER. This section provides the initial guidance for the E-10A Style Guide. The Contractor will use this guidance to create the Government approved style guide.

17.2 Display and Display Element Sizes (U)

(U) Due to vibration on the airborne platform, the size of E-10A displays and display elements (such as icons, character sizes, and window borders) are up to 25% larger than display elements of comparable ground-based capabilities. The exact percentage of size increase is to be determined through usability testing,

(U) In cases where 25% larger displays and display elements do not sufficiently attenuate performance degradation due to vibration during flight, the sensitivity of controls is reduced to further attenuate the effects of vibration.

17.3 Information Coding (U)

17.3.1 Color (U)

(U) If the application uses color to impart meaning, color serves as a redundant code with another attribute of the object (e.g., shape or text) and is not the sole basis for coding.  If the application uses color to indicate threat status, it does so in accordance with applicable military standards (e.g., red represents a hostile threat). 

17.3.2 Reverse Video (U)

(U) Reverse video is used to indicate that an object has been selected and is therefore not used to code application-specific information. 

17.3.3 Size and Shape (U)

(U) Size coding, is limited to five or less different sizes.

(U) Shape coding is limited to five or less shapes.  Simple geometric shapes (e.g., circle, triangle, square) are used, with color and detail added only as required for users to identify the meaning assigned to the shape. 

17.3.4 Flashing (U)

(U)Flashing is used only to display urgent information.  No more than two levels of flashing are used.  If one level is used, the flash rate is 3-5 Hz with equal on/off intervals; if two levels are used, the flash rate of the second level sis 1-2 Hz, with equal on/off intervals.  When flashing is applied to a displayed item, a flashing symbol is used rather than flashing the text itself.  Users are always able to acknowledge the event causing the flashing and suppress it.

17.4 Visualization (U)

17.4.1 MTI (U)

(U) Operators are able to scale, size or change the luminance of MTI detections to assist with operator visualization.

(U) The capability to designate a faded intensity for older detections of the historical MTI trail is provided to help determine the most recent detection location.
17.4.2 Track (U)

(U) The operator is able to selectively display tracks.  The operator display can be automatically aligned to TAI/NAIs, track production areas, AORs or other volumes defined in the ATO or by the command section of the system.

(U) The operator can optionally display track error ellipses and/or color code tracks to indicate track quality.

17.5 Text Information(U)

17.5.1 Font Attributes (U)

(U) Sans serif font of sufficient thickness and size to be readable when users are seated at a normal viewing distance from the screen is used.  Minimum, character height is 1/200 of viewing distance.

17.5.2 Grammar and Wording (U)_

(U) All interfaces use terminology that is familiar to trained users. 

(U)The application presents text in mixed case, following standard capitalization rules.  Upper-case letters are used for acronyms, abbreviations and for emphasis.  Arabic numerals are used when information is numbered.

17.5.3 Acronyms and Abbreviations (U)

(U) The application uses acronyms and abbreviations only when they are significantly shorter than the full word and are commonly understood by trained users.

17.5.4 Date and Time Formats (U)

(U) Date is displayed as YYYYMMDD, where YYYY is the year, MM is the month, and DD is the day. Time is displayed as HHMM[SS]Z, where HH is the hour of a 24-hour day, MM is the minute, SS (optional) is the second, and Z is the time zone (Zulu is the default).

17.6 Labels (U)

(U) Labels for display entities such as tracks, and other point features are configured so as to avoid overlaying other points or labels using a method that is at least as effective as the one found in “Three Rules Suffice for Good Label Placement” located at http://www.math-inf.uni-greifswald.de/map-labeling/papers/wwks-3rsgl-01.pdf.

17.7 Filtering (U)

(U) Where individual operators are able to filter display items, filtering parameters are individually settable, on a per window/area view basis.  The list of filtering parameters includes:

· (U) Geographic areas to include Focused Surveillance Areas (FSAs)

· (U) Georgraphic Areas to include Point Surveillance Areas (PSAs)

· (U) Track quality 

· (U) Track physical extent (length or width)

· (U) Detection areal density

· (U) Course and heading

· (U) Number of tracks

· (U) Automatically initiated tracks

· (U) Manually initiated tracks 

· (U) Tracks type (air, ground, maritime, TBM) 

· (U) Minimum and maximum speed

· (U) Inbound and outbound directionality

· (U) Road constrained or off-road tracks 

· (U) Stationary rotators (mobile or fixed radar sites) as well as low/slow flyers

· (U) Track constrained or unconstrained modes 

· (U) Wheeled, tracked rotary-wing, or other entity classifications

· (U) IDs

· (U) Tentative and/or confirmed tracks 

· (U) Tracks designated TCTs

· (U) Engaged hostile tracks

· (U) Sensor Sources

· (U) Blue and red order of battle 

· (U) Neutral or coalition or unknown, air, and ground order of battle

· (U) Activity (per MIL-STD-6016B, DFI 752)

· (U) Platform type (per MIL-STD-6016B, DFI 1802)

· (U) Route of approach

· (U) Route of egress

· (U) Weapon

· (U) Minimum target length

17.8 Data Entry (U)

(U) The E-10A user interfaces provide prompts for cases where the operator must provide parametric data or “fill in the blank” information,.  The system allows the operator to correct data entry and/or action entry errors before completing the action by allowing the operator to change only the erroneous information without having to re-enter correct information.  

17.9 Windows (U)

(U) E-10A windows consist of a frame for accessing window management functions and a client area for displaying information and interacting with users.  The window frame includes a title bar, Close button, Maximize button and Minimize button.  The Close button is displayed at the right edge of the title bar.  The Minimize and Maximize buttons, are displayed to the left of the Close button

17.10 Map Windows (U)

(U) E-10A map windows include a menu bar, toolbar, status bar and map area.  The menu bar provides access to basic map display and manipulation functions and to application-specific map accessories (e.g., tactical decision aids, terrain analysis tools) that address mission requirements. Redundant access to frequently executed map functions is provided in the toolbar.  The status bar presents map messages (e.g., feedback during map redraw) and displays map information such as map center, coordinates, and width.  The status bar can also display the coordinates of the pointer position when it is on the map. 

(U)The map area consists of a series of layers containing a map background and one or more overlays. The map background contains the map itself and may also include features such as country boundaries, cities, rivers, and bridges that are attributes of the map.  Each overlay contains a collection of map objects specified by the user.  These objects include (1) tactical symbology representing entities such as ships, aircraft, or equipment, (2) user-defined map features, (3) tactical graphics such as points of interest, fortified areas, and minefields, and (4) drawn graphics such as circles, rectangles, and lines.

17.11 Menus (U)

17.11.1 Pull-Down Menus (U)

(U) E-10A pull-down menus consist of a title and a set of options from which users choose.  The title describes the category or type of options presented in the menu.  The title does not appear as an option in the menu itself.   The title is a single word whenever possible.  The first letter of each word is capitalized, except for prepositions and articles. Acronyms are capitalized.  The title does not contain numbers and is not followed by an ellipsis or a right-pointing arrow.

17.11.2 Pop-Up Menus (U)

(U) E-10A pop-up menus contain options that provide redundant access to frequently executed actions in a window.

17.12 Pointing Devices (U)

17.12.1 Pointer Shapes (U)

(U) Pointer shapes provide feedback about the pointer function.  The upper-left-pointing arrow is the general-purpose pointer for object selection in most windows.

17.12.2 Pointing Device Buttons (U)

(U) The left button on the pointing device is used to select and transfer objects.  The right button on the pointing device is used to display pop-up menus.

17.13 Error Safeguards (U)

(U) E-10A applications provide error checking and feedback for invalid entries.  Default states do not result in destructive action if implemented by the operator.  Confirmation is required before taking any potentially destructive actions.  
(U) Each capability provides a means for the operator to undo at least the last action unless there is a compelling operational or technical reason for excluding an undo capability.  Where an undo capability is not available, irreversible actions are clearly labeled as such. 

(U) The E-10A interfaces disable input when an application is temporarily unavailable to avoid the storing and execution of inputs when the application becomes available again.

17.14 Alarms, Alerts and Advisories (U)

(U) Alarm, alert, and advisory messages indicate specific information about the condition detected. A more detailed description of the condition generating the alarm, alert or advisory message is accessible by the user.  Multiple alerts are sorted according to importance first and then time.  When multiple alerts are present, all are clearly viewable.  A single user action allows qualified users to acknowledge and cease alarms, alerts and advisories.

17.15 Automation (U)

(U) Automated functions are provided in cases where any one or any combination of the following can be gained by automation: overall effectiveness, efficiency, reliability, simplicity, economy, and system safety.  The interface of partially or fully automated capabilities facilitate the involvement of the human operator in ongoing operations, keep the operator appropriately informed to maintain situational awareness and allow the operator to override automation at any time.  Only automated functions that are reliable and predictable are employed.

Appendix A:  ACRONYMS

	Acronym
	Meaning

	AAA
	Anti-Aircraft Artillery

	ABCCC
	Airborne Battlefield Command & Control Center

	ABP
	Air Battle Plan

	ABM
	Airborne Battle Management

	ACDL
	Advanced Common Data Link

	ACE
	Airborne Command Element

	ACM
	Airspace Control Measures

	ACO
	Airspace Control Order

	ACRM
	Aircraft Collection Requirements Message 

	ADP
	Air Defense Plan

	ADS-A
	Automatic Dependent Surveillance Addressed

	AEHF
	Advanced Extra High Frequency

	AFAPD
	Air Force Applications Programs Development

	AGC
	Assumption, Guideline, and Comments

	ALDT
	Administrative Logistic Down Time

	ALE
	Automatic Link Establishment

	AMTI
	Airborne Moving Target Indicator

	AOB
	Air Order of Battle

	AOC
	Air Operations Center

	AODB
	Air Operations Data Base

	AOI
	Area of Interest

	AOR
	Area of Responsibility

	ARGUS
	Advanced Remote Ground Unattended Sensor

	ASOC
	Air Support Operations Center

	ATACMS
	Army Tactical Advanced Conventional Munitions System

	ATC
	Air Traffic Control

	ATC
	Automatic Target Cueing

	ATN
	Aeronautical Telecommunications Network

	ATO
	Air Tasking Order

	ATR
	Automatic Target Recognition

	ATOS
	Actual Time On Station

	AWACS
	Airborne Warning and Control System

	AWT
	Advanced Wideband Terminal 

	BDA
	Battle Damage Assessment

	BEAM
	Bandwidth Efficient Advanced Modulation

	BIT/BITE
	Built-In-Test/ Built-In-Test Equipment

	BLOS
	Beyond Line-of-Sight

	BMC2
	Battle Management, Command, Control, Communications, Computers, and Intelligence

	C2
	Command and Control

	C2C
	Command and Control Constellation

	C2ISR
	Command, Control, Intelligence, Surveillance, and Reconnaissance

	C4I
	Command, Control, Communications, Computers, and Intelligence

	CADRG
	Compressed ARC Digitized Raster Graphics

	CAIV
	Cost As an Independent Variable

	CANTCO
	Can’t Comply

	CAS
	Close Air Support

	CASAS
	Centralized Aircraft Survivability Assessment System

	CDL
	Common Data Link

	CEP
	Circular Error Probable

	CIB
	Controlled Image Base

	CID
	Combat Identification

	CII 
	Common Information Infrastructure 

	CMF
	Communications Management Function

	CMM
	Capability Maturity Model

	CMMI
	Capability Maturity Model Integrated

	CNIB
	Continuous Non-Intrusive Background BIT

	COA
	Course of Action 

	COMINT
	Communications Intelligence

	COMSEC
	Communications Security

	CONUS
	Continental United States

	COP
	Common Operational Picture

	CPDLC
	Controller-Pilot Data Link Communications

	CPM
	Continuous Phase Modulation

	CPOD
	Communications Plan of the Day

	CSAR
	Combat Search and Rescue

	CSEL
	Combat Survivor Evader Locator

	D
	Degrees

	DAL
	Defended Asset List

	DAMA 
	Demand Assigned Multiple Access

	DASA
	Demand Assigned Single Access

	DCGS
	Distributed Common Ground Station

	DHCP
	Dynamic Host Configuration Protocol

	DII COE
	Defense Information Infrastructure Common Operating Environment

	DIS
	Distributed Interactive Simulation

	DLRP
	Data Link Reference Point

	DMPI
	Desired Mean Point of Impact

	DMS
	Defense Messaging Service

	DNS
	Domain Name System

	DoD JTA
	DoD Joint Technical Architecture 

	DoD XML Registry
	DISA Web Site

	DPPDB
	Digital Point Positioning Data Base

	DTED
	Digital Terrain Elevation Data

	DTG
	Date Time Group

	E
	East

	E-10A
	Multimission Command and Control Aircraft

	EAM
	Emergency Action Message

	EED
	Electro-Explosive Device

	EMC
	Electromagnetic Compatibility

	EEI
	Essential Element of Information

	EIRP
	Equivalent Isotropic Radiated Power

	EMI
	Electromagnetic Interference

	EMP
	Electromagnetic Pulse

	EO
	Electro-Optical

	EPA
	Environmental Protection Agency

	ES&H
	Environmental Safety and Health

	ESM
	Electronic Support Measures

	ETOS
	Effective Time On Station

	ETP
	Extended Tether Program

	FAA
	Federal Aviation Administration

	FAB-T
	Family of Advanced Beyond Line-of-Sight Terminals

	FEMA
	Federal Emergency Management Agency

	FFA
	Fraction of False Alarm

	FMS
	Flight Management System

	FOL
	Forward Operating Location

	FPM
	Flight Performance Module

	FSA
	Focussed Surveillance Area

	FTI
	Fixed Target Indicator

	FTP
	File Transfer Protocol

	G/T
	Gain to Noise Temperature Ratio

	GBS
	Global Broadcasting Services

	GCCS
	Global Command and Control System

	GEOREF
	Geopositional Reference

	GI&S
	Geo-spatial Information and Services

	GIF
	Graphic Interchange Format

	GIS
	Geo-spatial Information System

	GML
	Geography Markup Language

	GMTI
	Ground Moving Target Indicator

	GOB
	Ground Order of Battle

	GPS
	Global Positioning System

	GRCA
	Ground Reference Coverage Area 

	GTACS
	Ground Theater Air Control System

	HEMP
	High-Altitude Electromagnetic Pulse

	HERF
	Hazard of Electromagnetic Radiation to Fuel

	HERO
	Hazards of Electromagnetic Radiation to Ordnance

	HERP
	Hazard of Electromagnetic Radiation to Personnel

	HLA
	High Level Architecture

	HRR
	High Range Resolution

	hrs
	Hours

	HTTP
	Hyper-Text Transfer Protocol

	HTTPS
	Hyper-Text Transfer Protocol Secure

	Hz
	Hertz

	IA
	Information Assurance

	IADS
	Integrated Air Defense System

	IAW
	in accordance with

	IBS
	Integrated Broadcast Service

	ICAO
	International Civil Aviation Organization

	ICMP
	Internet Control Message Protocol

	ID
	Identification

	IDBO
	Identification by Origin

	IDM
	Improved Data Modem

	IFF
	Identification Friend or Foe

	IL
	Inbound Link

	IM
	Information Management

	IMAP
	Internet Message Access Protocol

	IMAP4
	Internet Message Access Protocol 4

	IMINT
	Imagery Intelligence

	INMARSAT
	International Maritime Satellite

	IP
	Internet Protocol

	IPB
	Intelligence Preparation of the Battlespace

	IRIS
	Integrated Reconnaissance Intelligence System

	iSMART
	Interoperable Systems Management and Requirements Transformation

	ISR
	Intelligence, Surveillance, and Reconnaissance

	IT
	Internet Transport

	ITD
	Interim Terrain Data

	JAG
	Judge Advocate General

	JAWS
	JMEM Air-to-surface Weaponeering System

	JDBC
	JAVA Data Base Connectivity

	JDP
	Joint Defensive Planner

	JFACC
	Joint Forces Air Component Commander

	JFC
	Joint Force Commander

	JFIF
	JPEG File Interchange Format

	JMEM
	Joint Munitions Effectiveness Manual

	JMPE
	Joint Mission Planning Environment

	JMPS
	Joint Mission Planning System

	JPEG
	Joint Photographic Experts Group

	JRE
	Joint Range Extension

	JREAP
	Joint Range Extension Application Protocol

	JSRCC
	Joint Search and Rescue Coordination Center

	JTA
	Joint Technical Architecture

	JTIDS
	Joint Tactical Information Distribution System

	JTRS
	Joint Tactical Radio System

	JVMF
	Joint Variable Message Format

	KMI
	Key Management Infrastructure

	KSLOC
	Thousand Source Lines Of Code

	LAT
	Latitude

	LHCP
	Left Hand Circularly Polarized

	LOC
	Line of Communication

	LONG
	Longitude

	LOS
	Line of Sight

	LRU
	Lowest Replaceable Unit

	LRU
	Line Replaceable Unit

	MAAP
	Master Air Attack Plan

	Mct
	Mean Corrective Maintenance Time

	MDR
	Medium Data Rate

	MELP
	Mixed Excitation Linear Prediction

	MIDB
	Modernized Integrated Data Base

	MISREP
	Mission Report

	MLRS
	Multiple-Launch Rocket System

	Mmaxct
	Maximum Corrective Maintenance Time

	MP-CDL
	Multi-Platform- Common Data Link

	MPEG
	Moving Picture Experts Group

	MPS
	Mission Planning System

	MRR
	Minimum Risk Route

	MRT
	Mean Repair Time

	MSO
	Military Standard Order

	MTBCF
	Mean Time Between Critical Failures

	MTBF
	Mean Time Between Failures

	MTI
	Moving Target Indicator

	MUOS
	Mobile User Objective System

	N
	North

	NAI
	Named Area of Interest

	NAOC
	National Airborne Operations Center

	NATO
	North Atlantic Treaty Organization

	NCDL
	Networked Common Data Link

	NCTR
	NonCooperative Target Recognition

	NFPA
	National Fire Protection Agency

	NFS
	Network File System

	NGIFF
	Next Generation IFF

	NIMA
	National Imagery and Mapping Agency

	NITF
	National Imagery Transmission Format

	NTP
	Network Time Protocol

	OB
	Order of Battle

	ODBC
	Open Data Base Connectivity

	ODO
	Offense Duty Officer

	ODS
	Ozone Depleting Substances

	OL
	Outbound Link

	OSM
	On-board Sensor Management

	OTAR
	Over-the-Air Rekeying

	PBA
	Predictive Battlespace Awareness

	PKI
	Public Key Infrastructure

	PM
	Preventive Maintenance

	PME
	Prime Mission Equipment

	PMI
	Privilege Management Infrastructure

	PNG
	Portable Network Graphics < http://www.libpng.org/pub/png/>

	POL
	Petroleum, Oil, and Lubricants

	POP
	Post Office Protocol

	PPLI
	Precise Participant Location and Identification

	PRI
	Pulse Repetition Interval

	QoS
	Quality of Service

	RCS
	Radar Cross Section

	RF
	Radio Frequency

	RHCP
	Right Hand Circularly Polarized

	ROEs
	Rules of Engagement

	ROIs
	Rules of Identification

	RPF
	Raster Product Format

	RRCA
	Radar Range Coverage Area

	RSR
	Radar Service Requests

	RTCA
	Radio Technical Commission for Aeronautics

	RTIP
	Radar Technology Insertion Program

	S
	Seconds

	S
	South

	SAM
	Surface-to-air-Missile

	SAP
	Special Access Program

	SAR
	Special Access Required

	SAR
	Synthetic Aperture Radar

	SA-TC
	Small Area – Target Classification

	SBPSK
	Shaped Binary Phase Shift Keying 

	SCDL
	Surveillance & Control Data Link

	SCI
	Sensitive Compartmented Information

	SEAD
	Suppression of Enemy Air Defenses

	SIF
	Selective Identification Feature

	SIGINT
	SIGnal INTelligence

	SINAD
	Signal in Noise and Distortion

	SINCGARS
	Single Channel Ground Air Radio System

	SMB
	Server Message Block

	SMTP
	Simple Mail Transfer Protocol

	SNMP
	Simple Network Management Protocol

	SOAP
	Simple Object Access Protocol

	SOC
	Squadron Operations Center

	SOQPSK
	Shaped Offset Quadrature Phase Shift Keying

	SPARTY
	Self Propelled Artillery

	SPECAT
	Special Category

	SPINS
	SPecial INStructions

	SQL
	Structured Querry Language

	SRU
	Shop Replaceable Unit

	STANAG
	NATO Standardized Agreement

	STO
	Special Technical Operations

	STOS
	Scheduled Time On Station

	Syslog
	A freeware Windows Syslog Daemon that receives, logs, displays and forwards Syslog messages from routers, switches, and Unix hosts

	TADIL
	Tactical Digital Information Link

	TAI
	Target Area of Interest

	TBD
	To Be Determined

	TBMCS
	Theater Battle Management Core Systems

	TCDL
	Tactical Common Data Link

	TCP
	Transmission Control Protocol

	TCT
	Time Critical Target

	TEL
	Transportable Erector Launcher

	TIBS
	Tactical Information Broadcast System

	TIFF
	Tagged Image File Format

	TLAM
	Tomahawk Land-Attack Missile

	TM
	Theater Missile

	TMTIm
	Terrestrial Moving Target Imaging

	TOI
	Time of Information

	TOT
	Time on Target

	TRANSEC
	Transmission Security

	TRAP
	Tactical Related Applications Program

	TRD
	Technical Requirements Document

	TTP
	Tactics, Techniques, and Procedures

	UAV
	Unmanned Air Vehicle

	UDDI
	Universal Description and Discovery Interface

	UDP
	User Datagram Protocol 

	UGS
	Unattended Ground Sensors

	UPC
	Unique Planning Component

	UPS
	Universal Polar Stereographic

	USAF
	United States Air Force

	USMTF
	United States Message Text Format

	UTM
	Universal Transverse Mercator

	UML
	Unified Modeling Language

	URL
	Universal Resource Locator

	VDL
	VHF Data Link

	VID
	Visual Identification

	VLAN
	Virtual Local Area Network

	VolP
	Voice Over Internet Protocol

	VOX
	Voice Operated Switch

	VPF
	Vector Product Format

	VSM
	Video System Matrix

	W
	West

	WMD
	Weapon of Mass Destruction

	WOC
	Wing Operations Center

	WSDL
	Web Services Description Language

	XMI
	XML Metadata Interchange

	XML
	Extensible Markup Language


Appendix B. E-10A Interoperability

1. E-10A Interoperability is presented in this two dimensional matrix of Nodes/Systems and high level Information Exchange Requirement (IER).  For purposes of presentation in this Appendix, there are three groups of (10 each) IER Items presented in the rows and six groups of (10 each) Nodes/Systems presented in the columns. The sequence of pages presents all the Nodes (total 57) against the first group of IERs then repeats for each other group of IERs (total 41). 

2. The following codes populate the cells of the matrix:

APAPD:
Air Force Application Program Development Format

CMF:
Common Message Format (IBS data)

J:
 Line of Sight TADIL J

JPEG:
Imagery formatted using Joint Photographic Experts Group Compression standard

JRE:
Beyond Line of Sight TADIL J via Joint Range Extension

VMF:
Joint Variable Message Format

MPEG-2:
Motion Imagery using the MPEG-2 Compression standard

MTF:
Message Text Format including USMTF (MIL-STD-6040), STANAG 5500 and XML-MTF

N/A:
IER Not Applicable within the Threshold Requirements.  Objective Applicability not assessed.

NITF:
National Imagery Transmission Format, Version 2.1, (MIL-STD-2500B)

(R):
Received at E-10A from the Sending Node

S4607:
STANAG 4607, NATO GMTI Format

S4609:
STANAG 4609, NATO Digital Motion Imagery Format

S4545:
STANAG 4545, NATO Secondary Imagery Format

S7023:
STANAG 7023, Air Reconnaissance Primary Imagery Data Format

(T):
Transmitted to the Remote Node from E-10A

WS:
Web Services, e.g., ABI, HTML, SHTML, XML, etc.

Note:  Absence of a (T) or (R) in a cell indicates bidirectional traffic

3. This matrix addresses data formats only.  COMM Pipes are excluded from this matrix.

Appendix B. E-10A Interoperability, IER Group 1, Node Group 1

	Type=
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   ISR

	IER Item/Node/System =
	AOC CAOC
	CRC  (BCS-M)
	 ASOC
	TACP
	AWACS     40/45
	FAC-A
	Space-Strategic Warning C2
	WOC/  EOC
	AFSOC Systems
	Commando Solo

	Air Tracks
	JRE
	J, JRE
	J
	J
	J
	J  (T)
	N/A
	J
	J, JRE (T)
	J, JRE (T)

	AMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Ground Tracks
	JRE (T)
	J, JRE (T)
	J  (T)
	J, VMF, JRE (T)
	J  (T)
	J  (T)
	N/A
	J
	J, JRE (T)
	J, JRE (T)

	GMTI Data
	S4607, (T)
	S4607, (T)
	S4607, (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	S4607 (T)
	N/A

	Info Update Requests
	JRE, VMF, MTF
	J, JRE
	J
	J, JRE
	J
	J
	N/A
	N/A
	J, JRE
	N/A

	Data Deconfliction
	JRE, VMF, MTF
	J, JRE
	J
	J, JRE
	J
	J
	N/A
	N/A
	J, JRE
	N/A

	EW Information
	JRE 
	J, JRE
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	J

	 Text Messages
	JRE, MTF
	J, JRE, MTF
	J
	J, VMF, AFAPD, JRE
	J
	J
	N/A
	J, 
	J, JRE
	J, JRE

	Intel Information
	JRE, MTF
	J, JRE, MTF
	J, MTF
	J, JRE
	J
	J  (T)
	WS (R)
	N/A
	J, JRE, CMF
	J, JRE, CMF

	Non Physical Points, Lines, Areas and Pointers
	JRE, MTF
	J, JRE
	J
	J, VMF, JRE (T)
	J
	J (T)
	N/A
	N/A
	J, JRE
	N/A


Appendix B. E-10A Interoperability, IER Group 1, Node Group 2

	Type=
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR

	IER Item/Node/System =
	MC2A
	AF DCGS
	Rivet Joint
	Compass Call
	Global Hawk
	GH    MCE-LRE
	Predator
	GCS
	SBR GS
	U2

	Air Tracks
	J
	J, JRE
	J  (T)
	J  (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	AMTI Data
	WS
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Ground Tracks
	J
	J, JRE
	J  (T)
	J  (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	GMTI Data
	S4607, 
	S4607
	N/A
	N/A
	S4607, (R)
	S4607, (R)
	N/A
	N/A
	S4607    (R )
	N/A

	Info Update Requests
	J, JRE, VMF, MTF
	J, VMF, MTF
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Data Deconfliction
	J, JRE, VMF, MTF
	J, VMF, MTF
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	EW Information
	J, JRE, MTF
	J, 
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	 Text Messages
	J, MTF
	J, VMF, MTF
	J
	J
	N/A
	 MTF
	N/A
	 MTF
	N/A
	N/A

	Intel Information
	J
	J, VMF, MTF, CMF
	J, CMF
	J  (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Non Physical Points, Lines, Areas and Pointers
	J, JRE 
	J,  , MTF
	J (T)
	J (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 1, Node Group 3

	Type=
	USAF ISR
	USAF ISR
	USAF ISR
	USAF Support
	USAF Weapon
	USAF Weapon
	USAF Weapon
	Joint
	Joint
	Joint

	I

ER Item/Node/System =
	SBIRS (M3P)
	SBIRS Ground Stations
	ARGUS
	Airlifter/ Tanker
	Shooters
	Bomber
	ABL
	SOF
	Nat'l Intel Center
	Weather C2

	Air Tracks
	CMF (R)
	CMF (R)
	N/A
	J, JRE
	J (T)
	J (T)
	J (T)
	N/A
	JRE (T)
	N/A

	AMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Ground Tracks
	N/A
	N/A
	N/A
	J, JRE
	J (T)
	J (T)
	J (T)
	N/A
	JRE (T)
	N/A

	GMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Info Update Requests
	N/A
	N/A
	N/A
	N/A
	J (R)
	J (R)
	N/A
	N/A
	JRE 
	N/A

	Data Deconfliction
	N/A
	N/A
	N/A
	J, JRE
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	EW Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	 Text Messages
	N/A
	N/A
	N/A
	J, JRE
	J
	J, JRE, MTF
	J
	J, JRE
	JRE, MTF
	J, JRE, MTF

	Intel Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	J, JRE
	CMF (R )
	N/A

	Non Physical Points, Lines, Areas and Pointers
	N/A
	N/A
	N/A
	J, JRE
	J (T)
	J, JRE, MTF (T)
	J (T)
	J, JRE
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 1, Node Group 4

	Type=
	Joint
	Joint   ISR
	Joint   ISR
	USA
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA Weapon

	ER Item/Node/System =
	JSRC
	JSTARS
	GPS
	TES
	FCS
	DCGS-A
	ACS 
	Army System
	TUAV
	AH-64D

	Air Tracks
	J,JRE
	J
	N/A
	J
	J (T)
	J
	N/A
	N/A
	N/A
	N/A

	AMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Ground Tracks
	J,JRE
	J
	N/A
	J
	J (T)
	J
	N/A
	N/A
	N/A
	N/A

	GMTI Data
	N/A
	S4607 
	N/A
	S4607
	N/A
	S4607
	S4607, 
	N/A
	S4607, (R)
	S4607 (T)

	Info Update Requests
	J,JRE
	J
	N/A
	J, VMF, MTF
	J, VMF, MTF
	J, VMF, MTF
	N/A
	N/A
	N/A
	N/A

	Data Deconfliction
	J,JRE
	J
	N/A
	J, VMF, MTF
	J, VMF, MTF
	J, VMF, MTF
	N/A
	N/A
	N/A
	N/A

	EW Information
	N/A
	J (T)
	N/A
	J
	N/A
	J
	N/A
	N/A
	N/A
	N/A

	 Text Messages
	J,JRE
	J
	N/A
	J, VMF, MTF
	J, VMF, MTF
	J, VMF, MTF
	N/A
	N/A
	N/A
	VMF

	Intel Information
	N/A
	J
	N/A
	J, VMF, MTF, CMF
	J, VMF, MTF  (T)
	J, VMF, MTF, CMF
	N/A
	J, CMF (R)
	N/A
	N/A

	Non Physical Points, Lines, Areas and Pointers
	J,JRE
	J
	N/A
	J,  , MTF
	J, MTF (T)
	J,  MTF
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 1, Node Group 5

	  Type=
	USN     C2
	USN     C2
	USN     C2
	USN C2ISR
	USN Weapon
	USN Weapon
	USMC   C2
	USMC  C2
	USMC  C2
	Allied  ISR

	IER Item/Node/System =
	AEGIS
	TFOC
	JFACC-Afloat
	E-2C
	P3
	Surface Combatants
	TOC Marines
	TACC
	TES
	ASTOR

	Air Tracks
	J 
	J
	J
	J
	J 
	J
	J  (T)
	J  (T)
	J  (T)
	J (T)

	AMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Ground Tracks
	J  (T)
	J
	J
	J
	N/A
	J
	J  (T)
	J  (T)
	J  (T)
	J 

	GMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	S4607, (R)

	Info Update Requests
	J
	J
	J
	J
	N/A
	J
	J, VMF
	J, VMF
	J, VMF
	J 

	Data Deconfliction
	J (R)
	J
	J
	J
	J
	J
	J
	J
	J
	J 

	EW Information
	J
	J
	J
	J
	J
	J
	N/A
	N/A
	N/A
	N/A

	 Text Messages
	J
	J
	J
	J
	J
	J
	J, VMF
	J, VMF
	J, VMF
	J 

	Intel Information
	J  (T)
	J
	J
	J
	J
	N/A
	J
	J
	J
	J 

	Non Physical Points, Lines, Areas and Pointers
	J  (T)
	J
	J
	J
	J
	J
	J  (T)
	J  (T)
	J  (T)
	J


Appendix B. E-10A Interoperability, IER Group 1, Node Group 6

	Type=
	Allied   ISR
	DoD    ISR
	Home Land Defense
	Home Land Defense
	DoD      C2
	DoD      C2
	DoD      C2

	IER Item/Node/System =
	NIMROD
	Pass Through other node
	R/SAOC   (BCS-F)
	Pass Through other node
	NMCC
	NAOC
	ABNCP

	Air Tracks
	J (T)
	N/A
	J, JRE 
	J
	N/A
	N/A
	N/A

	AMTI Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Ground Tracks
	J (T)
	N/A
	J, JRE (T)
	N/A
	N/A
	N/A
	N/A

	GMTI Data
	N/A
	N/A
	S4607, (T)
	N/A
	N/A
	N/A
	N/A

	Info Update Requests
	N/A
	N/A
	J, JRE 
	J 
	N/A
	N/A
	N/A

	Data Deconfliction
	N/A
	N/A
	J, JRE 
	N/A
	N/A
	N/A
	N/A

	EW Information
	N/A
	N/A
	J, JRE 
	N/A
	N/A
	N/A
	N/A

	 Text Messages
	N/A
	N/A
	J, JRE, MTF
	J
	N/A
	N/A
	N/A

	Intel Information
	J, CMF (R)
	N/A
	J, JRE, MTF
	N/A
	N/A
	N/A
	N/A

	Non Physical Points, Lines, Areas and Pointers
	N/A
	N/A
	J, JRE 
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 2, Node Group 1

	Type=
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   ISR

	IER Item/Node/System =
	AOC CAOC
	CRC  (BCS-M)
	 ASOC
	TACP
	AWACS     40/45
	FAC-A
	Space-Strategic Warning C2
	WOC/  EOC
	AFSOC Systems
	Commando Solo

	Threats and Alerts
	JRE, MTF
	J, JRE
	J
	J,VMF, JRE (T)
	J
	J
	N/A
	J
	J, JRE
	J, JRE

	Mission Data
	MTF, WS
	MTF
	MTF
	J, VMF, JRE (T)
	N/A
	J
	MTF (R)
	MTF
	MTF (T)
	MTF (T)

	Mission Data Updates
	JRE, MTF, WS
	J, MTF (R)
	J, MTF (R)
	J, VMF, JRE (T)
	N/A
	J
	N/A
	MTF
	MTF (T)
	MTF (T)

	Airspace Management Data
	MTF, WS
	MTF
	MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	MTF (T)
	J, MTF (T)

	Combat Assessment Information
	JRE, MTF, WS
	MTF, 
	MTF, 
	N/A
	N/A
	N/A
	MTF (R)
	N/A
	N/A
	N/A

	BDA Information
	JRE, MTF (T), WS
	J, S4607, NITF
	J, S4607, NITF
	J, VMF, JRE (T)
	N/A
	J
	WS  (R)
	N/A
	J, JRE
	N/A

	Controlling Unit Report Information
	N/A
	J, JRE
	J
	N/A
	J
	J
	N/A
	N/A
	N/A
	N/A

	MC2A Handover Info
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Information
	JRE, (T)
	J, JRE (T)
	J  (T)
	J, JRE
	J
	J
	N/A
	N/A
	J, JRE
	N/A

	Weather Information
	NITF
	J, JRE, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 2, Node Group 2

	Type=
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR

	IER Item/Node/System =
	MC2A
	AF DCGS
	Rivet Joint
	Compass Call
	Global Hawk
	GH    MCE-LRE
	Predator
	GCS
	SBR GS
	U2

	Threats and Alerts
	J
	J, VMF, MTF, CMF
	J
	J  (T)
	N/A
	 MTF
	N/A
	MTF(T)
	N/A
	N/A

	Mission Data
	J, MTF
	J, VMF, MTF, CMF
	MTF(T)
	MTF(T)
	N/A
	 MTF
	N/A
	N/A
	N/A
	N/A

	Mission Data Updates
	J, MTF, JRE
	J, MTF
	N/A
	MTF(T)
	N/A
	 MTF
	N/A
	N/A
	N/A
	N/A

	Airspace Management Data
	J, MTF, JRE
	N/A
	J, 
	J, (T)
	N/A
	MTF(T)
	N/A
	N/A
	N/A
	N/A

	Combat Assessment Information
	MTF, 
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	BDA Information
	J, S4607, NITF
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Controlling Unit Report Information
	J
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	MC2A Handover Info
	MTF, 
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Information
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Weather Information
	J, MTF, 
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 2, Node Group 3

	Type=
	USAF ISR
	USAF ISR
	USAF ISR
	USAF Support
	USAF Weapon
	USAF Weapon
	USAF Weapon
	Joint
	Joint
	Joint

	I

ER Item/Node/System =
	SBIRS (M3P)
	SBIRS Ground Stations
	ARGUS
	Airlifter/ Tanker
	Shooters
	Bomber
	ABL
	SOF
	Nat'l Intel Center
	Weather C2

	Threats and Alerts
	J, CMF (R)
	CMF (R)
	N/A
	J, JRE
	J (T)
	J, JRE, MTF (T)
	J
	N/A
	N/A
	N/A

	Mission Data
	N/A
	N/A
	N/A
	N/A
	J (T)
	J, JRE, MTF (T)
	N/A
	MTF, J, JRE
	N/A
	N/A

	Mission Data Updates
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	MTF, J, JRE
	N/A
	N/A

	Airspace Management Data
	N/A
	N/A
	N/A
	J, JRE (T)
	J (T)
	J, JRE (T)
	J, (T)
	N/A
	N/A
	N/A

	Combat Assessment Information
	N/A
	N/A
	N/A
	N/A
	N/A
	J, JRE 
	N/A
	N/A
	N/A
	N/A

	BDA Information
	MTF
	MTF (R)
	N/A
	N/A
	J (R)
	J, JRE  (R)
	N/A
	N/A
	N/A
	N/A

	Controlling Unit Report Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	MC2A Handover Info
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Information
	N/A
	N/A
	N/A
	N/A
	J
	J, JRE 
	J (T)
	J, JRE
	N/A
	N/A

	Weather Information
	N/A
	N/A
	N/A
	N/A
	J (T)
	J, JRE  (T)
	J (T)
	N/A
	N/A
	MTF 


Appendix B. E-10A Interoperability, IER Group 2, Node Group 4

	Type=
	Joint
	Joint   ISR
	Joint   ISR
	USA
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA Weapon

	ER Item/Node/System =
	JSRC
	JSTARS
	GPS
	TES
	FCS
	DCGS-A
	ACS 
	Army System
	TUAV
	AH-64D

	Threats and Alerts
	N/A
	J
	N/A
	J, VMF, MTF, CMF
	J, VMF, MTF  (T)
	J, VMF, MTF, CMF
	N/A
	N/A
	N/A
	N/A

	Mission Data
	N/A
	J (T)
	N/A
	J, VMF, MTF, CMF
	N/A
	J, VMF, MTF, CMF
	MTF(T)
	N/A
	N/A
	MTF(T)

	Mission Data Updates
	N/A
	N/A
	N/A
	J, MTF
	N/A
	J, MTF
	N/A
	N/A
	N/A
	N/A

	Airspace Management Data
	J,JRE
	J (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	MTF (T)

	Combat Assessment Information
	N/A
	N/A
	N/A
	J, MTF
	J, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A

	BDA Information
	N/A
	N/A
	N/A
	J, MTF
	J, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A

	Controlling Unit Report Information
	N/A
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	MC2A Handover Info
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Information
	N/A
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	VMF

	Weather Information
	N/A
	J, 
	N/A
	J, MTF
	J, MTF (T)
	J, MTF
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 2, Node Group 5

	  Type=
	USN     C2
	USN     C2
	USN     C2
	USN C2ISR
	USN Weapon
	USN Weapon
	USMC   C2
	USMC  C2
	USMC  C2
	Allied  ISR

	IER Item/Node/System =
	AEGIS
	TFOC
	JFACC-Afloat
	E-2C
	P3
	Surface Combatants
	TOC Marines
	TACC
	TES
	ASTOR

	Threats and Alerts
	J  (T)
	J
	J
	J
	J
	J
	J, VMF
	J, VMF
	J, VMF
	N/A

	Mission Data
	N/A
	J  (T)
	J  (T)
	J  (T)
	J  (T)
	N/A
	N/A
	N/A
	N/A
	N/A

	Mission Data Updates
	N/A
	J
	J
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Airspace Management Data
	N/A
	N/A
	N/A
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	J 

	Combat Assessment Information
	J
	J
	J
	J
	J
	J
	N/A
	N/A
	N/A
	N/A

	BDA Information
	J
	J
	J
	J
	J
	J
	J
	J
	J
	N/A

	Controlling Unit Report Information
	J
	J
	J
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	MC2A Handover Info
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Information
	N/A
	J
	J
	J
	J
	J
	J, VMF
	J, VMF
	J, VMF
	N/A

	Weather Information
	J
	J
	J
	J
	N/A
	J
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 2, Node Group 6

	Type=
	Allied   ISR
	DoD    ISR
	Home Land Defense
	Home Land Defense
	DoD      C2
	DoD      C2
	DoD      C2

	IER Item/Node/System =
	NIMROD
	Pass Through other node
	R/SAOC   (BCS-F)
	Pass Through other node
	NMCC
	NAOC
	ABNCP

	Threats and Alerts
	N/A
	N/A
	J, JRE 
	N/A
	N/A
	N/A
	N/A

	Mission Data
	N/A
	N/A
	J, MTF,  (R)
	N/A
	N/A
	N/A
	N/A

	Mission Data Updates
	N/A
	N/A
	J, MTF,  (R)
	N/A
	N/A
	N/A
	N/A

	Airspace Management Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Combat Assessment Information
	N/A
	N/A
	 J, JRE, MTF (T)
	N/A
	N/A
	N/A
	N/A

	BDA Information
	N/A
	N/A
	J, S4607, NITF, JRE
	J
	N/A
	N/A
	N/A

	Controlling Unit Report Information
	N/A
	N/A
	J, JRE (T)
	N/A
	N/A
	N/A
	N/A

	MC2A Handover Info
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Information
	N/A
	N/A
	J, JRE, (T)
	N/A
	N/A
	N/A
	N/A

	Weather Information
	N/A
	N/A
	J, JRE, MTF
	J
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 3, Node Group 1

	Type=
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   ISR

	IER Item/Node/System =
	AOC CAOC
	CRC  (BCS-M)
	 ASOC
	TACP
	AWACS     40/45
	FAC-A
	Space-Strategic Warning C2
	WOC/  EOC
	AFSOC Systems
	Commando Solo

	CSAR Directives
	MTF
	J, JRE
	MTF
	J, VMF, JRE 
	N/A
	J, MTF
	N/A
	N/A
	J, MTF
	N/A

	Platform Position and Status
	JRE, MTF
	J, JRE, MTF
	J, MTF
	J, VMF, JRE 
	J
	J
	WS (R)
	N/A
	J, JRE
	N/A

	Off board Sensor Control Directives
	JRE, MTF (R)
	J, MTF (R)
	J, MTF (R)
	N/A
	J
	N/A
	MTF
	N/A
	MTF (R )
	N/A

	C2 to Non-C2 Manned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	J
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Umanned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Mission Assignments 
	WS
	N/A
	N/A
	J, VMF, AFAPD, JRE
	N/A
	J
	N/A
	N/A
	J
	N/A

	Replanned Target Assignments for Bombers and SOWs
	JRE, MTF, WS
	J, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 To C2 Battle Management
	JRE
	J, JRE
	J, JRE, MTF
	J, VMF, JRE
	J
	N/A
	N/A
	N/A
	J
	N/A

	Target Nomination
	MTF, 
	MTF, 
	MTF, 
	J, JRE
	N/A
	J
	MTF (T)
	N/A
	N/A
	N/A

	Video
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 3, Node Group 2

	Type=
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR

	IER Item/Node/System =
	MC2A
	AF DCGS
	Rivet Joint
	Compass Call
	Global Hawk
	GH    MCE-LRE
	Predator
	GCS
	SBR GS
	U2

	CSAR Directives
	MTF, VMF
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Platform Position and Status
	J, MTF
	J, MTF, NITF, S4545
	J
	N/A
	MTF ( R)
	MTF 
	N/A
	MTF
	MTF
	N/A

	Off board Sensor Control Directives
	J, S4607, MTF
	J, MTF
	MTF, J, (T)
	J, MTF (T)
	N/A
	MTF (T)
	N/A
	MTF
	MTF (T)
	N/A

	C2 to Non-C2 Manned Asset Management data
	N/A
	N/A
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Umanned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	MTF (T)
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Mission Assignments 
	N/A
	N/A
	N/A
	J  (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Replanned Target Assignments for Bombers and SOWs
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 To C2 Battle Management
	J
	J, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Nomination
	J. MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Video
	MPEG-2, NITF
	MPEG-2, NITF, S4545
	N/A
	N/A
	N/A
	N/A
	N/A
	S4609 (R)
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 3, Node Group 3

	Type=
	USAF ISR
	USAF ISR
	USAF ISR
	USAF Support
	USAF Weapon
	USAF Weapon
	USAF Weapon
	Joint
	Joint
	Joint

	I

ER Item/Node/System =
	SBIRS (M3P)
	SBIRS Ground Stations
	ARGUS
	Airlifter/ Tanker
	Shooters
	Bomber
	ABL
	SOF
	Nat'l Intel Center
	Weather C2

	CSAR Directives
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Platform Position and Status
	J, JRE
	N/A
	N/A
	J, JRE
	J
	J, JRE 
	J
	N/A
	N/A
	MTF (T)

	Off board Sensor Control Directives
	MTF
	MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Manned Asset Management data
	N/A
	N/A
	N/A
	N/A
	J (T)
	J, JRE  (T)
	J
	N/A
	N/A
	N/A

	C2 to Non-C2 Umanned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Mission Assignments 
	N/A
	N/A
	N/A
	N/A
	J (T)
	J, JRE  (T)
	N/A
	N/A
	N/A
	N/A

	Replanned Target Assignments for Bombers and SOWs
	N/A
	N/A
	N/A
	N/A
	J, JRE  (T)
	J, JRE  (T)
	N/A
	N/A
	N/A
	N/A

	C2 To C2 Battle Management
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Target Nomination
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	 
	N/A
	N/A

	Video
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	MPEG-2, NITF, S4545 (R)
	N/A


Appendix B. E-10A Interoperability, IER Group 3, Node Group 4

	Type=
	Joint
	Joint   ISR
	Joint   ISR
	USA
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA Weapon

	ER Item/Node/System =
	JSRC
	JSTARS
	GPS
	TES
	FCS
	DCGS-A
	ACS 
	Army System
	TUAV
	AH-64D

	CSAR Directives
	J,JRE
	N/A
	N/A
	J, MTF
	J, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A

	Platform Position and Status
	J,JRE
	J
	N/A
	J, MTF, NITF, S4545
	J, MTF, NITF, S4545
	J, MTF, NITF, S4545
	MTF 
	N/A
	N/A
	VMF

	Off board Sensor Control Directives
	N/A
	J
	N/A
	J, MTF
	N/A
	J, MTF
	MTF 
	N/A
	N/A
	VMF

	C2 to Non-C2 Manned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Umanned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Mission Assignments 
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	VMF

	Replanned Target Assignments for Bombers and SOWs
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 To C2 Battle Management
	N/A
	J, 
	N/A
	J, MTF
	J, MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A

	Target Nomination
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Video
	N/A
	N/A
	N/A
	MPEG-2, NITF, S4545
	N/A
	MPEG-2, NITF, S4545
	MPEG-2, NITF, S4545
	N/A
	S4609 (R)
	N/A


Appendix B. E-10A Interoperability, IER Group 3, Node Group 5

	  Type=
	USN     C2
	USN     C2
	USN     C2
	USN C2ISR
	USN Weapon
	USN Weapon
	USMC   C2
	USMC  C2
	USMC  C2
	Allied  ISR

	IER Item/Node/System =
	AEGIS
	TFOC
	JFACC-Afloat
	E-2C
	P3
	Surface Combatants
	TOC Marines
	TACC
	TES
	ASTOR

	CSAR Directives
	J
	MTF
	MTF
	MTF
	N/A
	MTF
	MTF
	MTF
	MTF
	N/A

	Platform Position and Status
	N/A
	J
	J
	J
	J
	J
	J
	J
	J
	J

	Off board Sensor Control Directives
	N/A
	J
	J
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Manned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Umanned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Mission Assignments 
	J (T)
	N/A
	N/A
	N/A
	J
	J
	N/A
	N/A
	N/A
	N/A

	Replanned Target Assignments for Bombers and SOWs
	N/A
	N/A
	N/A
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 To C2 Battle Management
	J
	J, JRE
	J, JRE
	J
	N/A
	N/A
	J, VMF
	J, VMF
	J, VMF
	N/A

	Target Nomination
	J
	J
	J
	J
	N/A
	J
	J, VMF
	J, VMF
	J, VMF
	N/A

	Video
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 3, Node Group 6

	Type=
	Allied   ISR
	DoD    ISR
	Home Land Defense
	Home Land Defense
	DoD      C2
	DoD      C2
	DoD      C2

	IER Item/Node/System =
	NIMROD
	Pass Through other node
	R/SAOC   (BCS-F)
	Pass Through other node
	NMCC
	NAOC
	ABNCP

	CSAR Directives
	N/A
	N/A
	N/A
	J
	N/A
	N/A
	N/A

	Platform Position and Status
	N/A
	N/A
	J, JRE
	J
	N/A
	N/A
	N/A

	Off board Sensor Control Directives
	N/A
	N/A
	J, MTF (R)
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Manned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Umanned Asset Management data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 to Non-C2 Mission Assignments 
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Replanned Target Assignments for Bombers and SOWs
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	C2 To C2 Battle Management
	N/A
	N/A
	J, JRE
	N/A
	N/A
	N/A
	N/A

	Target Nomination
	N/A
	N/A
	J, JRE
	N/A
	N/A
	N/A
	N/A

	Video
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 4, Node Group 1

	Type=
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   C2
	USAF   ISR

	IER Item/Node/System =
	AOC CAOC
	CRC  (BCS-M)
	 ASOC
	TACP
	AWACS     40/45
	FAC-A
	Space-Strategic Warning C2
	WOC/  EOC
	AFSOC Systems
	Commando Solo

	Imagery
	JRE, NITF, S4545
	N/A
	J, JRE, NITF, S4545
	N/A
	N/A
	N/A
	N/A
	N/A
	S4607, NITF (R)
	N/A

	Commercial Imagery
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	NITF (R)
	N/A

	Maritime & Subsurface Tracks
	N/A
	J (T)
	N/A
	J, VMF, JRE (T)
	N/A
	N/A
	N/A
	N/A
	J, JRE
	J (T)

	Space Track
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maintenance Management Data
	MTF
	N/A
	MTF
	N/A
	N/A
	N/A
	N/A
	MTF
	N/A
	N/A

	Order Of Battle 
	MTF, WS
	MTF
	MTF
	N/A
	N/A
	N/A
	WS (R)
	N/A
	N/A
	N/A

	GPS Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Emergency Action Messages (EAM)
	MTF,  VMF (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Course of Action (CAO) data
	MTF
	N/A
	MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Asset information
	MTF
	N/A
	MTF
	J, VMF, JRE (T)
	N/A
	J, MTF
	N/A
	N/A
	N/A
	N/A

	Nuclear Biological Chemical
	MTF 
	N/A
	MTF
	VMF, MTF
	N/A
	N/A
	N/A
	MTF
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 4, Node Group 2

	Type=
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR
	USAF  ISR

	IER Item/Node/System =
	MC2A
	AF DCGS
	Rivet Joint
	Compass Call
	Global Hawk
	GH    MCE-LRE
	Predator
	GCS
	SBR GS
	U2

	Imagery
	NITF
	NITF,    S4545
	N/A
	N/A
	S4545, NITF,  (R)
	S4545, NITF,  (R)
	N/A
	S4545 (R)
	S4607, S4545    (R )
	N/A

	Commercial Imagery
	N/A
	NITF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maritime & Subsurface Tracks
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Space Track
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maintenance Management Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Order Of Battle 
	MTF
	J, MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	GPS Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Emergency Action Messages (EAM)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Course of Action (CAO) data
	MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Asset information
	MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Nuclear Biological Chemical
	MTF
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 4, Node Group 3

	Type=
	USAF ISR
	USAF ISR
	USAF ISR
	USAF Support
	USAF Weapon
	USAF Weapon
	USAF Weapon
	Joint
	Joint
	Joint

	I

ER Item/Node/System =
	SBIRS (M3P)
	SBIRS Ground Stations
	ARGUS
	Airlifter/ Tanker
	Shooters
	Bomber
	ABL
	SOF
	Nat'l Intel Center
	Weather C2

	Imagery
	N/A
	N/A
	N/A
	N/A
	J 
	J, JRE  (T)
	N/A
	N/A
	 NITF, S4545, S7023
	N/A

	Commercial Imagery
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	JPEG
	WS

	Maritime & Subsurface Tracks
	N/A
	N/A
	N/A
	N/A
	J (T)
	J (T)
	N/A
	N/A
	N/A
	N/A

	Space Track
	J, CMF (R)
	CMF (R)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maintenance Management Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Order Of Battle 
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	GPS Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Emergency Action Messages (EAM)
	N/A
	N/A
	N/A
	N/A
	N/A
	MTF, VMF (T)
	N/A
	N/A
	N/A
	N/A

	Course of Action (CAO) data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Asset information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Nuclear Biological Chemical
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 4, Node Group 4

	Type=
	Joint
	Joint   ISR
	Joint   ISR
	USA
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA    ISR
	USA Weapon

	ER Item/Node/System =
	JSRC
	JSTARS
	GPS
	TES
	FCS
	DCGS-A
	ACS 
	Army System
	TUAV
	AH-64D

	Imagery
	J,JRE
	J
	N/A
	NITF,    S4545
	NITF,    S4545  (T)
	NITF,    S4545
	NITF,    S4545
	N/A
	S4607, NITF, S4545 (R)
	N/A

	Commercial Imagery
	N/A
	N/A
	N/A
	NITF
	N/A
	NITF
	N/A
	N/A
	N/A
	N/A

	Maritime & Subsurface Tracks
	J,JRE
	J (T)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Space Track
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maintenance Management Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Order Of Battle 
	N/A
	N/A
	N/A
	J, MTF
	N/A
	J, MTF
	N/A
	N/A
	N/A
	N/A

	GPS Information
	N/A
	N/A
	GPS Signal
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Emergency Action Messages (EAM)
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Course of Action (CAO) data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Asset information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Nuclear Biological Chemical
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 4, Node Group 5

	  Type=
	USN     C2
	USN     C2
	USN     C2
	USN C2ISR
	USN Weapon
	USN Weapon
	USMC   C2
	USMC  C2
	USMC  C2
	Allied  ISR

	IER Item/Node/System =
	AEGIS
	TFOC
	JFACC-Afloat
	E-2C
	P3
	Surface Combatants
	TOC Marines
	TACC
	TES
	ASTOR

	Imagery
	N/A
	J, S4545
	J, S4545
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	S4607, NITF,  S4545(R)

	Commercial Imagery
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maritime & Subsurface Tracks
	J
	J
	J
	J (R), 
	J (T)
	J (T)
	J (T)
	J (T)
	J (T)
	J, (T)

	Space Track
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maintenance Management Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Order Of Battle 
	N/A
	J
	J
	J
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	GPS Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Emergency Action Messages (EAM)
	N/A
	N/A
	MTF, VMF (T)
	N/A
	N/A
	N/A
	N/A
	MTF, VMF (T)
	N/A
	N/A

	Course of Action (CAO) data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Asset information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Nuclear Biological Chemical
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A


Appendix B. E-10A Interoperability, IER Group 4,  Node Group 6

	Type=
	Allied   ISR
	DoD    ISR
	Home Land Defense
	Home Land Defense
	DoD      C2
	DoD      C2
	DoD      C2

	IER Item/Node/System =
	NIMROD
	Pass Through other node
	R/SAOC   (BCS-F)
	Pass Through other node
	NMCC
	NAOC
	ABNCP

	Imagery
	N/A
	S4607, NITF (R)
	S4545
	J
	N/A
	N/A
	N/A

	Commercial Imagery
	N/A
	NITF (R)
	N/A
	N/A
	N/A
	N/A
	N/A

	Maritime & Subsurface Tracks
	J (T)
	N/A
	J (T)
	N/A
	N/A
	N/A
	N/A

	Space Track
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Maintenance Management Data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Order Of Battle 
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	GPS Information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Emergency Action Messages (EAM)
	N/A
	N/A
	N/A
	N/A
	MTF (R)
	MTF (R)
	MTF (R)

	Course of Action (CAO) data
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Asset information
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	Nuclear Biological Chemical
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
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