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DD FORM 254, ADDITIONAL SECURITY GUIDANCE, BLOCK 10 and 11

SECTION 10, DD FORM 254 

THIS CONTRACT WILL REQUIRE ACCESS TO:  

Block 10a and 11h:  Block 10a: The COMSEC Annex to the National Industrial Security Program Operating Manual (CA-NISPOM) (DoD 5220.22-A) shall apply to this contract.  Access to classified COMSEC information shall be restricted to U. S. citizens who: have been granted a final government security clearance; have a need-to-know (as defined in the NISPOM); and have successfully completed a non-lifestyle, counterintelligence scope polygraph examination if required by the cognizant Agency or Department.  Non-U.S. Citizens, including immigrant aliens are not eligible for access to classified COMSEC material or information.  Access to Controlled Cryptographic Items (CCIs) will be IAW Para 9 of the COMSEC Annex (DoD 5220.22-A). Personnel approved for COMSEC or Cryptographic access shall be briefed IAW Para 10 and 11 of the COMSEC Annex (DoD 5220.22-A).  The Facility Security Officer (FSO) must provide a current listing of individuals granted cryptographic access for each contract or Memorandum of Agreement (MOA) to the appropriate government Program Director.

Block 10e:  Refer to Appendix 5, General Intelligence Material/Foreign Disclosure Security Requirements.

Block 10g:  Refer to NISPOM, Chapter 10, Section 7.

Block 10j:  Refer to Appendix 3, For Official Use Only (FOUO).  

SECTION 11, DD FORM 254 

IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
Block 11c:  Any classified information generated in the performance of this contract shall require the contractor to apply either derivative classification and markings consistent with the source material, and/or be governed by the E-10A MC2A Security Classification Guide (SCG).

Block 11d:  The contractor is required to provide adequate and approved storage for classified hardware or material which because of size or quantity cannot be safeguarded in an approved storage container.

Block 11f:  Refer to NISPOM, Chapter 10, Section 6.

Block 11g:  Refer to NISPOM, Chapter 11, Section 2.

Block 11h:  Refer to Block 10a, above.

Block 11i:  Refer to Appendix 6.

Block 11j:  Types of information requiring safeguarding in accordance with OPSEC requirements include the type and schedule for activities being supported by the E-10A aircraft and the operational status of the E-10A aircraft. Refer to E-10A MC2A Security Classification Guide.

Block 11k:  DCS address is HQ Defense Courier System, Bldg. P-830, Ft G. Meade, MD, 20755-5370

Block 11l:  Classified AIS processing will be conducted IAW the NISPOM, Chapter 8.

CONTRACT SECURITY CLASSIFICATION SPECIFICATIONS

FOR E-10A

(CONTRACTOR/ADMINISTRATIVE CONTRACTING OFFICER RESPONSIBILITIES)

1.  VISITING OTHER PROGRAMS/CONTRACTORS:  Prime contractors (including their team members) and subcontractors must obtain authorization from the Administrative Contracting Officer (ACO) to visit or discuss other  companion military programs, or other contractors in preparing their proposals prior to contract award.  The prime contractor (including team members) is responsible for instructing their subcontractors as to the responsibilities under this DD Form 254.

2.  INFORMATION FROM OTHER PROGRAMS:  When utilizing information from other military programs (such as PAVE MOVE, SOTAS, JTIDS, etc.) the contractor shall abide by that system’s security classification guide.

3.  GOVERNMENT SECURITY CLAUSE:  The Government Security Clause applies.

4.  ESTABLISHING A COMSEC ACCOUNT:  A COMSEC account is required for monitoring the use and storage of COMSEC material and equipment.  If the contractor requires access to, or use of, COMSEC material or equipment in support of the E-10A contract, he will submit a request to the Contracting Office for approval.  The Contracting Office will ensure that the contractor’s request complete and a statement is included specifying exactly what the contractor’s task is, in accordance with the contract, requiring access to 66th SPTG/SCMR for further processing, with a copy to the cognizant security office.  The government will further process the request IAW AFI 31-401.

FOR OFFICIAL USE ONLY REQUIREMENTS

1.0.  General:  The following information is provided on protection of “For Official Use Only” (FOUO) information.

1.1.  FOUO will not be used as a classification designation.  This type of information is exempt from public disclosure under exemptions 1 thru 9 of the Freedom of Information Act.

1.2. A listing of For Official Use Only information can be found in the MC2A SCG and Section XIII of the E-8D SCG. Other information may need to be marked as FOUO as prescribed in the E-10A and E-8D SCG’s.

1.3.  FOUO information will not be released to the public until it is reviewed by the Government to determine whether significant and legitimate government purpose is served by withholding the information or portions of it.

2.0.  FOUO information will be marked as follows:

2.1.  “For Official Use Only” at the bottom of the cover (if any), on the first page, on each page containing FOUO information, on the back page, and on the outside of the back cover (if any.)  Portion markings are not required.

2.2.  Within a classified document, an individual page that contains both FOUO and classified information will be marked at the top and bottom with the highest classification of information on that page.  If an individual portion contains FOUO information but no classified information, the portion will be marked, “FOUO.”

2.3.  Any FOUO information released to a contractor by a DoD User Agency is required to be marked with the following statement prior to transfer:

This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the FOIA.  Exemption(s)        ______ apply.
3.0.  Contractors may disseminate “FOUO” information to their employees and subcontractors who have a need for the information in connection with a classified contract.

4.0.  During working hours, “FOUO” information will be placed in an out-of-sight location if the work area is accessible to persons who do not have a need for the information.  During non-working hours, the information may be stored with other unclassified documents in unlocked files or desks, when building security is provided.

5.0.  “FOUO” information may be sent via first-class mail or parcel post.  Bulky shipments may be sent fourth-class mail.

6.0.  When no longer needed, “FOUO” information may be disposed of by tearing or shredding each copy into pieces to preclude reconstruction.

7.0.  Unauthorized disclosure of “FOUO” information does not constitute a security violation but may result in criminal actions with regards to Privacy Act information.

SCI GUIDANCE

Item 13A.  This contract requires additional security requirements established for Sensitive

Compartmented Information (SCI) in accordance with (IAW) DOD Directive TS-5105.21 (M-3)/

DOD S-5105.21(M-1).  AF MAN 14-304. AF MAN 14-304 and M-1 provides the necessary guidance for physical, personnel, and information security measures and is part of the security specifications for this contract.

Item 13B.  This contract will be administered under the following documents, with subsequent versions or changes.

(1)  AF MAN 14-304

(2)  DOD  Directive S-5105.21 (M1) 

(3)  DOD  Directive TS-5105.21 (M3)

(4)  E-10A Security Classification Guide, dated (tbd): 

Item 13C.  Inquiries pertaining to classification guidance on SCI will be directed to the responsible ESC contract monitor, indicated in Item 14Q.  Any SCI or SCI-derived material generated under this contract will be reviewed by the contract monitor for proper classification prior to final publication and distribution.  The responsible Special Security Office as designated in Item 14O, will provide assistance as required.

Item 14A.  SCI data furnished to or generated by the contractor will require special security handling and controls beyond those in the national industrial security program operating manual (NISPOM).  These supplemental instructions  will be furnished and/or made available to the contractor through the contract monitor by the User Agency Special Security Office (SSO ESC).  Contract monitors and Contractor Special  Security Officers (CSSOs) will comply with all requirements outlined in AF MAN 140-304 AND M1.  The CSSO will complete an annual self-inspection of all SCI related contract activity using the self-inspection checklist located in the M1.  The self-inspection should take place in January of each year and a report of the self-inspection and all discrepancies noted will be forwarded to SSO ESC before the end of that month.

Item 14B. Contractor billets are required to perform on this contract.  The contract expiration date is (tbd).

Item 14C.  Names of contractor personnel requiring access to SCI will be submitted to the contract monitor for approval.  Upon written approval by the contract monitor, forms requesting Single Scope Background Investigation (SSI) will be prepared in accordance with the NISPOM and submitted to DSS.

Item 14D.  The contractor will establish and maintain an access list of those employees working on this contract.  A copy of this list will be furnished to the contract monitor.

Item 14E.  The contractor will advise the SSO, through the SCI contract monitor, immediately upon reassignment of personnel to other duties not associated with this contract.

Item 14F.  Release of Information:  SCI shall not be released to contractor employees without specific release approval of the ESC Senior Intelligence Officer (SIO) or the originator of the material when applicable.  SCI with restrictive caveats (ORCON, PROPIN, etc.) will be released to contractors only when originator approval has been obtained.  This approval shall be obtained through SSO ESC based on approval and certification of  “need-to-know” by the contract monitor.  SCI documentation, or other material concerning this contract will not be discussed with or released to any individual , subcontractor, agency (including Federal government agencies and employees), and contractor employees not working on the contract without prior approval from the contract monitor.

Item 14G.  Any SCI data released to or generated by the contractor in support of the contract remains the property of the DOD Department, agency, or command that released it.  The contractor will maintain a record of all SCI 

released to his custody under this contract and upon completion/cancellation of the contract, must return all such materials to SSO ESC.  A copy of this record will be sent to the SCI contract monitor quarterly and to SSO ESC annually for their review.  This applies to all data and materials, including working papers and notes.  SCI inventories will be conducted IAW AFMAN 14-304 and M1.

Item 14H.  The contractor will not reproduce any SCI related to this contract without the written permission of the contract monitor.  When such permission has been granted, the contractor will control and account for such reproductions in the same manner as pertains to originals.  Reproductions of hard copy SCI documents in entirety is not permitted.

NOTE:  Place X in box for Item 14I that applies

(X)  Item 14I.  IF A SCIF EXISTS:  A SCIF has been established by the contractor.  The SCIF has been built IAW Director of Central Intelligence Directive (DCID) 1/21 standards and an SCI accreditation message is on file within the SCIF.  If the SCIF is accredited through other than HQ AFMC, a Co-Utilization Agreement (CUA) will be generated by contract monitor.  SCI material associated with this contract shall be separately stored and maintained only in such properly accredited facilities and in approved safes at the contract location.  The supporting SSO is ________________________________.

(  )  Item 14I.  IF A SCIF IS TO BE BUILT:  A SCIF shall be built and maintained by the contractor IAW 

DCID 1/21 specifications and will not be operated as a SCIF until a SCI accreditation message from 

SSO ESC is on file within the facility.  The contractor will nominate a CSSO to SSO ESC.  

The supporting SSO is _tbd____________________________.

( )  Item 14I.  IF WORK IS AT ANOTHER SCIF:  Access to SCI is limited to that at a US Government or other contractor SCIF; see notification of Government Security clause contained in the contract.  A CUA will be accomplished by the contract monitor prior to working in non-AFMC spaces.  Work performance will be required at __tbd___.  The contractor will identify the CSSO of Special Security POC for this SCIF to ESC.

 Item 14J.  This contract does require the use of Defense Courier Service (DCS); SSO ESC will validate all DCS Form 10.

Item 14K.  A COMSEC account is required.

     If a COMSEC account is required, then the Communications Security (COMSEC) Supplement 

(DOD 5220.022-S-1) TO THE NISPOM for the handling of COMSEC material, is applicable.  Access to COMSEC information is restricted to US citizens holding final US Government security clearances and is not releasable to personnel granted reciprocal clearances.  COMSEC information is not releasable to contractor employees who have been granted a reciprocal clearance.

Item 14L.  This contract does require electronic processing of SCI.

     If electronic processing of SCI is required, then the security provisions of DCID 1/21, DIAM 50-4 and AF MAN 14-304 and M-1 apply and are part of this contract.  No electronic processing will take place in the SCIF until Communications/EMSEC and Automated Information System (AIS) accreditation messages are on file within the facility.

     The equipment and AIS equipment the contractor is using are/are not currently accredited for SCI operations.

Item 14M.  The CSSO must coordinate with the SCI contract monitor prior to subcontracting any portion of SCI efforts involved in this contract.  A separate DD Form 254 for the subcontractor shall be processed and approved, 

and separate subcontractor billets shall be obtained before any work can be performed.  Subcontractors cannot use the prime contractor’s SCI billets. 

Item 14N.  The contractor will not use references to SCI accesses, even by unclassified acronyms, in advertising, promotional efforts, or recruitment of employees.

Item 14O.  The following activity (SSO ESC) is designated as the User Special Security Office for SCI requirements in accordance with AF MAN 14-304 and M-1.

     ESC/INS

     102 Barksdale Street

     Hanscom AFB, MA  01731-1805

     Phone:  

        DSN 478-2187/88                     Commercial:  (617) 377-2187/2188

Item 14P.  The User Agency Special Security Officer (SSO) is

___________________________________________

Date: _______________

DARLENE A. CEROVAC

Asst Chief, Special Security Office

Directorate of Intelligence

Electronic Systems Center (AFMC)

Item 14Q.  The Contract Monitor for SCI/SAR is:

_____________________________________


Date:________________
ANTHONY HOSEIN, CAPT, USAF

Program Billet Monitor

Joint STARS/MC2A

DSN: 478-1357

Comm: (781) 377-1357

Item 15A.  The Assistant Chief of  Staff for Intelligence, Headquarters United States Air Force 

(HQ USAF/IN) has exclusive security responsibility for all SCI classified material released or developed under this contract and held within the contractor’s SCIF.  DIA is responsible for security inspection of all SCI and non-SCI classified material released to or developed under this contract and held within the contractor’s SCIF.                                                                    

GENERAL INTELLIGENCE MATERIAL/FOREIGN DISCLOSURE

ADDENDUM TO DD FORM 254

A5.1.  Special Requirements for General and Foreign Intelligence Material.  In addition to the requirements and controls for classified material, the Director, Central Intelligence, sets up additional requirements and controls for intelligence in the possession of contractors.  The contractor must:
A5.1.1.  Maintain control of all intelligence materials released in his or her custody in accordance with the National Industrial Security Program Operating Manual (NISPOM) (DoD 5220.22-M).  Contractor agrees that all intelligence materials released, all reproductions, and other material generated (including reproduc​tions) are the property of the US government.

A5.1.2.  Maintain control of all reproduced intelligence data in the same manner as the original.  

A5.1.3.  Destroy intelligence materials in accordance with approved destruction methods in accordance with the  NISPOM.

A5.1.4.  Restrict access to those individuals with a valid need-to-know who are actually providing services under the contract.  Further dissemination to other contractors, subcontractors, or other government agencies and private individuals or organizations is prohibited unless authorized in writing by the Contracting Officer’s Representative (COR) with prior approval of the Unit IN/SIO.

A5.1.5.  Not release intelligence data to foreign nationals or immigrant aliens, regardless of their security clear​ance or contact status, without advance written permission from the COR, Foreign Disclosure Policy Office, and Unit IN/SIO.

A5.1.6.  Ensure that each employee having access to intelligence material is fully aware of the special security re​quirements for this material.

A5.2.  Returning Intelligence to the Air Force.  Contractors must return intelligence data to the COR at the termination or completion of a contract unless the COR has provided written approval for the contractor to retain for an additional two years.  If retention is required beyond the two year period, the contractor must again request and receive written retention authority from the COR.  If the COR grants retention authority, the COR must provide a copy of the written approval to the Unit IN/SIO.

A5.3.  Release of Classified and Unclassified Information to Foreign Governments and Their Representatives.  Any military activity or defense contractor receiving a request from a foreign government, or a representative thereof, for intelligence data about this program, shall forward the request to the Unit IN/SIO for coordination with the cognizant foreign disclosure policy office. 

EMISSIONS SECURITY ASSESSMENT REQUEST (ESAR)

FOR ALL CLASSIFIED SYSTEMS

DD Form 254, Block 11i:

EMISSIONS Security Requirements:

1.  The contractor shall ensure that compromising emanations (EMSEC) conditions related to this contract are minimized.

2.  The contractor shall provide countermeasure assessment data to the Contracting Officer (CO), in the form of a EMSEC Countermeasures Assessment Request (ESAR), the ESAR shall provide only specific responses to the data required in paragraphs A through D, below.  The contractor's standard security plan is unacceptable as  a "stand-alone" ESAR response.  The contractor shall not submit a detailed facility analysis/assessment.  The ESAR information will be used to complete an EMSEC Countermeasures Assessment Review of the contractor's facility to be performed by the government EMSEC authority using current Air Force EMSEC directives.  

3.  When any of the information required in paragraphs A through D below changes (such as location or classification level), the contractor shall notify the contracting officer of the changes so a new EMSEC Countermeasures Assessment Review may be accomplished.  The contractor shall submit to the Program Management Office (PMO) a new ESAR, identifying the new configuration, at least thirty (30) days before the changes occur; the contractor shall not commence classified processing in the new configuration until receiving approval to do so from the contracting officer.


A.  SYSTEM DESCRIPTION:



(1)  SYSTEM/FACILITY:  Full Name and address of company submitting request and RFP/Contract number and duration.  Also provide a brief title identifying the overall system or facility (e.g. XYZ Missile Word processing system, ABC aircraft interactive graphics system, etc.).



(2)  LOCATION:  Identify the address (including city, state, zip code, facility, building, and room number) where the system or facility is located.  Further identify any other contractor/company/agency located within 200 meters of the facility.  Also identify the Inspectable Space (IS), see below.



(3)  For Top Secret level or SECRET level with Special Access Required (SAR), Special Category (SPECAT) information or other non-collateral caveats.  Also for classified processing and access to classified information outside the continental United States (CONUS) (Block 11c and 11 f checked).  Also identify the Controlled Access Area (CAA), see below.




(a)  Inspectable Space (IS)--  The three dimensional space surrounding equipment that process classified or sensitive information within which TEMPEST exploitation is not considered practical or where legal authority to identify or remove a potential TEMPEST exploitation exists.




(b)  Controlled Access Area (CAA)--  The complete building or facility area under direct physical control that can include one or more limited exclusion areas, controlled BLACK equipment areas, or in any combination.


B.  RESPONSIBLE PERSONNEL:



(1)  SECURITY OFFICER/MANAGER:  Provide name, title, office symbol, and telephone number.  Include the same for the Company Appointed EMSEC (TEMPEST) Authority, if applicable.

(2)  SYSTEM CUSTODIAN:  If different from above, provide name, title, office symbol, and telephone number.


C.  OPERATIONAL RISK:



(1)  Identify the highest level of classified processing.



(2)  For Top Secret level or SECRET level with Special Access Required (SAR), Special Category (SPECAT) information or other non-collateral caveats.  Also for classified processing and access to classified information outside the continental United States (CONUS) (Block 11c and 11 f checked).  Further identify classified processing levels by estimated hours per day/month for each level, and a percentage of total material processed (e.g. 10% Top Secret; 55% Secret; 20% Confidential; and 15% Unclassified) for each level.


D.  EQUIPMENT:



(1)  List the manufacturer and exact model number, nomenclature (terminal, disk drive, video system, etc.) and quantity of each equipment involved in classified processing.  Do not provide a Complete inventory of all the company’s processing equipment.



(2)  List any encryption equipment (i.e. STU-III, KG-84, KG-194, etc.), that might be used for processing and transmission of classified information.

4.  Please add to all classified contracts or RFPs, the following statement under block 13:


Refer Block 11c:  Use of UHF/HF radios, cellular phones, pagers, or other type RF transmitters should not be allowed in classified processing facilities/areas unless approved by the EMSEC Manager.

5.  EMSEC is applied on a case-by-case basis and further information may be required to complete the ESAR; should this be the case, the contractor shall provide this information to the contracting officer when requested.

6.  The prime contractor shall ensure that all subcontractors and/or vendors comply with EMSEC requirements when performing classified processing related to this contract.  They will provide the above documentation through their prime to the contracting officer to complete the ESAR.

7.  CLASSIFIED PROCESSING WILL NOT BE DONE UNTIL THE EMSEC APPROVAL IS PROVIDED BY THE CONTRACTING OFFICER AND THE ADP PROCEDURES HAVE BEEN APPROVED BY THE DEFENSE SECURITY SERVICE (DSS).
8.  If you have any questions, feel free to contact Mr. Al Knoll, Hanscom AFB, MA. EMSEC Manager.


Mailing Address:
66 ABW/SCB





20 Schilling Circle





Hanscom AFB, MA 01731-1621


Message Address:
66 ABW HANSCOM AFB MA//SCB//


E-MAIL INTERNET:
alfred.knoll@hanscom.af.mil


Phone:


DSN:  478-4716 or Commercial:  (781) 377-4716


Fax:


DSN:  478-2750 or Commercial:  (781) 377-2750


STU-III:

DSN:  478-3940

COORDINATION REVIEW/APPROVAL

Additional Distribution:

ESC/SCXM (1)

Director DCS (1)

Ft Meade, MD

ESC/MAOS Coordination:

________________________________


_______________

EDWARD. BARDEN, GS-12



Date

E-10A Acquisition Security

Protection Office

ESC/MA Approval:

________________________________


_______________
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